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	Supplier Relationships Policy
Owner/ Department: ITD



	Purpose
	This policy aims to ensure that suppliers and outsourced activities are managed in a way that protects SMSA information, systems and services.
This policy forms part of SMSA’s Information Security Management System (ISMS) and is subject to ISMS governance, risk assessment, internal audit, management review and continual improvement. The controls defined in this policy are selected and applied based on the results of SMSA’s information security risk assessment.

	Reference No. 
	Annex A 5.19 – Information security in supplier relationships.
Annex A 5.20 – Addressing information security within supplier agreements.
Annex A 5.21 – Managing information security in the ICT supply chain.
Annex A 5.22 – Monitoring, review and change management of supplier services.

	Scope
	This policy applies to SMSA employees, suppliers, vendors, contractors, outsourced service providers and third parties that access, process, store, host, support, or manage SMSA information, systems, applications, infrastructure, cloud services, or IT services within the approved ISMS scope.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager:
· Approve the Policies and any subsequent modifications.
· Advise for effecting changes to the Policy & Procedures documents.
· Conduct information security compliance reviews of applications, information assets and processes in SMSA.
· Ensure supplier related information security risks, reviews and controls are addressed where required.
· Report compliance audit result to CTO.
IT Department (ITD):
· Define supplier security requirements based on the service, access and information involved.
· Conduct or coordinate supplier security reviews where applicable.
· Ensure supplier access is controlled and monitored.
· Ensure supplier related incidents, changes and exit requirements are handled appropriately.
· Maintain relevant supplier security records where applicable.
Procurement Department:
· Ensure supplier contracts include approved information security requirements prior to contract execution.
· Coordinate with ITD where supplier security requirements, reviews, or addendums are required.
· Support contract renewal, amendment and termination activities where relevant.
Quality & Risk Department:
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents is carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads:
· Implementing and enforcing the relevant portions of the policies within their functions.
· Ensure business requirements, ownership and approvals are provided where supplier services affect their functions.
Employees & Contractors: Comply to policies.
CTO / Managing Director: Approval of any exceptions to the policy.

	Guidelines
	1. Supplier security requirements
1.1 Supplier onboarding and risk assessment
· Information security requirements for suppliers shall be defined based on the type of service, level of access and type of information involved.
· Suppliers shall be reviewed based on the type of service, level of access, information involved and risk. Supplier access to SMSA information or systems shall be approved before access is granted. Where supplier risk assessment is required, residual risk shall be approved as per the Information Security Risk Management Procedure.
· Types of suppliers and the type of access they require shall be identified and documented.
· IT suppliers shall be evaluated using the approved IT Supplier Security Review Form where required based on service, access, information involved and risk.
· Supplier access shall be limited to approved business need and monitored accordingly.
· Minimum security requirements shall be defined based on the supplier role, access and risk profile.
· Supplier related incidents, contingencies and recovery arrangements shall be considered where applicable.
· Information security requirements and controls shall be documented in supplier agreements.
· Information security shall be maintained during onboarding, service changes and exit.
1.2 Security requirements in supplier agreements
· Relevant information security requirements shall be established and agreed with each supplier that may access, process, store, communicate, host, support, or provide IT components or services for SMSA.
· Supplier agreements shall be documented to ensure there is no misunderstanding between SMSA and the supplier regarding both parties’ responsibilities for information security.
· Supplier agreements shall include, where applicable:
· Description of the information to be provided, accessed, processed, or stored
· Classification and protection requirements for SMSA information
· Legal, regulatory and contractual requirements
· Access control requirements
· Monitoring, reporting and review requirements
· Incident reporting and response requirements
· Acceptable use requirements where applicable
· Supplier personnel authorization and removal requirements
· Subcontracting requirements and applicable controls
· Training and awareness requirements where relevant
· Right of SMSA to review supplier controls where required
· Contact points for security matters
· Defect resolution and conflict resolution requirements
· The SMSA Information Security Contracts Addendum shall be applied where required.
1.3 Information and communication technology supply chain
· Additional security requirements shall be applied where suppliers provide technology products, hosted services, software, infrastructure, or related components used by SMSA.
· Delivered products or services shall be reviewed, validated, or otherwise checked to confirm that they meet approved requirements where applicable.
· Critical components and dependencies shall be identified where needed to support continuity and service reliability.
· Risks relating to supplier changes, discontinued products, unsupported components, or service unavailability shall be considered and addressed where applicable.
· Rules for sharing relevant supply chain information and potential issues shall be defined where required.
2. Supplier service delivery management
2.1 Monitoring and review of supplier services
· Supplier performance and information security compliance shall be reviewed by the responsible owner in coordination with ITD and Procurement.
· Supplier information security risks shall be reviewed periodically and upon significant change, security incident, or contract renewal.
· Findings from supplier reviews, incidents, or audits shall be input into the ISMS risk assessment and corrective action processes.
· Critical or high risk suppliers shall be reviewed at least annually or based on risk classification.
· Where applicable, supplier review results shall be recorded and actions tracked to closure.
2.2 Managing changes to supplier services
· Changes to supplier services shall be reviewed for their impact on information security before implementation where applicable.
· This shall include relevant changes such as service enhancements, new systems, changes in hosting or support arrangements, updates to controls, or changes introduced by the supplier.
· ITD shall assess the impact of supplier changes on security requirements and determine whether additional review, approval, testing, or contract update is required.
3. Termination and exit management
· Upon termination of supplier agreements, SMSA shall ensure return or secure destruction of SMSA information assets where applicable.
· Logical and physical access provided to the supplier shall be revoked.
· Data deletion or return shall be confirmed where applicable.
· Access records, asset records and related supplier records shall be updated where needed.
· Verification of exit requirements, including access revocation and data return or destruction confirmation, shall be documented and retained.
4. Records & Evidence
· Supplier records, contracts, supplier review forms, service reports, tickets, access records, incident records, change records, exit records and supplier evidence shall be used as the main audit evidence where available.
· Manual records are not required where approved system, supplier, contract, ticket, report, or register evidence already contains the required information.
· Supplier records shall only include the Risk Register reference where applicable. They shall not duplicate the full risk assessment.
5. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
6. Enforcement
6.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation and may include, but not limited to:
· Warning letter
· Removal of access privileges to information assets
· Termination of employment or contract
· Other actions deemed appropriate by management, HR department and Legal department
6.2 Policy Waiver
Any exception to this policy has to be formally approved by the CTO or Managing Director and documented.
7. Related Documents
· IT Supplier Security Review Form
· SMSA Information Security Contracts Addendum
· System Acquisition, Development and Maintenance Policy
· Information Security Risk Management Procedure
· Information Security Incident Management Policy
· Asset Management Policy
· IT Project Management Framework
· SMSA Information Security Policy.
· Scope of Information Security Management System (ISMS).
· Organization of Information Security Policy.
· Statement of Applicability.
· Access Control Policy.
· Use of Cloud Services Policy.
· IT Continuity Policy.
· SMSA Risk Register.
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