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	Supplier Relationships Policy
Owner/ Department: ITD



	Purpose
	This policy aims to ensure that outsourced activities performed by suppliers also consider information security controls, and that they are properly managed by the organization.

	Reference No. 
	Annex A 15

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Information security in supplier relationships
1.1.1 Information security policy for supplier relationships
· SMSA Information security requirements for mitigating the risks associated with supplier’s access to SMSA’s assets shall be agreed with the supplier and documented by NATIONAL IT MANAGER.
· SMSA shall be identifying and documenting the types of suppliers.
· SMSA shall have a standardised process and lifecycle for managing supplier relationships.
· SMSA shall define the types of information access that different types of suppliers will be allowed, and monitoring and controlling the access.
· Minimum information security requirements for each type of information and type of access to serve as the basis for individual supplier agreements based on business needs and risk profile.
· SMSA shall have monitoring procedure established for each type of supplier and type of access, including third party review and product validation.
· SMSA Information security shall assure accuracy and completeness controls to ensure the integrity of the information or information processing provided by other party.
· SMSA Information security shall be handling incidents and contingencies associated with supplier access including responsibilities.
· SMSA Information security and IT shall assure recovery and contingency arrangements to ensure the availability of the information or information processing provided by supplier.
· SMSA Information security shall plan awareness training for employees and contractors involved in acquisitions regarding applicable policies, processes and procedures.
· SMSA Information security shall assure information security requirements and controls are documented in an agreement signed by supplier.
· SMSA Information security and IT shall be managing the necessary transitions of information, information processing facilities and anything else that needs to be moved, and ensuring that information security is maintained throughout the transition period.
1.1.2 Addressing security within supplier agreements
· SMSA relevant information security requirements shall be established and agreed with each supplier that may access, process, store, communicate, or provide IT infrastructure components for SMSA IT
· Supplier agreements should be established and documented to ensure that there is no misunderstanding between SMSA and the supplier regarding both parties’ obligations to fulfil relevant information security requirements.
· SMSA agreement with supplier to include:
· Description of the information to be provided or accessed and methods of providing or accessing the information.
· Classification of information according to SMSA classification scheme.
· Legal and regulatory requirements, including data protection, intellectual property rights and copyright, and a description of how it will be ensured that they are met.
· Obligation of each contractual party to implement an agreed set of controls including access control, performance review, monitoring, reporting and auditing.
· Rules of acceptable use of information, including unacceptable use if necessary.
· Either explicit list of supplier personnel authorized to access or receive SMSA’s information or procedures or conditions for authorization, and removal of the authorization, for access to or receipt of the organization’s information by supplier personnel.
· Information security policies relevant to the specific contract.
· Incident management requirements and procedures.
· Training and awareness requirements for information security requirements
· Regulations for sub-contracting, including the controls that need to be implemented.
· Relevant agreement partners, including a contact person for information security issues.
· Screening requirements, if any, for supplier’s personnel.
· Right to audit the supplier processes and controls related to the agreement;
· Defect resolution and conflict resolution processes.
1.1.3 Information and communication technology supply chain
· SMSA IT and Information security shall be defining information security requirements to apply to information and communication technology product or service acquisition in addition to the general information security requirements for supplier relationships
· SMSA IT and Information security shall be implementing a monitoring process and acceptable methods for validating that delivered information and communication technology products and services are adhering to stated security requirements;
· SMSA IT and Information security  shall be implementing a process for identifying product or service components that are critical for maintaining functionality
· SMSA IT shall be obtaining assurance that the delivered information and communication technology products are functioning as expected
· SMSA IT shall be defining rules for sharing of information regarding the supply chain and any potential issues and compromises among SMSA and suppliers
· SMSA IT shall be implementing specific processes for managing information and communication technology component lifecycle and availability and associated security risks
· SMSA IT shall managing the risks of components no longer being available due to suppliers no longer being in business or suppliers no longer providing these components due to technology advancements.
1.2 Supplier service delivery management
1.2.1 Monitoring and review of supplier services
· Activities related to review of the supplier performance
· The ‘Supplier Review’ is initiated by the Project Manager
· The reviewers would rate the supplier based on previous performance
1.2.2 Managing changes to supplier services
· SMSA IT shall introduce changes because of business needs to:
· Enhancements to the current services offered
· Development of any new applications and systems
· Modifications or updates of the organization’s policies and procedures
· New or changed controls to resolve information security incidents and to improve security
· SMSA IT shall control changes introduced by supplier
· SMSA IT and Information Security shall assess the change impact on security needs
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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