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	System Acquisition, Development and Maintenance Policy
Owner/ Department: ITD



	Purpose
	This policy aims to ensure that information security is considered in the system development life cycle as well as any acquiring information systems

	Reference No. 
	Annex A 14

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Security requirements of information systems
1.1.1 Information security requirements analysis and specification
· SMSA Information Security shall have Information security requirements identified such as compliance requirements from policies and regulations, threat modelling, incident reviews, or use of vulnerability thresholds.
· NATIONAL IT MANAGER shall communicate results of the identification with all stakeholders.
· NATIONAL IT MANAGER shall assure business impact is assessed as a result from lack of adequate security during risk assessment
· SMSA Information Security and IT shall enforce identification and management of information security requirements in early stages of information systems projects.
· SMSA Information Security and IT to enforce identification of risks during design stage
· NATIONAL IT MANAGER to assure the security requirements to include the level of confidence required, user authentication requirements, confidentiality, availability and integrity needs, informing users and operators of their duties and responsibilities, the required protection needs of the assets involved, transaction logging and monitoring and non-repudiation requirements
1.1.2 Securing application services on public networks
· SMSA Information Security and IT shall apply security controls for application services passing over public networks
· SSL certificate to be used by SMSA
· SSL to be reviewed and validated by NATIONAL IT MANAGER periodically
· SMSANATIONAL IT MANAGER and IT manager shall be ensuring that communicating partners are fully informed of their authorizations for provision or use of the service
· SMSA determining and meeting requirements for confidentiality, integrity, proof of dispatch and receipt of key documents and the non-repudiation of contracts
· SMSA shall apply protection of any confidential information
· SMSA information security controls applied by NATIONAL IT MANAGER shall assure avoidance of loss or duplication of transaction information
1.1.3 Protecting application services transactions
· SMSA IT shall enforce electronic signatures by each of the parties involved in the transaction
· SMSA user’s secret authentication information of all parties are valid and verified
· SMSA transactions remains confidential
· SMSA privacy associated with all parties involved is retained
· SMSA communications path between all involved parties is encrypted
· Protocols used to communicate between all involved parties are secured
· Ensuring that the storage of the transaction details is located outside of any publicly accessible environment
· Storage platform existing on SMSA intranet
1.2 Security in development and support processes
1.2.1 Technical review of applications after operating platform changes
· NATIONAL IT MANAGER shall plan to review of application control and integrity procedures to ensure that they have not been compromised by the operating platform changes after changes
· SMSA shall be ensuring that notification of operating platform changes is provided in time to allow appropriate tests and reviews to take place before implementation
· SMSA shall be ensuring that appropriate changes are made to the business continuity plans
1.2.2 Secure system engineering principles
· SMSA IT assets secure information system engineering procedures is developed by NATIONAL IT MANAGER based on security engineering principles should be established, documented and applied to in-house information system engineering activities.
· SMSA Security controls shall be designed into all architecture layers (business, data, applications and technology) balancing the need for information security with the need for accessibility.
· NATIONAL IT MANAGER shall explore new technology for security risks and the SMSA controls design to be reviewed against known attack patterns.
· The established security engineering principles should be applied, where applicable, to outsourced information systems through the contracts and other binding agreements between SMSA and the supplier to whom SMSA outsources.
· SMSA should confirm that the suppliers’ security engineering principles is comparable with its own.
1.2.3 Outsourced development
· SMSA IT shall control outsourced development activities to assure
· Intellectual property rights related to the outsourced content is owned by SMSA through vendor agreement signed with IT
· Contractual requirements for secure design, coding and testing practices is managed
· Provision of the approved threat model to the external developer
· Acceptance testing for the quality and accuracy of the deliverables by SMSA
· Provision of evidence that security thresholds were used to establish minimum acceptable levels of security and privacy quality;
· Provision of evidence that sufficient testing has been applied to guard against the absence of both intentional and unintentional malicious content upon delivery
· Provision of evidence that sufficient testing has been applied to guard against the presence of known vulnerabilities;
· contractual right to audit development processes and controls
· Effective documentation of the build environment used to create deliverables;
· SMSA remains responsible for compliance with applicable laws and control efficiency verification
1.2.4 System security testing
· Testing of security functionality should be carried out during development as a part of the approved SDLC by SMSA.
· New and updated systems require thorough testing and verification during the development processes, including the preparation of a detailed schedule of activities and test inputs and expected outputs under a range of conditions.
· For in-house developments, such tests should initially be performed by the development team.
· Independent acceptance testing by NATIONAL IT MANAGER should then be undertaken to ensure that the system works as expected and only as expected.
· The extent of testing should be in proportion to the importance and nature of the system.

1.2.5 System acceptance testing
· System acceptance testing should include testing of information security requirements and adherence to secure system development practices
· The testing should also be conducted on received components and integrated systems.
· SMSA shall leverage automated tools, such as code analysis tools or vulnerability scanners, and should verify the remediation of security-related defects.
· Testing should be performed in a realistic test environment to ensure that the system will not introduce vulnerabilities to the SMSA environment and that the tests are reliable.
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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