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	System Acquisition, Development and Maintenance Policy
Owner/ Department: ITD



	Purpose
	This policy aims to ensure that information security is considered during system acquisition, development, implementation, change and maintenance activities. It ensures that security requirements are identified early, built into systems and services, tested before use and maintained throughout the system lifecycle.
This policy forms part of SMSA’s Information Security Management System (ISMS) and is subject to ISMS governance, risk assessment, internal audit, management review and continual improvement.

	Reference No. 
	Annex A 8.25 to 8.30

	Scope
	This policy applies to systems, applications, services, interfaces, scripts, configurations and related IT services developed, acquired, implemented, changed, hosted, or maintained by or on behalf of SMSA within the approved ISMS scope. It also applies to employees, contractors, suppliers and third parties involved in system acquisition, development, testing, implementation, change, support, or maintenance.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager:
· Approve the Policies and any following modifications.
· Advise for effecting changes to the Policy & Procedures documents.
· Conduct information security compliance reviews of applications, information assets and processes in SMSA.
· Ensure security requirements, testing, approvals and risk treatment are completed before go live where required.
· Report compliance audit result to CTO.
IT Department (ITD):
· Identify security requirements for systems and projects.
· Ensure security is considered during acquisition, development, configuration, testing, implementation and maintenance.
· Complete or coordinate project security assessments and supplier security reviews where applicable.
· Ensure system changes are controlled and documented.
· Ensure testing results, approvals and related records are maintained.
Procurement Department:
· Ensure supplier contracts include approved information security requirements prior to contract execution.
· Coordinate with ITD where supplier security requirements, reviews, or addendums are required.
Quality & Risk Department:
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents is carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads
· Implementing and enforcing the relevant portions of the policies within their functions.
· Ensure business requirements, ownership and approvals are provided where their systems or processes are affected.
Employees & Contractors: Comply to policies.
CTO / Managing Director: Approval of any exceptions to the policy.

	Guidelines
	1. Information security requirements analysis and specification
· SMSA IT shall identify information security requirements before acquiring, developing, significantly changing, or implementing any system or service.
· Security requirements shall consider confidentiality, integrity and availability needs, legal and contractual requirements, access control needs, logging and monitoring needs, backup and recovery needs, incident handling needs and business continuity needs where applicable.
· Security requirements shall be identified during the early stages of projects and shall not be postponed until after development or go live.
· Risks related to the system, data, users, external connections and supplier involvement shall be identified and addressed through the approved risk assessment process.
· Where applicable, the Project Security Assessment and Approval Form shall be completed as part of project initiation and review.
· Security requirements and related approvals shall be documented and retained as evidence.
2. Secure development lifecycle
· SMSA IT shall ensure that security is considered throughout the system lifecycle, including acquisition, design, development, configuration, testing, implementation, change, maintenance and retirement.
· Approved requirements shall be followed throughout implementation.
· Changes to systems shall be controlled and documented in line with the approved Change Management process.
· Security related issues identified during development, configuration, or testing shall be recorded and addressed before release, or formally accepted by the appropriate authority where justified.
· Development, testing and production environments shall be separated where applicable and technically possible. Production data shall not be used in development or testing unless approved, protected and masked where required. Testing shall be performed in a controlled manner to avoid impact on production systems, live data and business operations.
3. Secure system engineering principles
· SMSA IT shall ensure that secure system engineering principles are applied during the design and development of systems. (For SMSA, secure system engineering principles mean that security is considered from the design stage, including access control, protection of data, secure system settings, controlled changes and testing before go live.)
· Security controls shall be incorporated into system architecture, configuration, interfaces and supporting components to ensure protection of systems and data.
· Risks shall be considered during system design and appropriate controls shall be implemented before the system is released into use.
· Where development or implementation is outsourced, suppliers shall follow SMSA security requirements and apply comparable security controls.
4. Secure coding and configuration
· Where software is developed internally, customized, scripted, or configured, SMSA IT shall ensure that secure coding and secure configuration practices are applied.
· Access to source files, scripts and configuration items shall be controlled and limited to authorized personnel.
· Coding, scripting and configuration changes shall be reviewed and tested before release.
· Hardcoded passwords, unauthorized changes and unapproved code or scripts shall not be permitted.
· Where development is not performed internally, this requirement shall apply to supplier deliverables and customizations where applicable.
5. System security testing
· Security testing shall be performed during development, configuration, integration and before go live, as appropriate to the risk and nature of the system.
· Testing shall confirm that security requirements have been considered and that identified issues have been addressed.
· Testing may include review of access controls, user roles, logging, error handling, data protection, backups, integrations and known weaknesses, as relevant to the system.
· The extent of testing shall be proportionate to the importance, complexity and risk of the system.
· Evidence of testing and issue resolution shall be retained.
6. System acceptance testing
· System acceptance testing shall include confirmation that approved requirements, including security requirements, have been met before release or go live.
· Business acceptance and IT approval shall be completed where required.
· Systems shall not go live unless required testing is completed, issues are addressed or accepted by the appropriate authority and required approvals are obtained.
· Testing shall be performed in a controlled manner so that production systems and live data are not adversely affected.
7. Outsourced development and supplier use in system acquisition
· Where a supplier is involved in system acquisition, development, implementation, hosting, support, or maintenance, the supplier shall be reviewed before access is granted or service commencement.
· The supplier review shall be conducted using the approved IT Supplier Security Review Form where required based on service, access, information involved and risk.
· Supplier agreements shall include information security requirements in accordance with the Supplier Relationships Policy.
· The SMSA Information Security Contracts Addendum shall be applied where required.
· Deliverables provided by suppliers shall be reviewed, tested and approved before use where applicable.
· Ongoing supplier monitoring and management shall be governed by the Supplier Relationships Policy.
8. Security in projects and major changes
· All projects and significant changes involving systems, services, interfaces, or supplier delivered solutions shall follow the approved IT Project Management Framework.
· A Project Security Assessment and Approval Form shall be completed where applicable before go live.
· Project records shall reflect the main security requirements, risks, actions, approvals and supplier involvement where relevant.
9. Records and evidence
· SMSA shall maintain records, where applicable, to demonstrate implementation of this policy.
· Such records may include project security assessments, supplier security reviews, contracts and addendums, testing records, approvals and risk assessment records.
10. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
11. Enforcement
11.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation andmay include, but not limited to:
· Warning letter
· Removal of access privileges to information assets
· Termination of employment or contract
· Other actions deemed appropriate by management, HR department and Legal department
11.2 Policy Waiver
Any exception to this policy has to be formally approved by the CTO or Managing Director and documented.
12. Related Documents
· IT Project Management Framework
· Project Security Assessment and Approval Form
· Supplier Relationships Policy
· SMSA Information Security Contracts Addendum
· Change Management Procedure
· Information Security Risk Management Procedure
· IT Supplier Security Review Form
· SMSA Information Security Policy.
· Scope of Information Security Management System (ISMS).
· Organization of Information Security Policy.
· Statement of Applicability.
· Access Control Policy.
· Asset Management Policy.
· Use of Cloud Services Policy.
· Information Security Incident Management Policy.
· SMSA Risk Register.
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