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	System Usage Policy
Owner: National Manager, 
Information Technology
Department: IT



	Brief
	It is the policy of the SMSA Express Trans. Co. to control the misuse and abuse of information technology within workplace.

	Purpose
	To provide guidelines and to establish strict rules to avoid violation and misuse of Company’s Information Assets.

	Person Affected
	Covers all employees in all operating cities and branches Kingdom-wide.

	Guidelines
	· SMSA Express Transportation Company Ltd provides access to various computer resources, our Local Area Network and Internet. These resources are strictly for business purpose. Users are not allowed to share or use company resources for personal use. Strict Legal and disciplinary action including termination will be taken in case of violation.   

· Distribution or sharing of any multimedia over Local Area Network without the knowledge of IT Department is not permissible until and unless it’s for the business such as SMSA Presentation or Demonstration Video.  

· Employees are not allowed listen music or any audio media during working hours.   

· Using abusive, profane, threatening, racist, sexist, or otherwise objectionable language in either public or private messages is not permissible and subjected for disciplinary action  

· Sending, receiving, storing or accessing pornographic material in workplace is not allowed. In case of spam, user should inform IT department in order to take necessary action.  

· IT Department has a right to audit computer / laptop of any user with or without the permission of the employee.  

· In case of causing congestion, disruption, disablement, alteration, or impairment of company networks or systems, IT will investigate and took necessary action against the convict.  

· Deliberately propagating any virus, worm, Trojan horse, trap-door program code, or other code or file designed to disrupt, disable, impair, or otherwise harm either the Company's networks or systems or those of any other individual or entity will tantamount for suspension or termination   

· Using Company automation systems to access, create, view, transmit, or receive racist, sexist, threatening, or otherwise objectionable or illegal material is strictly prohibited. "Material" is defined as any visual, textual, or auditory entity.   
· The Company's electronic mail system, Internet access, and computer systems must not be used to violate the laws and regulations of the Saudi Arabia or any other nation or any state, city, province, or other local jurisdiction in any way. Use of company resources for illegal activity can lead to disciplinary action, up to and including dismissal and criminal prosecution. 

	General
	Any exceptions to the policy must be approved by the Managing Director
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