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	Use of Cloud Services Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to establish guidelines for the secure use, management, and exit of cloud services within SMSA. The policy ensures that SMSA's information security risks associated with cloud services are effectively managed, aligning with ISO 27001 and ISO 27002 standards.

	Reference No. 
	Annex A 5.23

	Scope
	This policy applies to all SMSA employees, contractors, and third-party vendors who are involved in the selection, use, and management of cloud services. It covers the entire lifecycle of cloud services, including procurement, usage, management, and exit strategies.

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Abide by the policy.
Managing Director – Approval of any exceptions to the policy. 

	Definitions
	Cloud Service Provider (CSP): A third-party company that offers cloud-based platforms, infrastructure, applications, or storage services.
Cloud Service Customer: SMSA as the organization utilizing cloud services provided by CSPs.
Cloud Service Agreement: A contract between SMSA and a CSP outlining the terms of service, including security responsibilities and service levels.
Software-as-a-Service (SaaS): A cloud computing model where hosted applications are provided to customers over the internet. SaaS includes all supporting components such as hardware, operating software, and databases. Example: Customer relationship management (CRM) platforms.
Platform-as-a-Service (PaaS): A model providing hardware and supporting software such as operating systems, databases, and development tools but without pre-installed business applications. Example: Application development platforms like Microsoft Azure.
Infrastructure-as-a-Service (IaaS): A cloud computing model offering virtualized computing resources over the internet, including physical or virtual hardware components. Example: Virtual machines provided by AWS EC2.

	Guidelines
	1. Policy Statement
SMSA is committed to ensuring that cloud services are used securely and efficiently. Data belonging to SMSA will only be stored within cloud services with the prior permission and approval of IT Manager. This policy outlines the roles, responsibilities, and procedures for managing the use and exit of cloud services to protect SMSA's information assets.
2 Cloud Service Use 
2.1 Security Control Management
· Information security controls managed by the CSP and SMSA will be clearly identified.
· SMSA will obtain and utilize the CSP’s security capabilities to enhance protection of SMSA’s data and applications.
· Due diligence will be conducted prior to signing up with a cloud service provider to ensure that appropriate controls will be in place to protect data. Preference will be given to suppliers who are certified to information security international standard and who comply with the principles of the ISO/IEC 27017 and ISO/IEC 27018 codes of practice for cloud services.
· Sufficient audit logging must be available to allow SMSA to understand how its data is being accessed and to identify whether any unauthorized access has occurred.
· Confidential data stored in cloud services must be encrypted at rest and in transit using acceptable technologies and techniques. Where possible, encryption keys will be held by SMSA rather than the supplier.
· SMSA policies for the creation and management of user accounts will apply to cloud services.
· Backups must be taken of all data stored in the cloud. This may be performed either directly by SMSA or under contract by the cloud service provider.
2.2 Cloud Service Agreements
· Cloud service agreements will be reviewed to ensure they meet SMSA's confidentiality, integrity, and availability requirements.
· Agreements will address service levels, data handling, access control, malware protection, and incident management.
·  Contracts involving personal data will be checked to ensure that they comply with applicable data protection legislation. If not, a separate data processing agreement will be required.
· SMSA will undertake relevant risk assessments to identify and accept any residual risks associated with cloud services.
2.3 Monitoring and Reviewing Cloud Services
· SMSA will regularly monitor and review the performance and security of cloud services.
· Changes to cloud services, including technical infrastructure or processing in new jurisdictions, will be communicated and assessed for security impact.
3 Cloud Service Exit
3.1 Exit Strategy
· SMSA will develop and document exit strategies for cloud services, ensuring minimal disruption to operations.
· Procedures will be established to ensure that activities that are irreversible in the cloud environment (for example deletion of virtual servers, terminating a cloud service, or restoration from backups) are subject to appropriate controls to avoid error. 
· The strategy will include the secure transfer, retrieval, and deletion of SMSA’s data from the CSP’s environment.
3.2 Data Retrieval and Destruction
· SMSA will ensure that all data, including configuration files, source code, and backups, are securely retrieved from the CSP before terminating the service.
· Where required, the CSP must securely destroy all copies of SMSA’s data, providing certification of destruction.
[bookmark: _Toc521829169]3.3 Support and Service Availability
· CSPs will be required to provide dedicated support during the exit process to ensure the continuity of SMSA’s operations.
· [bookmark: _Toc435609883][bookmark: _Toc521829170]The cloud service agreement will include provisions for maintaining service availability during the transition or termination period.
3.4 Subcontracting and Legal Considerations
· The CSP must inform SMSA of any subcontracting arrangements and ensure compliance with SMSA’s information security requirements.
· SMSA will consider legal implications, such as data jurisdiction and digital evidence handling, during the exit process.
5 Enforcement
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5.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
5.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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