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	Vulnerability & Patch Management Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to establish a structured approach to identifying, evaluating, and addressing technical vulnerabilities within SMSA’s information systems. This policy ensures that vulnerabilities are managed effectively to protect SMSA’s information assets and to comply with ISO 27001 standards.

	Reference No. 
	Annex A 8.8

	Scope
	This policy applies to all SMSA information systems, applications, and network infrastructure. It covers all employees, contractors, and third-party vendors involved in the management and maintenance of these systems.

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Abide by the policy.
Managing Director – Approval of any exceptions to the policy. 

	Definitions
	Technical Vulnerability: A flaw or weakness in a system that can be exploited to compromise the security of the system.
Patch: A software update designed to address identified vulnerabilities or improve the functionality of a system.
Vulnerability Assessment: A systematic process to identify and quantify security vulnerabilities in a system.
Penetration Testing: A simulated cyber-attack to evaluate the security of a system by identifying and exploiting vulnerabilities.
Bug Bounty Program: is an initiative where organizations offer rewards (usually money) to ethical hackers or security researchers who find and report security vulnerabilities in their systems, software, or websites.

	Guidelines
	1. Policy Statement
SMSA is committed to identifying and addressing technical vulnerabilities in a timely manner. This policy outlines the roles, responsibilities, and procedures for vulnerability and patch management within SMSA.
2 Vulnerability Management Process
2.1 Asset Inventory 
SMSA will maintain an accurate inventory of all information assets, including software, hardware, and network components. The inventory will include details such as vendor information, version numbers, deployment status, and responsible personnel.
2.2 Vulnerability Identification
SMSA will utilize multiple sources to identify technical vulnerabilities, including:
· Internal and external vulnerability scanning tools.
· Threat intelligence feeds and vulnerability databases.
· Reports from software vendors if any.
· Input from penetration testing and vulnerability assessments.
2.3 Vulnerability Assessment and Evaluation
Identified vulnerabilities will be analyzed and prioritized based on their potential impact on SMSA’s information systems. The assessment will include:
· Evaluating the risk associated with each vulnerability.
· Determining the necessary actions for remediation or mitigation.
· Considering the impact of applying patches or other controls.
2.4 Vulnerability Disclosure and Reporting
SMSA will establish procedures for internal and external vulnerability reporting. This includes:
· Establishing a process for receiving and handling vulnerability reports.
· Participating in relevant threat intelligence or information-sharing forums.
· Considering the implementation of bug bounty programs to incentivize vulnerability discovery.
3. Patch Management Process
3.1 Patch Identification and Acquisition
· SMSA will regularly monitor for software updates and patches from legitimate sources, including software vendors and security advisories if any.
· SMSA IT department will evaluate the necessity of patches based on the associated vulnerabilities and risks.
3.2 Patch Testing and Deployment
· All patches and updates will be tested in a controlled environment to ensure they do not introduce new vulnerabilities or cause adverse effects on SMSA’s systems.
· Patches will be prioritized and applied based on the severity of the vulnerabilities they address. High-risk systems will be patched first.
· Where applicable, alternative controls will be considered if a patch cannot be applied immediately.
3.3 Patch Monitoring and Review
· SMSA will maintain an audit log of all patch management activities, including the identification, testing, deployment, and verification of patches.
· The effectiveness of applied patches will be verified through vulnerability scanning and monitoring.
· SMSA will regularly review and evaluate the patch management process to ensure its effectiveness.
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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5.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
5.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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