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	Vulnerability & Patch Management Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that SMSA identifies, reviews, prioritizes, fixes and monitors technical vulnerabilities and software patches in a controlled and timely manner.
This policy helps protect SMSA systems, applications, networks, data and services from known weaknesses that may cause unauthorized access, data loss, system failure, service disruption, malware infection or other information security incidents.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that vulnerabilities are managed based on risk, business impact and asset criticality.

	Reference No. 
	Annex A 8.8 – Management of Technical Vulnerabilities

	Scope
	This policy applies to:
· All SMSA information systems, applications, databases, servers, desktops, laptops, mobile devices and network devices.
· Firewalls, routers, switches, security tools and other technology infrastructure.
· Cloud systems, hosted services, websites, portals and interfaces used by or on behalf of SMSA.
· Internet facing systems and critical internal systems.
· Third party systems or services that store, process, transmit, host, maintain, or support SMSA information.
· All SMSA employees, contractors, IT support teams and third parties involved in managing, supporting, developing, hosting or maintaining SMSA systems.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
National IT Manager:

· Approve this policy and any following modifications where delegated by the CTO.
· Ensure vulnerability and patch management requirements are implemented, maintained and reviewed.
· Ensure information security risks related to vulnerabilities, patches, unsupported systems and delayed remediation are assessed, treated and monitored.
· Ensure vulnerability scan records, patch records, exception approvals, supplier records and other required evidence are maintained.
· Ensure critical and high risk vulnerabilities are followed up until closure.
· Report material control weaknesses, major vulnerabilities, major incidents and compliance audit results to the CTO.

IT Department (ITD):

· Maintain an updated inventory of systems, applications, devices and technology assets that require vulnerability and patch management.
· Identify vulnerabilities through approved tools, vendor notifications, security advisories, assessments, penetration tests, incidents and audit findings.
· Review and prioritize vulnerabilities based on risk, severity, system criticality, exposure and business impact.
· Test, deploy and verify patches and fixes in a controlled manner.
· Apply temporary controls where a patch or fix cannot be applied immediately.
· Maintain vulnerability records, patch records, testing records, deployment records, verification records and exception records.
· Escalate critical or high risk vulnerabilities that are delayed, not fixed, or may affect SMSA operations or information security.
· Report suspected exploitation, malware, unauthorized access, data leakage, or service disruption through the approved incident reporting process.

System Owners / Application Owners:
· Coordinate with ITD regarding vulnerabilities and patches affecting their systems or applications.
· Confirm business impact, maintenance windows and downtime requirements where applicable.
· Support user acceptance testing and business validation where required after patching or remediation.
· Work with ITD and suppliers to facilitate remediation activities within the required timelines.
· Accept risk only through the approved exception or risk acceptance process.

Procurement Department:
· Coordinate with ITD to ensure supplier contracts include vulnerability management, patching, notification and remediation requirements where applicable.
· Support supplier security reviews, contracts, addendums and service requirements before supplier access or service commencement.

Third Parties / Vendors:
· Notify SMSA of known vulnerabilities that may affect SMSA systems, services, data, or operations.
· Apply patches, fixes, upgrades, or temporary controls within the agreed timelines.
· Provide evidence of remediation, patching, testing, or closure when requested.
· Support ITD during vulnerability assessment, patching, testing, incident investigation and audit where applicable.
· Follow SMSA security requirements when accessing, supporting, hosting, developing, or maintaining SMSA systems.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Investigate reported breaches or incidents where required and issue findings and recommendations.
· Monitor corrective actions related to vulnerability management, patch management, audit findings and incidents.

Department Heads:
· Ensure employees and contractors under their function comply with this policy.
· Support ITD when patching, remediation, testing, downtime, or system access is required.
· Ensure business users do not delay or block approved security updates without valid approval.
· Report known vulnerabilities, unsupported systems, system weaknesses, or suspected security issues to ITD and QRM as applicable.

Employees and Contractors:
· Comply with this policy and support approved patching and remediation activities.
· Do not disable, delay, remove, or bypass security updates, patches, endpoint protection, or security controls.
· Do not install unauthorized software or connect unauthorized devices to SMSA systems.
· Report any suspected system weakness, suspicious activity, malware, unauthorized access, or patching issue immediately.

CTO / Managing Director: Approval of any exception to this policy.

	Definitions
	Technical Vulnerability: A weakness in a system, application, device, configuration, software, or network that may be used to compromise confidentiality, integrity or availability.
Patch: A software or system update released to fix a weakness, correct an issue, improve security or improve system stability.
Vulnerability Assessment: A review or scan used to identify weaknesses in systems, applications, devices, networks, or configurations.
Penetration Testing: An approved security test performed to check whether vulnerabilities can be used to gain unauthorized access or cause harm to systems or information.
Remediation: The action taken to fix a vulnerability. This may include applying a patch, changing a configuration, upgrading software, removing unsupported software or replacing a weak control.
Temporary Control: A short term control used to reduce risk when a vulnerability cannot be fixed immediately.
Risk Acceptance: A formal approval to accept a vulnerability risk for a defined period, with justification, temporary controls and approval from the authorized person.
Emergency Patch: A patch or fix that must be applied urgently because the vulnerability is critical, actively exploited or may cause serious impact to SMSA.

	Guidelines
	1. Policy Statement
SMSA shall identify, assess, prioritize, fix and monitor technical vulnerabilities and patches in a controlled manner. Vulnerabilities shall be handled based on risk, system criticality, exposure, business impact and the possibility of exploitation. SMSA systems shall not remain exposed to known vulnerabilities without a documented action plan, approved exception, or approved risk treatment.
2. Asset Inventory
SMSA IT shall maintain an updated IT Asset Inventory for systems and technology assets that require vulnerability and patch management. The IT Asset Inventory shall include at minimum:
· Asset Name.
· Asset Type.
· Unique ID or Serial Number.
· Owner / Business Owner.
· Custodian / IT Responsible.
· Location, including physical location or cloud region.
· Classification Level.
· Criticality, such as High, Medium, or Low.
· Backup Status.
· Related Supplier or Contract.
· Date Added.
· Last Review Date.
The IT Asset Inventory shall be used as the main source to confirm asset ownership, custodian, location, classification, criticality, backup status and supplier or contract details.
The Vulnerability and Patch Management Record shall not duplicate the full asset inventory. It shall only refer to the affected asset and record the vulnerability, patching action, status and closure evidence. Systems that are no longer supported by the vendor shall be recorded in the End of Life Systems section of the Vulnerability and Patch Management Record and reviewed until upgraded, replaced, isolated, retired, or formally accepted through the risk management process.
3. Vulnerability Identification
SMSA IT shall identify vulnerabilities using approved and trusted sources, such as:
· Vulnerability scanning tools.
· Security advisories from vendors.
· Patch notifications from vendors.
· Penetration testing reports.
· Internal security reviews.
· External security assessments.
· Supplier notifications.
· Incident findings.
· Audit findings.
Vulnerability scanning shall be performed based on risk and system criticality. Systems that are accessible from the internet (public facing systems) and critical systems shall be reviewed more frequently than low risk internal systems.
4. Vulnerability Assessment and Prioritization
All identified vulnerabilities shall be reviewed and prioritized before action is taken. The priority shall consider:
· Severity of the vulnerability.
· Whether the system is internet facing.
· Whether the system stores or processes sensitive information.
· Whether the vulnerability is already being exploited.
· Availability of a patch or fix.
· Business impact if the system is compromised.
· Business impact if the patch is applied.
· Asset criticality.
· Existing controls already in place.
Each vulnerability shall be assigned a severity level: Critical, High, Medium, or Low.
5. Remediation Timelines
SMSA shall fix vulnerabilities within defined timelines based on the risk rating assigned during the vulnerability assessment process. Where SMSA uses the same risk rating methodology as its Information Security Risk Management process, the remediation timelines may align with those risk classifications.

	Severity / Risk Rating
	Required Action

	Critical
	Fix or apply an approved temporary control as soon as possible, normally within 7 calendar days.

	High
	Fix normally within 15 calendar days.

	Medium
	Fix normally within 30 calendar days.

	Low
	Fix during the normal maintenance cycle, normally within 90 calendar days.


If a vulnerability cannot be fixed within the required timeline, the reason must be documented and approved through the exception or risk acceptance process. Temporary controls must be applied where possible until the vulnerability is fully fixed.
6. Patch Identification and Approval
SMSA IT shall regularly monitor for patches and updates from trusted sources, including software vendors, hardware vendors and approved security advisories. Patches shall be reviewed before deployment to confirm:
· What issue or vulnerability the patch fixes.
· Which systems are affected.
· Whether the patch is security related or operational.
· The risk of not applying the patch.
· The possible impact of applying the patch.
· Whether downtime or user notification is required.
· Whether backup or rollback is required.
Security patches shall be prioritized based on vulnerability severity and system criticality.
7. Patch Testing
Patches shall be tested before deployment where practical and where the system environment allows it. Testing shall confirm that:
· The patch installs successfully.
· The system remains stable.
· Main business functions continue to work.
· Security issues are addressed.
· No major new issue is introduced.
Where full testing is not possible due to urgency, system limitation, vendor restriction, or emergency risk, ITD shall document the reason, obtain approval and ensure backup, rollback or recovery options are available.
8. Patch Deployment
Patches shall be deployed in a controlled manner. Before deployment, ITD shall ensure, where applicable, that:
· The affected system is identified.
· The responsible owner is informed.
· Required approval is obtained.
· Backup or rollback option is available.
· Downtime is approved or communicated.
· Deployment date and time are recorded.
· Responsible technical staff are assigned.
After deployment, ITD shall verify that the patch was applied successfully and that the system is operating normally.
9. Emergency Patching
Emergency patching shall be used when a vulnerability presents immediate or serious risk to SMSA. Emergency patching may apply when:
· The vulnerability is critical.
· The vulnerability is actively exploited.
· The affected system is internet facing.
· There is a high risk of unauthorized access, malware, data loss, service disruption, or business impact.
· A vendor or trusted authority recommends urgent action.
Emergency patches may be applied through the emergency change process. Evidence must still be maintained after deployment, including approval, action taken, affected systems, testing performed where possible and post implementation review.
10. Temporary Controls
If a patch or fix cannot be applied immediately, ITD shall apply temporary controls where possible. Temporary controls may include:
· Disabling the vulnerable service.
· Blocking access from the internet.
· Restricting access to approved users only.
· Applying firewall or network rules.
· Increasing monitoring.
· Removing unsupported software.
· Isolating the affected system.
· Applying vendor recommended workaround.
Temporary controls shall not be treated as permanent unless formally approved through the risk acceptance process.
11. Verification and Closure
A vulnerability or patch activity shall not be closed until ITD confirms that action has been completed. Closure evidence may include:
· Successful patch deployment report.
· Vulnerability rescan result.
· Configuration screenshot.
· Vendor confirmation.
· Change record.
· Ticket closure record.
· Testing result.
· Risk acceptance approval, if not fixed.
Critical and high vulnerabilities shall be verified after remediation where practical.
12. Supplier Managed Systems
Where SMSA systems are hosted, supported, developed, or maintained by third parties, the supplier shall support vulnerability and patch management where applicable. Supplier requirements may include:
· Notification of vulnerabilities affecting SMSA systems, services, or data.
· Timely patching, fixing, upgrading, or applying temporary controls.
· Providing evidence of patching, remediation, testing, or closure when requested.
· Supporting vulnerability assessment, patching, testing, incident investigation and audit where applicable.
· Confirmation that unsupported systems are not used without approval.
· Compliance with SMSA security requirements and contract requirements.
The ITD Supplier Security Review Form shall be used for supplier security review, supplier risk rating, required actions and approval. Supplier patching or remediation evidence may be kept as system reports, supplier confirmation emails, tickets, patch reports, service reports, or other approved evidence. A separate supplier vulnerability form is not required if the evidence is already available and traceable.
13. Unsupported or End of Life Systems
SMSA shall not use unsupported or end of life systems without formal approval. Where an unsupported system cannot be immediately replaced or upgraded, ITD shall:
· Record the system in the asset inventory.
· Assess the risk.
· Apply temporary controls.
· Prepare an upgrade, replacement, isolation, or retirement plan.
· Obtain formal risk acceptance from the approved authority.
· Review the accepted risk periodically until closure.
14. Vulnerability Reporting
Employees, contractors, vendors and third parties shall report known or suspected vulnerabilities to ITD through the approved reporting channel. Reports may include:
· System weakness.
· Missing patch.
· Unsupported software.
· Misconfiguration.
· Exposed system or service.
· Vendor notification.
· Suspicious system behavior.
· Failed or repeated patch issue.
ITD shall review reported vulnerabilities and record the required action.
15. Link to Incident Management
If a vulnerability is being actively exploited, or there is a sign of unauthorized access, malware, data leakage, system compromise, or service disruption, ITD shall treat the matter as an information security incident. Such incidents shall be reported through the approved Information Security Incident Management process and escalated to QRM where required.
16. Exceptions and Risk Acceptance
Any exception to this policy must be documented and approved. An exception is required when:
· A patch cannot be applied within the required timeline.
· A vulnerability cannot be fixed.
· An unsupported or end of life system must remain in use.
· A security update is postponed.
· A temporary control is used instead of full remediation.
· A supplier cannot meet SMSA patching or remediation requirements.
Where an exception creates an information security risk, the risk shall be recorded and managed in the SMSA Risk Register. The Vulnerability and Patch Management Record shall only include the Risk Register reference number where applicable. It shall not duplicate the full risk assessment. Each exception shall include, where applicable:
· System name.
· Vulnerability or patch details.
· Reason for exception.
· Temporary controls.
· Responsible owner.
· Expiry date.
· Review date.
· Approval record.
· Risk Register reference number, where applicable.
Exceptions shall not be open ended. Every exception must have an expiry date and must be reviewed until closed.
17. Records and Evidence
SMSA shall maintain records to prove that vulnerability and patch management controls are implemented. System generated reports, tool logs, dashboards, tickets, change records, scan reports, patch reports and supplier reports shall be used as the main audit evidence where available.
Manual records are not required when the same information is already available from approved systems or tools. If system based evidence is not available, incomplete, or does not clearly show the required details, the approved Vulnerability and Patch Management Record shall be used. The following records shall be used where applicable:
· IT Asset Inventory, to confirm asset ownership, custodian, location, classification, criticality, backup status, supplier or contract details and last review date.
· Vulnerability and Patch Management Record, to track vulnerabilities, patches, testing, deployment, closure and end of life systems where system reports are not sufficient.
· SMSA Risk Register, where a vulnerability, delayed patch, unsupported system, exception, or temporary control creates a risk that requires formal risk tracking, treatment, or acceptance.
· ITD Supplier Security Review Form, where supplier managed systems, supplier access, supplier remediation, or supplier security evidence is required.
· System generated vulnerability reports, patch compliance reports, scan reports, dashboards, IT tickets, change requests, backup or rollback records, screenshots, vendor confirmations and supplier reports.
Records may include, where applicable:
· Vulnerability scan reports or system vulnerability dashboard.
· Patch compliance reports or system patch dashboard.
· IT tickets or change request records.
· Backup or rollback records.
· Vulnerability rescan reports.
· Penetration testing reports.
· Supplier Security Review Form and supplier evidence.
· SMSA Risk Register records.
· Incident reports linked to exploited vulnerabilities.
· Management review or compliance review records.
Records shall be retained as per SMSA document control and record retention requirements.
18. Review and Monitoring
ITD shall regularly review the vulnerability and patch management process to confirm that:
· Scans are being performed.
· Vulnerabilities are recorded.
· Critical and high vulnerabilities are followed up.
· Patches are applied within required timelines.
· Exceptions are approved and reviewed.
· Unsupported systems are monitored.
· Supplier vulnerabilities are followed up.
· Evidence is maintained for audit.
Open critical and high risk vulnerabilities shall be reported to the National IT Manager and escalated to the CTO where required.
19. Review Period
The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, or other compliance requirements. The policy shall also be reviewed after major security incidents, major vulnerability events, major audit findings, or significant changes in SMSA systems or IT operations.
20. Enforcement
20.1 Policy Violation
Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
Examples of violations include:
· Ignoring critical vulnerabilities without approval.
· Delaying patches without documented reason.
· Disabling patching tools or security controls without approval.
· Using unsupported systems without approval.
· Failing to report known vulnerabilities.
· Allowing third party systems to remain exposed without action.
· Closing vulnerability or patch tickets without proper evidence.
20.2 Policy Waiver
Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include the reason, risk, temporary control, owner, expiry date and review date.
21. Related Documents
· Organization of Information Security Policy.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Change Management Procedure.
· Asset Management Policy.
· Supplier Relationships Policy.
· Access Control Policy.
· Backup and Restoration Procedure.
· IT Asset Inventory.
· SMSA Risk Register.
· Vulnerability and Patch Management Record.
· ITD Supplier Security Review Form.
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