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	Information Security Awareness Plan
Owner/ Department: ITD



	Purpose
	The purpose of developing an information security awareness plan is to reduce electronic risks, maintain the integrity of information records, and ensure business continuity within a safe work environment.
The information security awareness plan is based on:
· Building and enhancing awareness and culture of information security among SMSA employees.
· Defining potential information security risks and threats to avoid exposure to them and reduce their effects.
· Identifying the best security practices in the field of information security.
· Ensure business continuity and recovery from information security incidents.
· Dealing with information security incidents and ways to report them.

	Plan
	
	#
	Domains 
	Objectives 
	Targeted People 
	Communication Channels 
	Frequency 

	1. 
	Awareness about ISO 27001: 2013 standard and foundation
	· Awareness of the principles and foundation of ISO 27001:2013 requirements and how to implement them.
· Awareness of risk management.
· Awareness of internal audit procedures and corrective actions
	IT Personnel
	Workshops 
	Quarterly 

	2. 
	Phishing 
	Phishing attacks are designed to fool users into handing over information. Phishing is a form of social engineering attack. It is often executed over email but increasingly within social media, SMSs and other instant messaging services. Attackers will try to get you to click on a link or hand over your personal information.
	SMSA personnel
	Emails 
	Monthly 

	3. 
	Web Safety
	Web safety is all about how we conduct ourselves online. Enabling users to recognize malicious websites and avoid them. Without an understanding of how a web browser works it is easy to make decisions that compromise security.
	SMSA Personnel
	Emails
	Monthly

	4. 
	Password Security
	Just about every system, network and device that we now value requires passwords. It can be a struggle to remember all of these credentials. This leads to two factors that weaken our password security: length and reuse. Risk of sharing user password
	SMSA Personnel
	Emails
	Monthly

	5. 
	Malware
	Malicious software can make its way onto our device and into our networks in many ways, though phishing emails are usually malware’s way in. By clicking on suspicious links, users can be directed to unsecure websites. Opening malicious files and attachments can do untold damage to your systems and data.
	SMSA Personnel
	Emails
	Monthly

	6. 
	Mobile Devices
	Mobile devices often represent such a significant security risk, in large part because they are indeed mobile. We now store a great deal of sensitive and confidential information within our devices. As such, any unauthorized access is a big cyber security threat, inside and outside the office.
	SMSA Personnel
	Emails
	Monthly

	7. 
	Wi-Fi
	Though Wi-Fi can seem safe and convenient, Wi-Fi can pose a substantial risk to information security and confidentiality; particularly public networks.
	SMSA Personnel
	Emails
	Monthly

	8. 
	Social Engineering
	Social engineering attacks are utilized by malicious parties, hackers and criminals in a vast majority of information security attacks.
	SMSA Personnel
	Emails
	Monthly

	9. 
	Backing Up Data
	As encryption will help to ensure the confidentiality of information, the practices of backing up will guarantee that your data will remain available, even after an attack. Security awareness campaigns aren’t just about stopping attacks, they're also about safeguarding information in the eventuality of an attack happening. Ensuring business continuity.
	SMSA Personnel
	Emails
	Monthly


	10. 
	Cybersecurity Acceptable Use
	It covers training of Cybersecurity Acceptable usage. Rules should be defined to describe user responsibilities and acceptable behavior regarding information system usage, including at a minimum, rules for email, Internet, mobile devices, social media and facility usage.  
	SMSA Personnel
	Emails
	Monthly


	11. 
	Data Security and Privacy
	Data privacy and data protection have become front-and-center issues around the world as individuals demand more control of their personal information and organizations face more significant information security threats and risks. it’s more critical than ever to ensure that employees understand the rules and guidelines involved with data usage and data protection. 
	SMSA Personnel
	Emails
	Monthly
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