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	Purpose
	This standard defines minimum database security baseline requirements for SMSA database systems. It supports the Configuration Management Policy and helps ensure database systems are configured securely, consistently and with clear evidence for audit.

	Reference No. 
	Supports ISO/IEC 27001:2022 Annex A 8.9 – Configuration Management and related controls for access control, logging, backup, change management, vulnerability management and risk management.

	Scope
	This standard applies to SMSA production databases and other databases that store, process, transmit, or support SMSA sensitive or protected information. Non production databases are included where they contain SMSA data or are connected to SMSA systems.

	Responsibilities
	This standard shall be reviewed at least annually or after major database, technology, security, audit, regulatory, or business changes.

	Standard
	1. General Requirements
Database servers shall be hosted in a secured and controlled environment where applicable.
Application or web servers should not be hosted on the same server as the database server unless formally approved and risk assessed.
Database systems shall be included in the IT Asset Inventory where applicable.
Database owners, IT custodians and administrators shall be clearly identified.
Database systems shall follow approved configuration, patching, backup and access control requirements.
2. Database Network and Firewall Controls
Database servers shall be protected by firewall or network access controls where applicable.
Database access shall be allowed only from approved application servers, administration points, or authorized services.
Direct user access to production databases shall be restricted and approved where required.
Firewall or database network rule changes shall follow the approved change management process.
Firewall or network access rules for database systems shall be reviewed periodically where applicable.
3. Database Software and Hardening
Database software shall be supported by the vendor or formally risk accepted if still required.
Security patches shall be applied in line with the Vulnerability and Patch Management Policy.
Unnecessary services, features, sample databases, default accounts and default passwords shall be removed, disabled, or changed where technically possible.
Temporary files or installation files containing passwords or sensitive information shall be removed or protected.
Database configuration shall be reviewed against this baseline, vendor guidance, or approved system generated evidence.
4. Database Access and Administration
Database administrator access shall be limited to authorized personnel based on business need.
Administrator accounts shall be individual accounts where technically possible. Shared administrator accounts shall not be used for daily work unless formally approved and controlled.
Database user access shall be granted based on minimum required access for the job role.
Access shall be managed through roles or groups where possible.
Access to database systems shall be reviewed periodically and removed when no longer required.
Application database accounts shall be protected and shall not be stored openly on user workstations or shared without approval.
5. Sensitive or Protected Data
Only data required for the business purpose shall be stored in the database.
SMSA sensitive or protected data shall not be used in non production environments unless approved and protected.
Where production data is required in non production environments, masking, anonymization, encryption, or approved test data shall be used where applicable.
Sensitive or protected data shall not be sent by email unless formally approved and protected by an approved method.
Sensitive or protected data no longer required shall be archived or deleted in line with approved retention requirements.
6. Change Management
Database changes that may affect security, access, data, availability, performance, or business operation shall follow the approved change management process.
Database scripts, scheduled jobs and changes that read or modify production data shall be reviewed and approved where required.
Emergency changes shall be documented after implementation where prior approval is not possible due to urgent operational or security need.
Change evidence may include change request, ticket, approval email, script review, implementation record, test result, or rollback evidence.
7. Logging and Monitoring
Database and operating system access logs shall be enabled where technically possible.
Failed logins, privileged access and important database activities shall be logged where technically possible.
Database audit logs shall be protected from unauthorized changes or deletion.
Database logs shall be reviewed based on system criticality, risk and available monitoring capability.
Suspicious activity shall be reported through the Information Security Incident Management process where required.
8. Backup and Recovery
Database backup requirements shall be defined based on business and recovery needs.
Database backups shall be performed according to the approved backup schedule where applicable.
Backup restoration shall be tested periodically where required.
Backup retention shall be documented and aligned with business, legal, regulatory, or contractual requirements.
Database backups containing sensitive or protected data shall be protected from unauthorized access.
9. Encryption and Key Management
Sensitive or protected data shall be encrypted in transit where technically possible and required by risk or business need.
Encryption at rest shall be applied where required by risk, legal, regulatory, contractual, or business requirements.
Encryption keys shall be protected and access shall be limited to authorized persons.
Backup encryption keys shall not be stored with the backup in a way that exposes data to unauthorized access.
Key recovery requirements shall be documented where encryption is used for critical databases.
10. Evidence and Records
System generated reports, database tool outputs, dashboards, tickets, change records, screenshots and supplier reports shall be used as the main audit evidence where available. Manual checklist records are not required when approved system evidence clearly shows the required details.
Database asset inventory record.
Database configuration screenshots or system generated configuration report.
Database access review record.
Firewall or network rule review record.
Patch record or vulnerability closure evidence.
Change request or ticket for database changes.
Audit logging configuration evidence.
Backup report and restore test evidence.
Encryption and key management evidence where applicable.
SMSA Risk Register reference where a database configuration risk is formally tracked.
Baseline Configuration Settings Checklist where system generated evidence is not available or not sufficient.
11. Exceptions
Any exception to this standard must be approved by the CTO / Managing Director and documented.
The exception record shall include reason, risk, temporary control, owner, expiry date and review date.
Where the exception creates information security risk, it shall be recorded in the SMSA Risk Register where required.
12. Related Documents
Configuration Management Policy.
Vulnerability and Patch Management Policy.
Access Control Policy.
Backup and Restoration Procedure.
Change Management Procedure.
Information Security Incident Management Policy.
IT Asset Inventory.
SMSA Risk Register.
Baseline Configuration Settings Checklist.
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