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	Information Security Incident Response Plan
Owner/ Department: ITD



	Purpose
	The purpose of this plan is to guide SMSA ITD in responding to information security incidents in a controlled, timely and consistent manner. This plan helps ensure that incidents are detected, reported, contained, assessed, escalated, recovered and reviewed properly.
This plan supports the Information Security Incident Management Policy and shall be followed together with the approved L1–L3 escalation model, severity classification, evidence handling and documentation requirements.

	Scope
	This plan applies to information security incidents affecting SMSA information, systems, applications, networks, cloud services, infrastructure, users, devices and third party supported services. This plan covers common incident scenarios, including:

· Data breach or unauthorized access.
· Phishing attack.
· Ransomware attack.
· System downtime or failure.
· Unauthorized physical access.
· Customer payment fraud.

This plan applies to ITD, employees, contractors, system owners, application owners, suppliers and third parties involved in incident detection, reporting, response, recovery, investigation, evidence handling, or corrective action.

	Responsibilities
	IT Department (ITD):
· Receive and review reported information security incidents.
· Confirm the incident type, affected system, impact and severity.
· Contain the incident to reduce further impact.
· Preserve available evidence where required.
· Coordinate technical investigation, recovery and restoration.
· Escalate incidents based on severity and approved escalation requirements.
· Maintain incident records, evidence, actions taken and closure details.

National IT Manager:
· Ensure incident response actions are coordinated and completed.
· Ensure major incidents are escalated to the CTO where required.
· Ensure recovery actions, corrective actions and lessons learned are followed up.
· Ensure incident records and evidence are maintained for audit.

System Owners / Application Owners:
· Support ITD in confirming business impact, affected users and recovery priority.
· Support testing and validation after recovery.
· Confirm whether the system or service can return to normal use.
· Support corrective actions where the incident affects their system or application.

Quality & Risk Management (QRM):
· Support investigation of incidents where required.
· Review incident related findings and corrective actions where applicable.
· Monitor closure of corrective actions related to audit findings, incidents or control weaknesses.
· Support ISMS reporting, audit and management review activities where required.

Department Heads:
· Ensure employees report suspected incidents immediately.
· Support ITD during incident containment, communication, recovery and business validation.
· Ensure users follow ITD instructions during incident response.

Employees and Contractors:
· Report suspected information security incidents immediately.
· Do not delete, change, forward, or hide incident related evidence.
· Follow ITD instructions during incident containment and recovery.
· Do not attempt to investigate or fix incidents without ITD instruction.

Third Parties / Vendors:
· Report incidents that may affect SMSA information, systems, users, services, or operations.
· Support investigation, containment, recovery and corrective actions where applicable.
· Provide logs, reports, technical evidence, incident updates and closure evidence when requested.

	Definitions
	Information Security Incident: An event that may affect the confidentiality, integrity, or availability of SMSA information, systems, applications, services, or operations.
Data Breach: Unauthorized access, disclosure, loss, leakage, alteration, or destruction of SMSA information.
Phishing: A fraudulent message, link, website, or attachment used to trick users into sharing credentials, installing malware, or taking unsafe action.
Ransomware: Malware that encrypts, blocks, or threatens SMSA systems or data and may demand payment for recovery.
Unauthorized Access: Access to SMSA information, systems, networks, applications, cloud services, physical areas, or devices without approval.
Critical IT System: An IT system, application, service, infrastructure, or platform that is important to SMSA operations, customer service, legal or contractual requirements, information security, or business continuity. If the system is unavailable, compromised, or not recovered on time, it may cause major operational, customer, financial, legal, regulatory, or reputational impact.
Containment: Action taken to stop the incident from spreading or causing further impact.
Recovery: Action taken to restore affected systems, services, users, or information to normal or approved operating condition.
Lessons Learned: Review performed after an incident to identify root cause, control weakness, corrective actions and improvement opportunities.

	Incident Response Approach
	All information security incidents shall be handled using the following common response steps:
1. Detection and Reporting
· Identify the incident through alerts, logs, monitoring, users, suppliers, customers, or system reports.
· Report the incident to ITD immediately.
· Record the incident date, time, reporter, affected system and initial description.
2. Initial Assessment
· Confirm the incident type.
· Identify affected systems, users, data, suppliers, customers, or services.
· Assess business impact and information security impact.
· Assign severity level and escalation level as per the Information Security Incident Management Policy.
3. Containment
· Stop or reduce further impact.
· Disable affected accounts, isolate affected systems, block malicious domains, restrict access, or apply temporary controls where required.
· Preserve evidence before making changes where possible.
4. Investigation
· Review logs, alerts, tickets, user reports, system records, supplier reports and other available evidence.
· Identify root cause where possible.
· Confirm whether data, systems, users, or services were affected.
5. Notification and Escalation
· Notify internal stakeholders based on severity and impact.
· Escalate to the National IT Manager, CTO, QRM, Legal, HR, Security, or management where required.
· Notify customers, suppliers, authorities, or regulators only through approved management/legal channels where required.
6. Recovery
· Restore affected systems, services, accounts, files, or configurations.
· Apply patches, reset passwords, remove malware, restore from clean backup, or correct misconfiguration where required.
· Validate that the system or service is safe to return to normal operation.
7. Closure and Lessons Learned
· Record actions taken and evidence collected.
· Confirm corrective actions and preventive actions.
· Record lessons learned for major or repeated incidents.
· Close the incident only after required actions and evidence are completed.

	Scenarios
	1. Data Breach or Unauthorized Access Scenario

A customer database, internal system, cloud service, user account, or business application is accessed without approval, and SMSA information may be exposed, changed, deleted, or misused.

Response Steps
Detection:
· Identify the breach through logs, alerts, user reports, supplier notification, customer complaint, or system monitoring.
· Confirm the affected system, account, application, database, cloud service, or information.
· Record the date, time, source of report and initial details.
Containment:
· Disable compromised accounts where required.
· Reset affected passwords and authentication information.
· Revoke active sessions, tokens, keys, or unauthorized access where applicable.
· Isolate affected systems or devices where required.
· Block suspicious IP addresses, domains, or access routes where applicable.
Assessment:
· Identify the source and method of unauthorized access.
· Review whether weak password, phishing, malware, misconfiguration, missing patch, supplier access, or privilege misuse contributed to the incident.
· Confirm what information may have been accessed, changed, copied, leaked, or deleted.
· Assess impact on customers, employees, suppliers, legal requirements and operations.
Notification and Escalation:
· Escalate to the National IT Manager and CTO based on severity.
· Notify QRM, Legal, HR, Security, or management where required.
· External notification shall only be done through approved management/legal channels where required.
Recovery:
· Apply required fixes, patches, access changes, configuration changes, or temporary controls.
· Restore affected systems or data from approved backup where required.
· Monitor affected systems and accounts for further suspicious activity.
Review and Learn:
· Record root cause, actions taken, evidence and corrective actions.
· Update access controls, monitoring, training, patching, supplier controls, or procedures where required.

2. Phishing Attack Scenario

An employee receives or interacts with a fraudulent email, link, message, website, or attachment that may lead to credential theft, malware infection, unauthorized access, or data leakage.

Response Steps
Detection:
· Identify the phishing email, link, attachment, sender, domain, or message.
· Confirm whether the user clicked the link, entered credentials, opened attachment, replied, or downloaded a file.
· Check whether other users received the same message.
Containment:
· Reset affected user credentials where required.
· Revoke active sessions and tokens where applicable.
· Scan the affected device for malware or suspicious activity.
· Block phishing domain, sender, URL, IP address, or attachment hash where possible.
· Remove similar phishing emails from mailboxes where technically possible.
Assessment:
· Review email logs, login logs and user activity.
· Check for unauthorized access, data access, forwarding rules, mailbox changes, or suspicious sign ins.
· Confirm whether malware, credential theft, or data leakage occurred.
Notification and Escalation:
· Warn affected users or departments where required.
· Escalate to the National IT Manager where business impact, credential compromise, malware, or data exposure is suspected.
· Notify QRM, Legal, HR, or management where required.
Recovery:
· Restore clean system state if malware is detected.
· Remove malicious mailbox rules or unauthorized changes.
· Strengthen email filters, block rules and user awareness where required.
Review and Learn:
· Record incident details, evidence, affected users, action taken and corrective actions.
· Use lessons learned for awareness, email security improvement and control review.

3. Ransomware Attack Scenario

SMSA systems, files, servers, endpoints, shared folders, backups, or cloud services are encrypted, blocked, deleted, or threatened by ransomware.

Response Steps
Detection:
· Identify ransomware through user reports, unusual file changes, ransom notes, alerts, endpoint protection, monitoring tools, or system behavior.
· Record affected systems, users, folders, servers, applications and time detected.
Containment:
· Isolate affected systems from the network immediately.
· Disable affected accounts or privileged accounts where required.
· Disable shared folders or network paths that may spread ransomware.
· Block malicious indicators where available.
· Preserve ransom note, logs and affected samples where safe and required.
Assessment:
· Identify ransomware type where possible.
· Confirm affected systems, encrypted data, business impact and spread.
· Check whether backups are clean and available.
· Identify possible source, such as phishing, exposed remote access, missing patch, weak password, malware, or supplier access.
Notification and Escalation:
· Escalate immediately to the National IT Manager and CTO.
· Notify QRM, Legal, management and other stakeholders where required.
· Authorities or external parties shall be notified only through approved management/legal channels where required.
Recovery:
· Do not pay ransom without formal management/legal decision.
· Restore affected systems from clean and verified backups where possible.
· Rebuild or clean affected systems where required.
· Apply patches, close exposed access, reset credentials and strengthen controls before reconnecting systems.
· Monitor for further signs of ransomware activity.
Review and Learn:
· Conduct root cause review.
· Record evidence, action taken, recovery details, affected systems and lessons learned.
· Improve backup, endpoint security, patching, access control and awareness where required.

4. System Downtime or Failure Scenario

A critical IT system, application, platform, cloud service, network service, server, or business system becomes unavailable and affects SMSA operations.

Response Steps
Detection:
· Identify downtime through monitoring alerts, logs, user reports, customer reports, supplier notification, or service desk ticket.
· Confirm affected system, service, users, location, business process and start time.
Containment:
· Isolate the failed system or component if needed to prevent further damage.
· Activate approved backup, failover, workaround, or disaster recovery arrangement where required.
· Apply temporary controls where normal controls are not available.
Assessment:
· Identify root cause where possible, such as hardware failure, software issue, network failure, cloud issue, supplier issue, capacity issue, change failure, or cyber incident.
· Determine business impact, customer impact, operational impact and expected recovery time.
· Check whether the issue affects a critical IT system.
Notification and Escalation:
· Escalate based on system criticality, business impact and downtime.
· Notify National IT Manager, system owner, department heads, supplier, QRM, CTO, or management where required.
· Customer communication shall follow approved internal arrangements.
Recovery:
· Restore the system through approved recovery steps, backup, failover, supplier support, configuration correction, patching, or replacement.
· Validate system availability and business function before normal use.
· Monitor system stability after recovery.
Review and Learn:
· Record incident details, downtime, root cause, action taken, recovery time and evidence.
· Update IT continuity, recovery, backup, monitoring, capacity, change, or supplier controls where required.

5. Unauthorized Physical Access Scenario

An unauthorized person gains access to a data center, server room, IT restricted area, office area, or other location where SMSA information or IT assets may be affected.

Response Steps
Detection:
· Identify the incident through security staff, employees, CCTV, access logs, alarm, visitor records, or physical observation.
· Record time, location, person involved, access point and affected area.
Containment:
· Remove or escort the unauthorized person from the restricted area.
· Secure the affected area.
· Disable or replace affected access cards, keys, badges, or access rights where required.
· Restrict access to the area until review is completed where required.
Assessment:
· Review CCTV, physical access records, visitor records and security reports.
· Check whether equipment, documents, devices, media, servers, or network devices were accessed, damaged, removed, or tampered with.
· Assess whether information security, safety, legal, or operational impact exists.
Notification and Escalation:
· Notify ITD, Security, QRM, National IT Manager and management where required.
· Notify authorities only through approved management/legal channels where required.
Recovery:
· Re secure access points.
· Replace compromised locks, cards, badges, keys, or access permissions where required.
· Check affected systems, devices, media, or equipment for tampering.
· Restore normal access only after approval.
Review and Learn:
· Record evidence, CCTV reference, access logs, action taken and corrective actions.
· Improve physical access controls, visitor controls, awareness, CCTV coverage, or monitoring where required.

6. Customer Payment Fraud Scenario

A fraudulent transaction, payment manipulation, fake payment confirmation, unauthorized refund, payment gateway issue, or payment related misuse is detected in an SMSA system or related platform.

Response Steps
Detection:
· Identify fraud through payment monitoring, customer complaint, finance report, system alert, bank notification, payment gateway report, or employee report.
· Record affected transaction, customer, account, payment channel, amount and time.
Containment:
· Suspend affected account or transaction where possible.
· Block further suspicious activity.
· Inform payment gateway, bank, Finance, ITD, or related team where required.
· Preserve transaction logs, payment records and system evidence.
Assessment:
· Investigate how the fraud occurred.
· Check whether user account compromise, payment gateway issue, system weakness, process weakness, fake confirmation, or insider misuse contributed.
· Identify whether other transactions are affected.
Notification and Escalation:
· Escalate to National IT Manager, Finance, Legal, QRM and management where required.
· Notify affected customers, banks, payment gateway, or authorities only through approved internal/legal channels where required.
Recovery:
· Correct affected transaction or account status where approved.
· Strengthen payment verification, access control, monitoring, alerts, or approval process where required.
· Monitor similar transactions for unusual activity.
Review and Learn:
· Record root cause, evidence, affected transactions, action taken and corrective actions.
· Update fraud monitoring, access controls, payment controls and user awareness where required.


I. Evidence and Records

Incident records shall be maintained to prove that incidents are reported, assessed, escalated, contained, recovered and closed properly. Evidence may include, where applicable:
· Incident ticket or report.
· Date and time of detection.
· Reporter details.
· Affected system, user, account, service, device, or location.
· Severity and escalation level.
· Logs, alerts, dashboards, screenshots, system reports, supplier reports, CCTV reference, or access records.
· Containment actions.
· Investigation notes.
· Root cause.
· Recovery actions.
· Communication records.
· Approval records.
· Lessons learned.
· Corrective actions.
· Closure evidence.

System generated reports, logs, alerts, tickets, dashboards and supplier reports shall be used as the main audit evidence where available. Manual records are not required when the same information is already available from approved systems, tools, tickets, reports, or supplier evidence.

If system based evidence, logs, alerts, tickets, supplier reports, CCTV records, screenshots, or other approved evidence are not available, incomplete, or not clear enough, ITD shall use approved manual records, screenshots, review notes, tickets, reports, or forms to show that the incident was reviewed and actioned.

II. Review and Improvement
Major incidents, repeated incidents, incidents affecting critical IT systems, or incidents with legal, customer, operational, financial, or reputational impact shall be reviewed after closure. The review shall confirm, where applicable:
· What happened.
· When it happened.
· How it was detected.
· What systems, users, data, or services were affected.
· What containment actions were taken.
· What recovery actions were completed.
· Whether escalation was done correctly.
· Whether evidence was maintained.
· What caused the incident.
· What corrective actions are required.
· Whether risks need to be recorded or updated in the SMSA Risk Register.
· Whether policies, procedures, controls, training, or supplier arrangements need improvement.
Open corrective actions shall be tracked until closure.

III. Related Documents
· Information Security Incident Management Policy.
· Information Security Incident Response Plan.
· IT Continuity Policy.
· Access Control Policy.
· Asset Management Policy.
· Communication Policy.
· Backup Policy.
· Backup Procedure.
· Use of Cloud Services Policy.
· Supplier Relationships Policy.
· Information Security Risk Management Procedure.
· SMSA Risk Register.
· IT Asset Inventory.
· IT Continuity and Recovery Requirements Register.



Page 1 of 6	Uncontrolled copy if printed	

image1.png
Express




