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1. Purpose	
· The purpose of this manual is to describe the practical ITD procedures used to support SMSA’s approved Information Security Management System (ISMS) policies.
· This manual explains what ITD does in daily work to apply the approved policies. It does not replace the policies and it does not repeat full policy requirements.
· The manual supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 by linking ITD activities to approved policies, tickets, registers, forms, reports and other audit evidence.2. Scope

· This manual applies to IT procedures performed by or on behalf of SMSA ITD within the approved ITD / ISMS scope.
· It applies to IT systems, applications, servers, cloud services, networks, endpoints, information assets, suppliers and IT operational activities managed, hosted, supported, or controlled by ITD.
· It also applies to employees, contractors and third parties involved in IT access, asset handling, system provisioning, backup, change, incident support, operations, development, supplier support, cloud support and related activities.
· Where HR processes are involved, this manual only explains the ITD action or interface. Recruitment, resignation, training, disciplinary action and employment records are controlled by approved IMS / HR policies and procedures.3. How to use this manual

· Use the approved policy as the main control requirement.
· Use this manual to understand the practical ITD steps and evidence needed.
· Use approved tools, tickets, registers, forms, dashboards and supplier reports as the main evidence.
· Do not create manual records where approved system records already show the required information.
· If a system record is missing, incomplete, or unclear, keep a manual note, screenshot, ticket, report, or approved form as evidence.
· Escalate risks, incidents, failed controls, repeated issues and exceptions based on the approved policy and risk process.



Detailed responsibilities are defined in the approved policies. This manual only summarizes the practical roles used in ITD procedures. 4. Roles & responsibilities

	Role
	Practical responsibility in this manual

	National IT Manager
	Approves procedures where delegated, reviews major risks and exceptions, and escalates major matters to the CTO where required.

	ITD / IT Operations
	Performs IT operational tasks, maintains systems, handles tickets, keeps evidence and escalates issues.

	System / Application Owner
	Confirms business need, access need, system criticality, testing result and service acceptance where required.

	IT Service Desk
	Receives requests, creates tickets, routes tasks, follows up actions, updates users and closes tickets after evidence is completed.

	QRM
	Supports ISMS audit, risk, document control, investigation and corrective action monitoring where required. QRM does not operate IT or security controls.

	HR / Department Heads
	Provide approved onboarding, transfer, exit and business access information where their employees or systems are affected. HR remains the owner of HR processes.

	Suppliers / Third Parties
	Support SMSA requirements where services are outsourced or supplier managed and provide evidence when requested.


5. Policy to procedure mapping

This table shows how approved policies and ISMS documents are supported by the procedures in this manual. The manual should not duplicate policy content.
	Approved policy / document
	Supporting procedure in this manual

	SMSA Information Security Policy
	Overall manual governance, evidence rules, incident support, compliance evidence and continual improvement

	Scope of Information Security Management System (ISMS)
	All procedures limited to the approved ITD / ISMS scope and related interfaces

	Organization of Information Security Policy
	Roles, responsibilities, escalation and delegated authority

	Information Security Risk Management Procedure
	Risk review, exceptions, treatment actions, risk acceptance and Risk Register references

	Risk Ranking Criteria / SMSA Risk Register
	Risk rating, treatment tracking and residual risk references where required

	Access Control Policy
	User Access Provisioning, User Access De Provisioning, Privileged Access Review, Cloud Access Support

	Acceptable Use Policy
	IT Operations Security, Removable Media, Cloud Service Support and user compliance evidence

	Asset Management Policy
	IT Asset Handling, Removable Media, Media Disposal, System De Provisioning

	Backup Policy
	Backup and Restore, System Provisioning backup requirements and restore evidence

	IT Continuity Policy
	Backup restore, recovery support, supplier/cloud dependency review and continuity evidence

	Capacity Management Policy
	Capacity Monitoring and IT Operations Security evidence

	Configuration Management Policy
	Configuration / Baseline Review, System Provisioning, Change Management and IT Operations Security

	Database Baseline Security Standard
	System / Server Provisioning, Configuration Review, SDLC and IT Operations Security

	Communication Policy
	IT Operations Security, network/communication support, secure transfer, logging and monitoring

	Use of Cloud Services Policy
	Cloud Service Operational Support, supplier/cloud evidence, access review and exit support

	Supplier Relationships Policy
	Supplier and Outsourced Development Support, supplier access, review and exit evidence

	SMSA Information Security Contracts Addendum
	Supplier and Outsourced Development Support, contract/security evidence

	System Acquisition, Development and Maintenance Policy
	SDLC and Project Security, Data Masking, System Provisioning and System De Provisioning

	IT Project Management Framework
	SDLC and Project Security, Change Management, Supplier Support and project go live evidence

	Project Security Assessment and Approval Form
	SDLC and Project Security, security review before go live

	Change Management Procedure
	IT Change Management Procedure and major change evidence

	Management of Change (MOC) Policy / MOC Form
	IT Change Management Procedure where the change affects systems, data, security, continuity, compliance, suppliers, roles, safety, operations or finance controls

	Information Security Incident Management Policy
	Information Security Incident Response Support Procedure

	Information Security Incident Response Plan
	Scenario response support, containment, recovery and lessons learned

	Information Security Incident Report Form / Incident Register
	Incident Response Support Procedure when ticket evidence is not used or detailed investigation evidence is required

	Physical and Environmental Security Policy
	IT Asset Handling, Removable Media, Media Disposal, secure work area and equipment support

	Vulnerability and Patch Management Policy
	Vulnerability and Patch Management Procedure, IT Operations Security, emergency patching and risk acceptance

	Vulnerability and Patch Management Record
	Vulnerability and Patch Management Procedure where system/tool evidence is missing or unclear

	Threat Intelligence Policy
	Threat Intelligence Review Procedure, Incident Support, Vulnerability/Patch and Supplier Support

	Threat Intelligence Record
	Threat Intelligence Review Procedure where system/tool evidence is missing or unclear

	Compliance Policy
	IT Compliance Evidence Review, software/license evidence and technical compliance reviews

	IT Ticketing System Classification Work Instruction
	IT Operations Security, ticket handling, SLA evidence and incident escalation

	IMS / HR Policies and HR Procedures
	ITD Interface with HR Security Events only; HR process remains outside this manual


ITD shall keep records to prove that procedures were followed where required.6. General records & evidence rules 

· Approved system records, tickets, dashboards, logs, alerts, reports, registers, supplier reports and forms shall be used as the main audit evidence where available.
· Manual records are not required where approved system based evidence already contains the required information.
· If approved system evidence is not available, incomplete, or unclear, ITD shall keep approved manual records, screenshots, review notes, reports, forms, or tickets.
· Records shall only include the Risk Register reference where applicable and shall not duplicate the full risk assessment.
· Records shall only include Asset Register, Cloud Register, Continuity Register, Supplier Review, MOC, ticket, change, incident or other references where they are relevant.
· Evidence shall be retained as per SMSA document control and record retention requirements.			
· Related policy / document: Access Control Policy; Organization of Information Security Policy; Acceptable Use Policy.7. User access provisioning procedure

· When this procedure is used: When a new user, transferred user, contractor, supplier user, or existing employee requires access to SMSA IT systems or services.
Procedure steps
1. The requestor or line manager raises an approved access request through the approved ticketing system, workflow, email approval, or approved form.
2. The request shall include the user name, department, role, system or service required, access level, business reason and approval from the authorized manager or system owner.
3. ITD verifies that the request follows need to know, need to use and least privilege principles.
4. Privileged access, supplier access, remote access, cloud access, or access to critical systems shall receive additional review where required.
5. ITD creates the user account or updates access rights as approved.
6. Initial credentials shall be shared through an approved secure method. Where technically possible, the user must change the password at first login.
7. ITD updates the relevant ticket, access record, asset record, group membership, or system log where applicable.
8. The ticket shall be closed only after access is completed, confirmed and evidence is available.
Records and evidence
· Access request ticket or approved form.
· Manager / system owner approval.
· System access record or group membership evidence.
· Cloud or supplier approval where applicable.
· Ticket closure evidence.8. User access De provisioning procedure

· Related policy / document: Access Control Policy; ITD Interface with HR Security Events; Asset Management Policy.
· When this procedure is used: When an employee or contractor resigns, is terminated, is transferred, goes on long leave, becomes inactive, or no longer needs access.
Procedure steps
1. HR, the department head, line manager, or authorized function informs ITD through the approved channel with required exit, transfer, leave, or access removal details.
2. ITD creates or updates the de provisioning ticket and confirms affected systems, accounts, devices, tokens and services.
3. For termination or high risk cases, access shall be disabled immediately or as instructed by the authorized owner.
4. For resignation or normal exit, access shall be removed on or before the last working day where practical, based on approved business requirement.
5. For transfer, access no longer required for the previous role shall be removed and new access shall be approved separately.
6. ITD disables accounts first where preservation of logs, email, data, or audit evidence is required. Deletion shall only be done after retention and business requirements are considered.
7. ITD retrieves IT assets, tokens, devices and removable media where applicable and updates the IT Asset Register.
8. Any approved email redirection, mailbox access, data handover, or account retention shall be documented with owner and duration.
9. The ticket shall be closed only after access removal, asset return and evidence are completed.
Records and evidence
· Exit / transfer / leave notification.
· Access removal ticket.
· Account disable/delete evidence.
· Asset return evidence.
· Approved mailbox redirection or data handover record where applicable.
· Updated IT Asset Register.9. Privileged access review procedure

· Related policy / document: Access Control Policy; Information Security Risk Management Procedure.
· When this procedure is used: When privileged access is granted, changed, reviewed, or removed for administrators, service accounts, system accounts, cloud accounts, databases, network devices, or critical applications.
Procedure steps
1. ITD maintains a list or system report of privileged accounts where available.
2. Privileged access shall be approved based on business need and role requirement.
3. Privileged access shall be limited to authorized users and shall not be shared.
4. Privileged accounts shall use strong authentication where technically possible and based on risk.
5. ITD reviews privileged access periodically based on system criticality and risk.
6. System owners or responsible IT managers confirm whether access is still required.
7. Unneeded, duplicate, inactive, or excessive privileged access shall be removed or corrected.
8. Exceptions or residual risks shall be recorded and escalated according to the risk process.
Records and evidence
· Privileged access list or system report.
· Review record or ticket.
· Approval records.
· Evidence of access removal or correction.
· Risk Register reference where applicable.10. IT asset handling procedure

· Related policy / document: Asset Management Policy; Physical and Environmental Security Policy.
· When this procedure is used: When IT assets are received, assigned, moved, maintained, returned, transferred, reused, or disposed.
Procedure steps
1. ITD records IT assets in the approved IT Asset Register or approved inventory system where applicable.
2. Each asset shall have an owner or custodian where applicable.
3. Assets shall be classified or linked to information classification where required.
4. Assets shall be assigned only after approval and business need are confirmed.
5. Movement, transfer, maintenance, return, loss, theft, damage, or disposal of assets shall be recorded where applicable.
6. Users shall return IT assets when they leave SMSA, transfer roles, or no longer need the asset.
7. Assets shall be inspected and prepared before reuse, reassignment, return to supplier, or disposal.
8. The IT Asset Register shall be updated after assignment, return, transfer, reuse, or disposal.
Records and evidence
· IT Asset Register entry.
· Asset assignment or return form/ticket.
· Maintenance report where applicable.
· Disposal or reuse evidence.
· Loss or damage incident record where applicable.11. System and server provisioning procedure

· Related policy / document: System Acquisition, Development and Maintenance Policy; Backup Policy; Access Control Policy; IT Continuity Policy; Configuration Management Policy; Database Baseline Security Standard.
· When this procedure is used: When a new server, virtual machine, system, database, cloud instance, service, or platform is required.
Procedure steps
1. The requestor raises an approved system/server provisioning request with business need and system owner details.
2. The request shall include system purpose, owner, environment, users, data type, criticality, supplier/cloud involvement and required go live date.
3. Backup and recovery requirements, including RTO and RPO where applicable, shall be captured through the approved Server Provisioning and Backup Request Form, ticket, backup tool, or other approved record.
4. ITD reviews security requirements such as access control, logging, backup, monitoring, patching, malware protection, network connectivity and data protection.
5. Risks shall be assessed where the system is critical, internet facing, supplier managed, cloud hosted, or handles sensitive information.
6. The system shall be configured using approved baseline or secure settings where available.
7. Access shall be granted only to approved users or administrators.
8. Backup, monitoring, logging and patching arrangements shall be enabled where required before production use.
9. System owner and ITD shall confirm readiness before production use or go live.
10. Relevant registers shall be updated, including Asset Register, Cloud Service Register, Backup/Continuity Register, Vulnerability/Patch Record, or Risk Register where applicable.
Records and evidence
· Provisioning request ticket.
· Server Provisioning and Backup Request Form where applicable.
· Configuration/build record.
· Baseline review evidence where applicable.
· Approval/go live record.
· Backup and monitoring evidence.
· Asset/Cloud/Continuity Register update.
· Risk Register reference where applicable.12. System and server De provisioning procedure

· Related policy / document: System Acquisition, Development and Maintenance Policy; Asset Management Policy; Backup Policy; Use of Cloud Services Policy.
· When this procedure is used: When a system, server, cloud instance, database, application, interface, or service is retired, replaced, moved, or no longer required.
Procedure steps
1. The system owner or authorized ITD owner raises a de provisioning request with reason and approval.
2. ITD confirms whether data must be retained, migrated, backed up, archived, returned, or securely deleted.
3. Access to the system shall be removed or disabled when the system is no longer in use.
4. Required backups, export files, configuration records, logs, or evidence shall be retained based on business and legal needs.
5. Sensitive data shall be securely deleted or destroyed where required and evidence retained.
6. Supplier or cloud services shall be terminated or updated through the supplier/cloud exit process where applicable.
7. Licenses, monitoring, backup jobs, firewall rules, DNS records, service accounts and integrations shall be removed or updated where applicable.
8. Relevant registers shall be updated to show retired, disposed, migrated, or inactive status.
9. The ticket shall be closed only after de provisioning evidence is completed.
Records and evidence
· De provisioning request and approval.
· Backup/export/archive evidence.
· Access removal evidence.
· Data deletion/destruction confirmation where applicable.
· Updated registers.
· Supplier/cloud exit evidence where applicable.13. Backup and restore procedure

· Related policy / document: Backup Policy; IT Continuity Policy.
· When this procedure is used: When backups are scheduled, monitored, failed, restored, tested, changed, or reviewed.
Procedure steps
1. ITD identifies systems, databases, configurations and services requiring backup.
2. Backup frequency and type shall be defined based on business need, criticality, RTO, RPO, retention and risk.
3. Backup types may include full, incremental, differential, snapshot, replication, cloud backup, or configuration backup based on the approved setup.
4. Backup jobs shall be monitored through approved tools, dashboards, logs, alerts, tickets, or supplier reports.
5. Failed backups shall be logged, investigated and corrected based on system criticality and risk.
6. Repeated failures, failed backups for critical systems, failed restore tests, or unresolved backup issues shall be escalated to the National IT Manager where required.
7. Restore tests shall be performed based on system criticality, business need and risk.
8. Restore results shall be validated by ITD and the system owner where required.
9. Backup changes shall be controlled through approved change or backup process where applicable.
Records and evidence
· Backup schedule or tool configuration.
· Backup success/failure reports.
· Backup tickets.
· Restore test record.
· System owner validation where required.
· Supplier/cloud backup reports where applicable.14. IT operations and ticket handling procedure

· Related policy / document: Communication Policy; Ticketing System Classification Work Instruction; Acceptable Use Policy; Information Security Incident Management Policy.
· When this procedure is used: For day to day IT support tickets, monitoring, logging, system support, network support, endpoint support and operational tasks.
Procedure steps
1. All normal IT support requirements shall be raised through the approved ticketing system or approved ITD channel.
2. ITD classifies tickets as High, Medium, or Low based on business impact and urgency.
3. The IT technician or supervisor verifies the classification and updates it if the selected priority is not correct.
4. Normal IT support tickets are not information security incidents unless they involve actual or suspected impact to confidentiality, integrity, or availability.
5. If a ticket shows possible phishing, malware, unauthorized access, data leakage, suspicious login, stolen device, or security weakness, ITD shall treat it as a possible security event until assessed.
6. Operational alerts, system events, capacity issues, malware alerts, backup failures, patch issues and security weaknesses shall be reviewed where applicable.
7. Changes to production systems shall follow the approved change process unless handled as an approved standard operational task.
8. System logs and operational evidence shall be retained where available and useful for investigation, audit, or troubleshooting.
9. Repeated operational failures or major weaknesses shall be escalated and considered for risk assessment where required.
Records and evidence
· IT ticket record and closure notes.
· Monitoring dashboards.
· System logs and alerts.
· Operational reports.
· Incident record where applicable.
· Risk Register reference where applicable.15. Capacity monitoring procedure

· Related policy / document: Capacity Management Policy; IT Operations Security Procedure; IT Continuity Policy.
· When this procedure is used: When ITD monitors capacity for servers, storage, network, databases, applications, cloud services, backup services, or critical IT services.
Procedure steps
1. ITD identifies systems and services that require capacity monitoring based on criticality, business need and risk.
2. Capacity may be monitored using dashboards, system reports, cloud reports, supplier reports, alerts, tickets, or the Capacity Management Plan and Report where needed.
3. ITD reviews usage, thresholds, trends, shortages, bottlenecks, overuse and underused resources where applicable.
4. Capacity issues that may affect performance, availability, backup, recovery, customer service, or business operations shall be logged and assigned for action.
5. Planned upgrades or changes shall follow the approved change process where required.
6. Major, repeated, or unresolved capacity issues shall be escalated to the National IT Manager and recorded in the Risk Register where required.
Records and evidence
· Capacity dashboard/report.
· Capacity Management Plan and Report where system evidence is unclear.
· Tickets or change records.
· Supplier/cloud reports.
· Risk Register reference where applicable.
· Closure evidence.16. Configuration & baseline review procedure

· Related policy / document: Configuration Management Policy; Database Baseline Security Standard; Change Management Procedure; Vulnerability and Patch Management Policy.
· When this procedure is used: When ITD configures, reviews, changes, or verifies secure settings for servers, databases, network devices, firewalls, endpoints, cloud services, applications, or critical systems.
Procedure steps
1. ITD identifies systems requiring configuration review based on criticality, exposure, change, audit finding, incident, vulnerability, or business need.
2. Configuration requirements may include password settings, logging, admin access, firewall rules, database settings, unnecessary services, default accounts, encryption, backup settings, endpoint security and cloud settings.
3. System generated reports, dashboards, screenshots, scripts, tickets, change records, or supplier reports shall be used as the main evidence where available.
4. If system evidence is not available or not clear, ITD may use the Baseline Configuration Settings Checklist as summary evidence.
5. Configuration deviations shall be corrected through ticket, change, patch, supplier action or other approved process.
6. Weaknesses that create risk shall be recorded in the Risk Register and followed to closure or approved risk acceptance.
7. Configuration changes shall not bypass the approved change process where approval is required.
Records and evidence
· Configuration report, screenshot, dashboard, or ticket.
· Baseline Configuration Settings Checklist where needed.
· Change record.
· Supplier evidence where applicable.
· Risk Register reference where applicable.
· Closure evidence.17. Vulnerability & patch management procedure

· Related policy / document: Vulnerability and Patch Management Policy; Vulnerability and Patch Management Record; Configuration Management Policy; Change Management Procedure; Information Security Incident Management Policy.
· When this procedure is used: When vulnerabilities, missing patches, unsupported systems, patch deployment, emergency patches, or remediation actions are identified or required.
Procedure steps
1. ITD identifies vulnerabilities through approved tools, vendor advisories, patch notifications, penetration tests, supplier notifications, incidents, audits, or manual reviews.
2. ITD confirms the affected asset, owner, custodian, criticality and supplier details using the IT Asset Register or approved inventory evidence.
3. Each vulnerability shall be reviewed and prioritized based on severity, exposure, active exploitation, sensitive data, asset criticality, business impact and existing controls.
4. Target remediation shall follow the approved timelines: Critical normally within 7 calendar days, High within 15 calendar days, Medium within 30 calendar days and Low within 90 calendar days.
5. Patches or fixes shall be reviewed before deployment to confirm affected systems, impact, downtime, backup, rollback and risk of not applying the patch.
6. Patches shall be tested before deployment where practical. If full testing is not possible, ITD shall document the reason and keep approval and rollback/recovery evidence.
7. If a fix cannot be applied within the timeline, the reason shall be documented, temporary controls applied where possible and exception or risk acceptance obtained where required.
8. Emergency patches may follow the emergency change process but evidence must still be kept after deployment.
9. Closure shall only happen after ITD verifies the action, such as patch report, rescan, screenshot, ticket closure, vendor confirmation, testing result, or risk acceptance.
10. Unsupported or end of life systems shall be recorded, risk assessed, controlled temporarily and tracked until upgraded, replaced, isolated, retired, or formally risk accepted.
Records and evidence
· Vulnerability scan, advisory, patch report, ticket, or supplier notification.
· Vulnerability and Patch Management Record where tool/ticket evidence is missing or unclear.
· Testing and deployment evidence.
· Change or emergency change record where applicable.
· Temporary control evidence.
· Risk Register reference or risk acceptance where applicable.
· Closure/rescan/vendor confirmation evidence.
· End of Life Systems record where applicable.18. Threat intelligence review procedure

· Related policy / document: Threat Intelligence Policy; Threat Intelligence Record; Vulnerability and Patch Management Policy; Incident Management Policy; Supplier Relationships Policy.
· When this procedure is used: When ITD receives or identifies threat information from internal alerts, vendors, advisories, patch notices, phishing reports, malware alerts, government/regulatory sources, suppliers, incidents, audits, or trusted sources.
Procedure steps
1. ITD reviews threat information from approved internal or external sources.
2. ITD checks whether the threat is relevant to SMSA systems, services, data, users, suppliers, or operations.
3. Threats are classified as High, Medium, or Low based on relevance, urgency, system criticality, business impact and risk. If in doubt, ITD treats the threat as higher until assessed.
4. Required actions may include blocking indicators, patching, raising a vulnerability record, raising an incident, creating a change request, increasing monitoring, user awareness, supplier follow up, or Risk Register entry.
5. Threats that indicate active compromise, malware, data leakage, unauthorized access, or service disruption shall be escalated through the incident process.
6. Threats related to supplier managed systems shall be followed up with the supplier and evidence requested where required.
7. Threats that create formal risk shall be linked to the SMSA Risk Register and tracked to treatment, closure, or approved acceptance.
8. ITD closes the review only when action is completed or a documented decision is recorded.
Records and evidence
· Security alert, vendor advisory, patch notification, supplier notice, email report, or trusted source record.
· Threat Intelligence Record where system evidence is missing or unclear.
· Related ticket/change/vulnerability/incident reference.
· Supplier evidence where applicable.
· Risk Register reference where applicable.
· Closure evidence.
· Related policy / document: Access Control Policy; Communication Policy; Backup Policy; Use of Cloud Services Policy; System Acquisition, Development and Maintenance Policy.19. Cryptography procedure

· When this procedure is used: When encryption, certificates, keys, secure protocols, or cryptographic controls are used to protect SMSA information.
Procedure steps
1. ITD shall use approved system, platform, supplier, or service based encryption controls where required and technically possible.
2. Encryption may be required for sensitive information, cloud services, remote access, backups, removable media, mobile devices, public networks, supplier transfer, or other high risk use cases.
3. Cryptographic keys, certificates, secrets and tokens shall be created, stored, used, changed and removed in a controlled manner.
4. Access to keys, certificates, secrets and encryption management tools shall be limited to authorized personnel.
5. Default, weak, shared, or hardcoded secrets shall not be used.
6. Certificates and keys shall be renewed before expiry where applicable.
7. Encryption exceptions shall be risk assessed and approved where required.
8. Evidence shall come from system settings, platform records, supplier reports, tickets, or screenshots where needed.
Records and evidence
· Encryption setting evidence.
· Certificate/key inventory where applicable.
· Ticket or change record.
· Supplier encryption confirmation.
· Exception/risk approval where applicable.20. Data masking procedure

· Related policy / document: System Acquisition, Development and Maintenance Policy; Asset Management Policy; Access Control Policy; Database Baseline Security Standard.
· When this procedure is used: When production data, customer data, employee data, confidential data, or sensitive information is needed for testing, development, training, support, troubleshooting, or reporting.
Procedure steps
1. Production or sensitive data shall not be copied to test, development, training, or support environments unless there is an approved business need.
2. Where possible, test or development activities shall use dummy, masked, anonymized, or reduced data.
3. If production data is required, approval shall be obtained from the system owner and ITD where applicable.
4. Data masking shall remove or change values that directly identify customers, employees, shipments, payments, credentials, or confidential records where possible.
5. Access to masked or approved test data shall be limited to authorized users.
6. Production credentials, live passwords, payment secrets, tokens, or sensitive keys shall not be copied into test data.
7. Data used for temporary testing shall be deleted or refreshed when no longer required.
8. Any exception shall be recorded and risk assessed where required.
Records and evidence
· Approval for production data use where applicable.
· Data masking record or ticket.
· Test data request.
· Access record.
· Deletion/cleanup evidence where applicable.
· Risk acceptance where required.


· Related policy / document: System Acquisition, Development and Maintenance Policy; IT Project Management Framework; Project Security Assessment and Approval Form; Supplier Relationships Policy; Change Management Procedure.21. Software development lifecycle & project security procedure

· When this procedure is used: When SMSA develops, customizes, configures, scripts, acquires, or materially changes applications, integrations, reports, workflows, or systems.
Procedure steps
1. At initiation, the project/request shall identify business owner, IT owner, purpose, users, data type, supplier involvement and expected go live date.
2. Security requirements shall be identified early, including access, roles, logging, data protection, backup, integration, change, supplier and continuity needs.
3. The Project Security Assessment and Approval Form shall be completed where required based on project type, system criticality, data, supplier involvement and risk.
4. Risks shall be assessed where the system is critical, internet facing, supplier developed, cloud hosted, or handles sensitive information. High risks shall have an action plan before go live.
5. Design and configuration shall consider secure settings, access control, segregation of duties, interfaces and data protection.
6. Development, scripting and configuration changes shall be reviewed and tested before release.
7. Hardcoded passwords, unapproved code, unapproved scripts and uncontrolled changes are not allowed.
8. Testing shall include security requirements where applicable and shall be performed before go live.
9. Business owner and ITD approval shall be completed before production release where required.
10. Supplier deliverables shall be reviewed, tested and approved before use where applicable.
11. Post go live issues shall be tracked and corrected through tickets or corrective actions.
Records and evidence
· Project Security Assessment and Approval Form.
· Requirements and design records.
· Testing evidence.
· Go live approval.
· Change record.
· Supplier review/deliverable evidence.
· Issue/corrective action record.
· Risk Register reference where applicable.

· Related policy / document: Asset Management Policy; Physical and Environmental Security Policy; Communication Policy; Acceptable Use Policy.22. Removable media procedure

· When this procedure is used: When USB drives, portable hard disks, memory cards, CDs/DVDs, tapes, removable storage, or similar media are requested, used, transferred, stored, returned, or disposed.
Procedure steps
1. Unapproved removable media shall not be connected to SMSA systems.
2. Use of removable media shall be based on approved business need.
3. Sensitive information on removable media shall be protected based on classification and risk.
4. Where required, removable media shall be encrypted or otherwise protected.
5. Movement of sensitive removable media shall be approved and logged where applicable.
6. Removable media shall be scanned for malware where technically possible and required.
7. Lost, stolen, damaged, or unaccounted removable media shall be reported immediately.
8. Removable media shall be returned, wiped, destroyed, or disposed when no longer required.
Records and evidence
· Removable media approval or request.
· Media register/log where applicable.
· Encryption or protection evidence where applicable.
· Movement/return record.
· Incident record if lost or damaged.
· Disposal certificate or destruction evidence.23. Media disposal procedure

· Related policy / document: Asset Management Policy; Physical and Environmental Security Policy.
· When this procedure is used: When paper records, storage media, hard disks, backup tapes, USB drives, CDs/DVDs, mobile devices, servers, laptops, or other media require disposal, reuse, return, or destruction.
Procedure steps
1. The asset or media owner identifies the item to be disposed, reused, returned, or destroyed.
2. ITD confirms whether the media contains SMSA information and identifies the highest information classification where applicable.
3. Required approval shall be obtained before disposal, reuse, return to supplier, donation, or destruction.
4. Electronic media shall be securely wiped, cleared, degaussed, destroyed, or otherwise treated based on classification and risk.
5. Paper records containing sensitive information shall be shredded or destroyed using approved method.
6. External disposal providers shall be controlled and shall provide destruction evidence where required.
7. The IT Asset Register or related record shall be updated after disposal, reuse, transfer, or destruction.
8. Any exception or failed disposal control shall be escalated and risk assessed where required.
Records and evidence
· Disposal request/approval.
· Asset/media details.
· Wipe/destruction certificate or evidence.
· Supplier disposal confirmation where applicable.
· Updated Asset Register.
· Risk Register reference where applicable.24. IT change management & MOC linkage procedure

· Related policy / document: Change Management Procedure; Management of Change (MOC) Policy / MOC Form; System Acquisition, Development and Maintenance Policy; IT Continuity Policy.
· When this procedure is used: When changes are made to production systems, applications, infrastructure, cloud services, networks, security controls, backup arrangements, or critical IT services.
Procedure steps
1. A change request shall be raised with description, reason, affected system, owner, planned date and expected impact.
2. The change shall be classified based on type, urgency, impact and risk.
3. Security, availability, backup, continuity, supplier, cloud, data, compliance and user impact shall be reviewed where applicable.
4. The change shall include implementation plan, testing approach, communication need, rollback plan and approval where required.
5. Where the change falls under the QRM owned MOC Policy, the MOC Form shall be completed before implementation or linked as evidence. This includes changes affecting systems, data, security, continuity, compliance, roles, suppliers, safety, operations or finance controls.
6. Emergency changes may be actioned to prevent harm, but approval and review shall be completed as soon as practical. If MOC applies, retrospective MOC shall also be completed.
7. Changes shall be tested before production where practical and based on risk.
8. Users or stakeholders shall be notified where downtime or service impact is expected.
9. After implementation, the change result shall be recorded as successful, failed, rolled back, or requiring follow up.
10. Post implementation review shall be completed where required, especially for medium/high risk changes, failed changes, emergency changes or MOC changes.
11. Failed changes or repeated issues shall be reviewed for root cause and improvement where required.
Records and evidence
· Change request ticket/form.
· MOC Form where applicable.
· Approval record.
· Risk/impact assessment.
· Testing evidence.
· Rollback plan.
· Implementation evidence.
· Post implementation review where applicable.
· Risk Register reference where applicable.25. Information security incident response & support procedure

· Related policy / document: Information Security Incident Management Policy; Information Security Incident Response Plan; Information Security Incident Report Form; IT Continuity Policy.
· When this procedure is used: When ITD receives, detects, investigates, contains, supports, recovers from, or closes an information security incident.
Procedure steps
1. The incident shall be logged through approved ticketing, incident register, email escalation, or other approved channel.
2. ITD shall identify affected system, user, data, service, supplier, location and initial impact where possible.
3. Severity and escalation shall follow the approved Incident Management Policy and Incident Response Plan.
4. Containment actions may include disabling accounts, isolating devices, blocking domains/IPs, stopping services, restoring backup, or applying temporary controls.
5. Evidence such as logs, alerts, screenshots, emails, tickets, supplier reports and system records shall be preserved where required.
6. The Information Security Incident Report Form shall be used when the ticketing system is not used or when a detailed investigation record is required.
7. Recovery actions shall be coordinated with system owners, suppliers, QRM, Legal, HR, Security, or management where required.
8. Lessons learned and corrective actions shall be recorded for major, repeated, high impact, or critical system incidents.
9. The incident shall be closed only after required actions and evidence are completed.
Records and evidence
· Incident ticket/register.
· Information Security Incident Report Form where required.
· Logs/alerts/screenshots.
· Containment and recovery actions.
· Evidence preservation record where applicable.
· Supplier reports where applicable.
· Lessons learned and corrective actions.26. Supplier & outsourced development support procedure

· Related policy / document: Supplier Relationships Policy; System Acquisition, Development and Maintenance Policy; SMSA Information Security Contracts Addendum; IT Supplier Security Review Form.
· When this procedure is used: When suppliers support IT systems, cloud services, outsourced development, hosting, maintenance, integration, security services, or access to SMSA information.
Procedure steps
1. ITD and Procurement confirm whether the supplier will access, process, store, host, support, or manage SMSA information or systems.
2. Supplier security requirements shall be identified based on service, access, information involved and risk.
3. The IT Supplier Security Review Form shall be completed where required based on risk and service type.
4. Supplier agreements shall include information security requirements and the SMSA Information Security Contracts Addendum where required.
5. Supplier access shall be approved, limited, monitored and removed when no longer required.
6. Supplier deliverables, changes, reports, incidents and service issues shall be reviewed where applicable.
7. Supplier exit shall include access removal, data return/deletion, asset return and evidence where applicable.
8. Supplier risks shall be recorded in the Risk Register where required.
Records and evidence
· Supplier review form.
· Contract/addendum evidence.
· Access approval/removal records.
· Supplier reports.
· Incident/change records.
· Exit confirmation.
· Risk Register reference where applicable.27. Cloud service operational support procedure

· Related policy / document: Use of Cloud Services Policy; Supplier Relationships Policy; Access Control Policy; Backup Policy; Cloud Service Register.
· When this procedure is used: When ITD uses, supports, reviews, changes, monitors, or exits approved cloud services.
Procedure steps
1. Cloud services shall be approved before storing, processing, hosting, backing up, or providing access to SMSA information or systems.
2. ITD shall maintain or update the Cloud Service Register where applicable.
3. Cloud access shall be approved, controlled, reviewed and removed when no longer required.
4. Cloud service security requirements shall consider data type, access, MFA, logging, backup, data location, supplier responsibility, monitoring and exit requirements.
5. Cloud dashboards, service reports, alerts, logs, supplier reports and tickets shall be reviewed based on service criticality and risk.
6. Major cloud changes, data location changes, supplier changes, service outages or incidents shall be reviewed and escalated where required.
7. Cloud exit shall include access removal, data return, migration, deletion confirmation and contract/service closure where applicable.
Records and evidence
· Cloud Service Register.
· Cloud approval record.
· Access records.
· Supplier/cloud reports.
· Monitoring or incident tickets.
· Backup evidence.
· Cloud exit evidence.28. ITD interface with HR security events

· Related policy / document: IMS / HR Policies; Organization of Information Security Policy; Access Control Policy; Asset Management Policy.
· When this procedure is used: When HR events affect IT access, assets, awareness, disciplinary action, transfer, leave, exit, or contractor onboarding/offboarding.
Procedure steps
1. HR remains the process owner for recruitment, onboarding, employment changes, disciplinary action, termination and exit under approved IMS / HR policies.
2. This procedure only covers ITD actions related to access, assets, evidence preservation and security awareness evidence.
3. ITD acts only on approved HR, department head, line manager, or authorized business requests.
4. For onboarding, ITD provides approved IT assets, accounts and access based on business need and approved role.
5. For transfers, ITD removes access no longer required and grants new access only after approval.
6. For resignation, termination, long leave, or contractor exit, ITD removes access and retrieves IT assets based on approved notification and urgency.
7. For disciplinary or investigation matters, ITD supports evidence preservation, access restriction, mailbox/system actions, or forensic support only through approved channels.
8. Information security awareness evidence may be maintained through GUIDE, HR learning records, attendance records, or other approved evidence.
9. Gaps or delays in HR to IT notification that create security risk shall be escalated and recorded where required.
Records and evidence
• HR notification or approved request.
• Access and asset tickets.
• Asset return evidence.
• Awareness/training evidence.
• Investigation or disciplinary support evidence where applicable.
• Risk/corrective action record where required.29. ITD compliance evidence review procedure

· Related policy / document: Compliance Policy; Compliance Register; Information Security Policy; Asset Management Policy; Supplier Relationships Policy.
· When this procedure is used: When ITD needs to confirm, review, or provide evidence that IT systems, software, records, suppliers, technical controls or information security activities comply with approved requirements.
Procedure steps
1. ITD identifies IT related compliance requirements from approved policies, Legal Register references, contracts, licenses, supplier requirements, technical standards, audits or management review actions.
2. ITD uses the ITD Compliance Register only to track IT evidence, actions, findings and closure. It shall not duplicate the Legal Register, Risk Register, audit reports, tickets or supplier records.
3. Software and license evidence shall be maintained using approved inventory, license records, supplier reports, procurement evidence, or system reports.
4. Technical compliance reviews may use system reports, configuration evidence, vulnerability reports, tickets, supplier reports, audit results or approved manual review records.
5. Findings or gaps shall be assigned to an owner with target date and tracked through ticket, corrective action, risk register, or other approved evidence.
6. Major or repeated compliance gaps shall be escalated to the National IT Manager and QRM where required.
7. Closure shall be supported by evidence such as corrected setting, license proof, supplier confirmation, ticket closure, audit closure or approved risk acceptance.
Records and evidence
· ITD Compliance Register where needed.
· System report, ticket, change record, audit report, license report, supplier report, or manual review record.
· Finding and action tracking evidence.
· Risk Register reference where applicable.
· Closure evidence.30. Review period

· This manual will be reviewed by the National IT Manager annually or as required due to major changes in IT operations, ISMS scope, technology, legal/regulatory requirements, audit findings, incidents, policies, procedures, tools, registers, or business needs.
· The manual may be updated when approved policies, procedures, tools, registers, or evidence requirements change.31. Related documents

· SMSA Information Security Policy
· Scope of Information Security Management System (ISMS)
· Organization of Information Security Policy
· Statement of Applicability
· Information Security Risk Management Procedure
· Risk Ranking Criteria
· SMSA Risk Register
· Access Control Policy
· Acceptable Use Policy
· Asset Management Policy
· Backup Policy
· IT Continuity Policy
· Capacity Management Policy
· Configuration Management Policy
· Database Baseline Security Standard
· Communication Policy
· Compliance Policy
· Supplier Relationships Policy
· SMSA Information Security Contracts Addendum
· Use of Cloud Services Policy
· System Acquisition, Development and Maintenance Policy
· IT Project Management Framework
· Project Security Assessment and Approval Form
· Change Management Procedure
· Management of Change (MOC) Policy
· MOC Form
· Information Security Incident Management Policy
· Information Security Incident Response Plan
· Information Security Incident Report Form
· Physical and Environmental Security Policy
· Vulnerability and Patch Management Policy
· Vulnerability and Patch Management Record
· Threat Intelligence Policy
· Threat Intelligence Record
· IT Ticketing System Classification Work Instruction
· IT Supplier Security Review Form
· Server Provisioning and Backup Request Form
· Cloud Service Register
· IT Continuity and Recovery Requirements Register
· IT Asset Inventory
· Compliance Register
· Baseline Configuration Settings Checklist
· Capacity Management Plan and Report
· IMS / HR policies and related HR procedures where applicable
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