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	IT Ticketing System Classification Work Instructions
Owner/ Department: ITD



	Overview
	This work instruction explains how normal IT support tickets raised in the IT ticketing system shall be classified and handled based on priority and closure SLA. This work instruction applies to day-to-day IT support tickets only. It does not replace the Information Security Incident Management Policy.

	Purpose
	The purpose of this work instruction is to ensure that IT support tickets are classified correctly, assigned to the right IT team and closed within the defined SLA where possible.

	Persons Affected
	SMSA Staff:
Responsible for raising IT tickets through the approved IT ticketing system and providing clear details of the issue or request.

IT Technicians / Supervisors:
Responsible for reviewing the ticket classification, correcting the priority if required, assigning the ticket to the right team and following up until closure.


	Instructions
	1. General
· All IT support requirements shall be raised through the approved IT ticketing system email: ithelpdesk@smsaexpress.com
· Tickets shall be classified as High, Medium or Low based on the business impact and urgency of the issue.
· The IT technician or supervisor shall verify the ticket classification and update it if the selected priority is not correct.
2. IT Tickets and Security Incidents
· Normal day-to-day IT support tickets are not information security incidents unless they involve actual or suspected impact to the confidentiality, integrity, or availability of SMSA information assets. Examples of normal IT support tickets include:
· Password reset.
· Printer issue.
· Desktop or laptop issue.
· Software installation.
· Hardware request.
· Report request.
· User support.
· Normal system support where there is no suspected security issue.

· If a ticket includes or later shows a possible information security issue, such as phishing, malware, unauthorized access, data leakage, suspicious login, stolen device, or security weakness, the ticket must be handled as an information security event or incident under the Information Security Incident Management Policy. 
· The IT ticket SLA is used for normal ticket tracking and closure monitoring. It shall not delay escalation, containment, evidence preservation, recovery, or closure requirements for information security incidents.
· If there is doubt whether the ticket is a normal IT support ticket or a possible information security event, ITD shall treat it as a possible information security event until it is assessed and confirmed.
3. Ticket Classification and SLA
	Category
	Description
	SLA 

	High
	Issue affecting business continuity, such as major system down, network down, CORE/ERP issue, or issue affecting HQ, Main HUB, or other major location.
	Within 24 hours

	Medium
	Issue affecting a department, unit, service center, secondary office, or secondary system. This may include network issue in a service center or station, secondary system down, or standard data/report support.
	2–3 working days

	Low
	Issue affecting one user or one device, such as desktop, printer, laptop, software installation, hardware upgrade, or normal user support request.
	3–5 working days



4. Exclusions from Normal Support SLA
The above SLA applies to normal IT support tickets only. The following are excluded from the normal support SLA and shall follow the applicable change management, project management, approval or system development process:

· New system requirements.
· System change requests.
· System enhancements.
· New report development.
· Requests requiring major configuration, development, testing, or additional manpower.
· New projects or major upgrades.

These requests shall still be logged in the IT ticketing system where required, but the closure timeline shall be agreed based on scope, approval, resources and implementation plan.


5. Ticket Closure

A ticket shall be closed only after the required action is completed, or the reason for closure is clearly recorded. The closure note shall include, where applicable:

· Action taken.
· Date of completion.
· Responsible IT person or team.
· User confirmation, where required.
· Reason for delay, if SLA was not met.
· Reference to change request, incident record, or approval where applicable.

6. SLA Delay and Escalation

· If a ticket cannot be closed within the defined SLA, the reason for delay must be recorded in the ticket.
· The ticket shall be escalated to the IT Supervisor or National IT Manager where the delay may affect business operations, user service, system availability or customer service.

7. Evidence and Records

The IT ticketing system shall be the main record for ticket classification, assignment, actions, SLA status and closure. Evidence may include:
· Ticket record.
· Ticket classification.
· Assignment history.
· Action notes.
· SLA status.
· Escalation notes.
· Closure notes.
· User confirmation, where applicable.
· Related change request, incident record, or approval.

8. Related Documents
· Information Security Incident Management Policy.
· Change Management Procedure.
· System Acquisition, Development and Maintenance Policy.
· Access Control Policy.
· IT Incident Register & Form

	Exceptions
	Any Exception to this WI must be approved by the CTO or the Managing Director
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