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This addendum is an integral part of the standard contract terms and conditions. These terms shall apply to the extent that they are not in contradiction with the rules relating to information security as expressed in the SMSA Information Security- Suppliers Relationship Policy. 
· The contractor acknowledges that it may have access to certain of SMSA’s IT assets, communications systems and networks for the purposes set forth in this Agreement. If any data is made available to its employees, agents or sub contractors, pertaining to SMSA’s projects, transactions, clients or customers, the contractor will not store, copy, analyze, monitor or otherwise use that data except for the purposes set forth in the agreement for the benefit of SMSA.
· All right, title, and interest in SMSA’s data (as defined in the agreement) will remain the property of SMSA. The contractor has no intellectual property rights or other claim to SMSA’s data that is developed, hosted, stored, or transferred to and from the products or the cloud services platform provided by contractor. The contractor must cooperate with SMSA to protect SMSA’s intellectual property rights and customer data. The contractor will promptly notify SMSA if it becomes aware of any potential infringement of those rights in accordance with the provisions of this Agreement.
· In addition to the master agreement and this addendum the contractor must sign a non disclosure agreement with SMSA thereby ensuring the security and confidentiality of SMSA’s data. Contractor’s personnel shall be bound by a binding confidentiality agreement before access is granted to any SMSA owned data or assets.
· The contractor must make available upon request, an Information Security point of contact for the duration of the relationship defined in the agreement. The Information Security point of contact must be responsible to liaise with SMSA’s Information Security Officer on all matters relating to IT security.
· Upon request, contractor must provide SMSA with information on roles and responsibilities of individuals that have access to SMSA’s data.
· The contractor must perform background checks on all its personnel and direct hire contractors including temporary and non‐employee personnel who will be performing services for SMSA. Contractor will not assign any employee to perform services for SMSA whose background investigation has revealed the conviction of a criminal act as per Saudi Labor Law.
· The contractor shall contractually enforce all these SMSA security standards for contractors onto any third-party suppliers, sub-contractors or partners who could potentially access SMSA’s data in the course of providing this service.
· The contractor must communicate information security policies to all personnel involved in work on behalf of SMSA or with access to SMSA’s data and track that personnel are aware of all security policies.
· The contractor shall regularly train all personnel on information security and privacy matters relevant to the nature of their function. 
· The contractor must ensure that all SMSA data or assets are stored in a secure location that is in compliance with SMSA’s IT physical and environmental security policy.
· Upon SMSA’s request and where applicable contractor must provide to SMSA, documentation about their information technology processes.
· The contractor must not alter, adapt or modify SMSA’s systems without SMSA’s approval.
· To the extent applicable to this agreement, contractor must adhere to a documented change management process that protects changes to SMSA’s data or environments as applicable.
· The contractor must enforce end-point security on assets that connect to SMSA’s infrastructure including encrypted connectivity and anti-virus/anti-malware software.
· The contractor shall ensure that SMSA’s data (including email) transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.
· The contractor shall ensure that any SMSA’s data which resides on a mobile, removable or physically uncontrolled device is stored encrypted using a product or system component which has been formally agreed with SMSA except where SMSA has given its prior written consent to an alternative arrangement.
· The contractor shall ensure that any device which is used to process SMSA’s data meets all of the security requirements set out in SMSA’s information security policies.
· Contractor must establish a vulnerability detection and management process, and software patch management process on assets accessing SMSA’s data.
· To the extent applicable to this agreement and where required, a network vulnerability scan of the in-scope systems must be performed by a reputable third-party provider on annual basis. A summary report of the scan results must be provided to SMSA upon request. A formal 3rd party application penetration test must be performed by a reputable third party provider on annual basis, on any internet facing applications being used in the contractor’s solution.
· The contractor shall, as a minimum, have in place Business Continuity arrangements and processes including IT disaster recovery plans and procedures that conform to ISO 22301 to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might, or could lead to, a disruption, loss, emergency or crisis to the services delivered.
· Incidents shall be reported to the SMSA immediately within 24 hours of discovery and in compliance with SMSA’s incident management policies. If incident reporting has been delayed by more than 24 hours, the contractor should provide an explanation about the delay. Incidents shall be investigated by the contractor in liaison with SMSA ITD with outcomes being notified to QRM.
· SMSA reserves the right to audit the contractor or sub-contractors providing the service within a mutually agreed timeframe but always within seven days of notice to audit being given. The audit shall cover the overall scope of the service being supplied and the contractor’s and any sub-contractor’s compliance with the clauses contained in the agreement.
· If SMSA terminates the agreement, the contractor must immediately transfer all data and SMSA assets to SMSA or, at SMSA’s sole discretion, destroy all data when no longer required. If data is to be destroyed, it must be done in compliance with SMSA’s IT operational procedures and the contractor must provide SMSA with a certificate of destruction.
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