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QUALITY & RISK MANAGEMENT 

DEPARTMENT

SECURITY

MANUAL

This manual is intended for the sole use of SMSA Express. The contents of this manual may not be reproduced or reprinted in whole or in part without the express written permission of SMSAExpress.
© 2023 SMSA Express.
i. SECURITY POLICY STATEMENT
Top Management in SMSA has shown its commitment to Security through the development and implementation of this Security Manual. The company has provided this manual in order that SMSA employees understand their role, responsibility and the company procedures in relation to security. There are numerous risks faced in relation to security within SMSA, by understanding these risks SMSA employees would be better prepared to carry out their roles in a responsible manner. Security is the responsibility of all employees. 

The primary responsibility of SMSA Security is to protect property, people and premises. All SMSA employed staff are in a position of trust and therefore they are expected to carry out their duties in a professional, lawful and ethical manner with integrity. (See also the company publication of code of business ethics)

If any employee believes that a legal or ethical offence has occurred then it is their responsibility to report this to their manager or Quality & Risk Management Department. SMSA policy forbids any form of retaliation against them for fulfilling this obligation.  

I hope that this publication will prove to be a source of useful information.

_________________

Hussein Hachem
CEO
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1. INTRODUCTION
SMSA Quality & Risk Management Department is based in Head Office, Riyadh and it is responsible for all aspects of safety & security, investigations, loss detections and preventions within all SMSA premises and property. If you don’t understand or unsure about anything please speak to your Supervisor/Manager.

This manual is subject to change and the latest version can be found on the quality management system – GUIDE. Always use the latest version. No part of this manual should be printed or copied electronically. This is a confidential document that falls under the company confidentiality policy.

The Purpose of the company's security manual is to implement policies and procedures that will protect the company's personnel, material assets and intellectual property, and which will insure a safe business environment for clients and company personnel.

1. The Security Manual is designed to assist the company in establishing minimum standards for the installation and operation of all security devices, and to implement procedures to both discourage crimes and to assist in the identification of individuals who commit such acts.
2. The Security Manual does not address a specific regulation. The purpose of the security Manual is to define the policies and procedures for initiating and maintaining a safe and sound business environment.

3. The Security manual is designed to reduce risks, both personal and financial, to  

· Personnel
· Customers
· Facilities
· Assets
· Records

4. The purpose for developing and implementing this Security Manual are to:

4.1 Identify and focus upon those activities likely to create an unacceptable risk to the company. This involves a continuing assessment of the company's vulnerability regarding activities threatening its: 
· Personnel
· Customers and other persons
·  Assets and liabilities
· Equipment and supplies
· Facilities
· Policies and procedures
· Legal obligations
· Organizational structure
4.2 The QRM Department will conduct and update a security risk survey annually to continually evaluate and update the Manual. The purpose for developing and implementing a security survey are to:
· Identify and prioritize those activities that create a marginally acceptable or unacceptable risk to the company. This involves a continuing assessment of the company's vulnerability regarding activities that threaten its:
· Personnel

· Intellectual property

· Material assets
· Continually assess the risk of loss and/or compromise of assets or information.
· Identify, on a continuing basis, appropriate solutions to reduce the risk of loss in each area of company operations.
2. RESPONSIBILITIES OF SECURITY OFFICER
If SMSA is to succeed in performing the role that the clients/customers expect of it, then each member of the security staff must be fully aware of and comply with all duties and responsibility given to them by their Supervisors and Managers. The responsibilities of the security officers are well documented in the JD – Security Officer. 
2.1 The Functions of Security Officer
· Basic security checks/searches
· Gate keeper/Reception desk
· Patrolling
· Fire Prevention/Fire Fighting
· First Aid
· X Ray machine operations
· Alarm and surveillance equipment monitoring
· Visitors/Contractor escorts
· Accident prevention
· Process control
· Key control
These are the basic core functions. These form the basis of protecting – People, Property, Premises and Prevent Loss. Examples of protect people

· Slips and falls

· Fire

· Assault

· Threats

· Dangerous hazardous situation
Example of protect property & premises

· Fire

· Criminal Damage

· Theft

· Burglary

· Loss of confidential information

· Loss of money
2.2 Conduct / Appearance
· Uniform should be used ONLY for work – The details of the standard issue uniform can be found in the appendix at the end.

· Uniform must be clean and in good state of repair

· Shoes must be worn with the uniform no ‘flip flops’

· Smart appearance will create a good impression for both you and SMSA. 

· Security staff should be seen to be paying attention to their duties, sitting ‘chatting’, reading newspaper, smoking; eating etc gives a bad impression. Such acts should only be conducted out of the view of the public and ONLY during authorized breaks.

· Sleeping on duty is prohibited at all times.

· SMSA security is assigned to enforce the company rules with regards to ethical behavior.  All member of the security staff are therefore expected to set a good example to others by observing the rules themselves. A single member of staff who breaks the rules gives the company and the department a bad reputation. 

· No friends or relatives allowed on the premises.

· No television to be watched whilst on duty and no external unauthorized equipment to be brought in. 

· When answering the phone the following must be followed at all times ‘SMSA Security, How may I help you’

· Company telephones should not be used for private calls.

· No food consumption in the security room.
2.3 Attendance
· A good attendance displays a high standard of professionalism. Security staff who fails to achieve a good attendance records displays a lack of regards for their employment contract and can cause serious disruptions to SMSA’s operations and planning.
· If you are going to be late, ill or cannot attend for whatever reason then ensure that you give your Supervisor/Manager enough notice so that alternative replacement can be arranged. 
· The Security Officer is part of a team and your actions will affect the rest of the team.
2.4 Task & Duties

· Prior to being employed by SMSA all SMSA Security Officers, Executives and Managers must undergo a criminality check and finger prints and report given to SMSA.
· Follow the company policy & procedures at all times. Work in accordance to your assignments as failure to comply may result in disciplinary action taken against you. Policy & procedures are there for your own protection.
· It is also important that you check the handover instructions book at the commencement of a duty shift to familiarize yourself with any special instructions given by your manager or incident that may have occurred since your last shift.
On patrol most areas should be well lit. You should avoid climbing ladders and always hold handrails when climbing or descending stairs. You should also avoid walking in areas where the floor surfaces may be slippery or obstructed.
2.5 Key Personnel within Your Area of Responsibility
It is important as a Security Officer you can identify the key personnel within the area of responsibility. It is your responsibility to ensure that you have this information and you learn it so that embarrassing situations do not arise. Although you are able to identify these people they should not receive any special treatment in relation to your duties. Your role and responsibility applies as much to them as well as any other employee. The company procedure is to be followed at all times.
2.6 Reports Should Always Contain The Following Information:
· Officer’s name and job title

· Officers location, region

· For whom the report is intended

· A heading to explain what the report is about

· Date and time of the incident

· Names of any person involved

· Names of any witnesses

· Facts not opinions
Always end your report with your signature, date and your name in block letters.
2.7 Objectives/KPI 
The Security objectives/KPI will be established and reviewed on an annual basis.  These objectives shall be measurable and consistent with the SMSA Security needs. (See SMSA’s performance appraisal policy and procedure on GUIDE)
As situations arises that demand changes to the Security in SMSA, either to meet objectives or because of changing business conditions, all changes will be reviewed by the QRM and management team to ensure the integrity of security is maintained.
2.8 Signage’s
QRM have standard designated signage’s for facilities for the purpose of security, environmental health and safety. A copy of these can be found at the appendix at the end. The security supervisor needs to ensure the correct signage’s are used and are available in the facilities they are working.
3. SMSA SECURITY SYSTEMS/EQUIPMENT/OPERATORS
3.1 Security Offices / CCTV System / CCTV Operator responsibility

· The Security Office and the CCTV monitoring stations must be kept clean and tidy. No food and beverages must be consumed in the office or reception.

· All files must be maintained as per the SMSA control of records and control of document policy. All information must be kept confidential.

· Ensure you practice the SMSA clear desk policy on GUIDE

· You must only use the CCTV system if you have been trained. If you have not had the appropriate training or are weak in any areas then inform your Supervisor/ Manager who will be only too please to assist you and arrange the necessary training.

· As a CCTV operator should be able to view live recording and retrieve and view old recording. Use of PTZ cameras, Zoom in and out, and looking at multiple cameras. Make decisions based on the circumstances. Remember the system is only as good as its operator.

· All CCTV must have 90/30 days recording depending on the location and a minimum requirement of eight frames per second per camera.

· All cameras need to be numbered and locations typed in

· Only authorized personnel must have access to the CCTV system or view any recording.  

· Ensure that the system is in working order.

· Ensure there is no faulty cameras 

· Ensure that the system has not been manually switched off.

· Digital recording functionality must be checked daily by the security staff .Logsheet/Checklist must be maintained for the checks. In the event that a fault has been discovered on the system then the QRM department should be informed and ticket should be opened.  An engineer will then be arranged to repair the system. A faulty system will leave you open to an incident occurring and putting the company at risk.

· SMSA has an annual maintenance program for all CCTV. The company employees its own CCTV engineers who will carry all the maintenance equipment at its facilities.  

· Ensure that there is sufficient lighting at the facility as the lighting will affect the quality of the recording. Any faulty lighting is reported and a ticket opened with Administration Department for its repair.

· You should be aware of data protection and the invasion of privacy with regards to CCTV. Do not make any illegal recordings. See the SMSA CCTV data protection policy on GUIDE.

· All recording must meet SMSA/TAPA standards. 

· Any request for recording must be authorized by the Security Manager. Both internal and external request.

· Only authorized personnel must have access to the Security Office and the CCTV equipment.

·  The security office must be locked at all times.

· Ensure that the room temperature in the security room/CCTV room is at an appropriate level. As negative level of heat or cold will have a negative impact on the officers working in the area.

· Ensure appropriate work stations in the office to ensure it meets with the Environmental Health & Safety requirements. Ensure monitor resolution is not 50 Hz or less.

· As a CCTV operator you should have geographical knowledge of the building and surrounding locations.

· Areas where constant CCTV monitoring is required and due to the human attention span being limited the operators will work rotating shifts of 20 min. 

· During your duty if you record an incident taking place then the incident needs to be reported to your supervisor/Manager. The recording needs to be burnt on to a CD / USP stick to be later passed on to the QRM department together with the incident report for further investigation. If the incident involves a member of the general public and it’s an emergency then the local Police authorities to be informed. Remember each case will be judge on its own merit and importance. You will take the appropriate action in response to the situation. You will also ensure that you take into consideration the environment that you are monitoring. You must also understand what you are recording and how it is appropriate for the situation and possible investigation that may follow. Therefore consider at all times identification of people, shipments and vehicles.

· Ensure special attention is paid to venerable areas i.e. high value cages, high risk areas. Consider programming in alarm warning to the system. 

· If you are unsure then always seek advice from your Manager.

· Where the facility is TAPA certified, there is a minimum CCTV requirement with regards to installation and areas covered. These being – vehicle loading and unloading areas, entry and exit points, all operational movement, cover windows/doors, and the system should be monitored in such a way  that vehicle /people re recognizable.

· The DVR’s should be separate in a server room. If this is not possible then the DVR needs to be kept in a secure cabinet with lock/access control and A/C within the security room.
3.2 Alarms: 
In some SMSA facilities we have installed audible alarms for security. Alarms in SMSA are connected to UPS /generators and alarms activation is sent to key holders listed.
The security officers working in SMSA facility should be aware of what alarms are installed at the facility/location they are working in. Examples:
1. "X" Ray Room Doors.

2. High Value Cage.

3. Emergency Doors.

4. Burglar Alarm - Vulnerable locations not manned by x 24 hour, some SMSA Service Center (SSC) locations etc.

5. Duress Panic Alarms.
Every activated alarm must be responded by security in real time, acknowledge and escalate to supervisor /manager(s) within 3 (Three) minutes.

All records of the alarm activation must be recorded/ documented in the incident report and forwarded to QRM. Remember no two incidents are same, following is a guided procedure:

1. At any given point of time if the alarm is triggered and the security officer/staff is at the facility he must first verify the alarm event by checking which alarm has been activated ( on the panel & CCTV etc )

2. The CCTV and Panel should receive the alarm activation. 

3. The security officer /personnel will investigate to see if the alarm is genuine or a false trigger.

A. In case of "False trigger” re-set the alarm, inform the supervisor and send incident report to QRM.

B. If the alarm is genuine and an intruder /Burglar (Harami) entry is attempted then "do not panic" instead call the Police immediately.

C. When speaking to the Police give your name :

D. Give your Full name ,Full business address ,
E. Tell the landmark where you will meet and guide to reach the location.
4. Supervisor /manager will also need to be informed.

5. CCTV to monitor the intruder/Burglar (Harami) if it is safe to do so.
6. Incident Report needs to be forwarded to QRM as soon as it is practical to do so.
7. The alarm should be escalated within 3 (three) minutes.
If the facility is not monitored by security and you are a key holder and you receive an alarm activation message on your mobile then following action need to be taken.
1. Attend the alarm activation site /point second key holder.
2. Check building from outside for any visible form of entry ,If you see a point of entry call the Police immediately .Do not gain entry to the facility .Follow the guideline when speaking to Police ( Point # 3 ,C,D,E above )
3. If no visible entry found, enter the facility cautiously and check the Alarm Panel to see which zone has been activated- de-activate the alarm.
4. Check the zone and see if any visible entry is gained, if “YES” call the Police, If “No" re-set the alarm before leaving.
5. Incident report t be submitted to QRM and Supervisor /Manager informed moment early.

3.3 Testing:

All alarm systems must be tested by Security supervisor once a week to ensure that it is fully operational and no fault have been detected. Any detected fault should be resolved by opening a ticket to maintenance. An incident report should also be forwarded to QRM so that they are made aware. Reports must be available for the intrusion alarm system for a period of 60 days.
3.4 Access to Security Systems:
Access to security systems (CCTV control and security alarm systems) must be given to authorized personnel only. The systems must be controlled from a secure location with mandatory electronic access control or key access. If the electronic access control (fingerprint/card access) is used then a log can be retrieved for reviewing the number of people who have accessed the room in case an incident arises. Reports must be available for the access control system for a period of 90 days.For key controlled rooms, key register must be used and records must be available. Alarms in SMSA are connected to UPS /generators and alarms activation is sent to key holders listed.
The security supervisor is responsible to ensure all access to security systems is controlled and that access is deleted of any security officer/personnel once he leaves SMSA.

Random checks should be carried out by Security Manager and during Risk Audits.

3.5 Fire System/Equipment

The fire system in SMSA is linked to a local control box. The system has evacuation sounder and light indictors on the control panel to indicate the location. The fire alarm will release all electronic access doors. The responsibility to ensure checks on the system are carried out lies with the Security Executive at the location. In location where there is no Security Executive then the responsibility lies with the senior Security Officer or as assigned by the Security Manager. The following checks need to be carried:
· Weekly checks are carried out on the fire alarm to ensure that the system is working in order.
· Access to the fire panel should be restricted

· SMSA has a maintenance contract with a local fire alarm company and they will repair and maintain the system.

· Weekly checks are carried out on the fire pumps to ensure that it is in good working order. 

· Fire extinguishers have a valid date and are in the correct locations with the appropriate signage.

· Fire extinguishers should be wall mounted 2 meters high.
In the event of fault being found a ticket needs to be opened with the Administration department.  An incident report needs to be completed and forwarded to QRM.

3.6 Lighting

Ensure that the facility lighting is adequate especially in loading/ unloading areas, exterior lighting and areas covered by CCTV. If you find any lighting not working then a ticket open for its repair. This will then become part of the monthly statistical figures that is provided by the Safety & Security Manager.

4. MINIMUM PHYSICAL PATROLLING REQUIREMENTS
Part of the Security Officers duty is to patrol the facility; the following are the minimum requirements. (Areas that will require checking not in any particular order)
· Ensure all environmental Health & Safety Procedure as required by ISO 14001 & 45001 are followed. If you have any concern or you may do not understand seek advice from your Manager or the Quality and Risk Department.  
· Ensure all emergencies doors are closed, clear of any obstructions and the door alarm is working. The door alarm must be checked once during the morning shift to ensure that the alarm is in working order. This will be carried out by opening the door then closing it.
· Ensure all other external doors and windows have no damage.
· Check that no unauthorized vehicles are parked. All employee vehicles must be 25 meters away from the main gate.

· Check high value cage to ensure that it is locked

· During the patrol if you come across any high value shipments not in the high value cage then the matter will require further investigation and Operations informed.

· Check all firefighting equipment is in the correct locations, not obstructed, not damaged and visibly maintained.

· No suspicious behavior from employees or external parties

· Challenge any unauthorized persons

· Monitor any electrical installations; report any breakdown, damage, and look for any potential dangerous situation.

· Check areas that should be locked are locked.

· Check notice boards for official notices and remove any out of date notices and giving same to the facility Operations Manager

· Ensure that no persons is taking unauthorized photographs

· When patrolling offices see that high value items are secured as per GUIDE clear desk policy. Any items not secure must be removed and a note left for the owner as to where he can find the item.

· Check all signs are in good visible order and report any deficiencies

· Check for any building faults.

· Random Patrols should be carried out a minimum of every hour. These are on top of any first and last patrols (morning and evenings)

· Ensure that staff using forklift or other powered cargo handling equipment have a forklift license this will be displayed on their ID badge. Any member of staff driving without license should be reported. 

· Ensure that forklifts or other cargo handling equipment is disabled during non-operational hours.

· All incidents found must be recorded in the daily occurrence log, reported to the facility manager, and investigated and incident report completed as per incident reporting policy on GUIDE. All incidents must be reported to the Facility Operations Manager and tickets open for any repair or maintenance.

· Security Executives must sent monthly statistical information regarding all incidents within their facility. 

· During the last patrol a sweep of the building must be carried out to ensure nobody is in the building – look at all toilets, offices etc.
Security Officers should be suspicious and curious. Do not take things for granted. 
5.MINIMUM SECURITY TRAINING REQUIREMENTS – SECURITY OFFICER/EXECUTIVE
We pride in SMSA to give our Security Officers the necessary quality training so as they can carry out their work at the highest standards. As a result training is provided both classrooms based as well as practical. The following is the company training requirements. For all new hired Security Officer. 

· Read the security manual and complete the examination within one month of commencing with the company.

· If a Security Officers fails then he will be allowed to take the second Examination within 2 weeks. If he fails the 2nd time another examination will be allowed within another 2 weeks. 
If the Security Officer fails the examination the third time then he would be dismissed from the company. The company will assist to ensure all the support will be given to avoid failure.

· Responsibility of ensuring the examination is carried out ethically will be the responsibility of the Security Executive/Operations. In locations where no Executives are available then the Operations will oversee this.

· SMSA internal classroom security training will be carried out by the training department every year. 

6. NEGLIGENCE

To protect SMSA and customer property from negligence any employee found negligent after an investigation on a reported incident will be liable to pay back any losses to SMSA/ CUSTOMER. This may be a deduction from the employee’s salary / final settlement. 
7. CONFIDENTIALITY
What does confidentiality mean?

Information limited to persons authorized to use it (for example documents, data etc.). The information you have been provided with, or create, is the property of SMSA. It is given to you as an authorized person and should not be shared with anyone.
What should you do if you become aware of someone has broken confidentiality?

You must report this to Quality & Risk Department and your Manager.

What should I do if I am approached to share confidential information?

Inform Quality & Risk Department and your Manager

If I leave SMSA what is it that I can and can’t talk about with my new employer?

Do not talk about figures, plans, strategies or customers

What happens to people who are caught leaking or sharing confidential information to unauthorized people?

All reports of people doing this will be investigated by the Quality & Risk Department. If it is found that they have leaked information it could result in the person being dismissed and legal action being taken against them.

DON’T LEAVE CONFIDENTIAL INFORMATION UNATTENDED. FOR EXAMPLE - PAPERS ON DESK, ON COMPUTER SCREENS, PHOTOCOPIERS, OVER FLIP CHARTS IN MEETINGS, E-MAIL PRINTOUTS.
8. CONFLICT MANAGEMENT
As a security officer you will come across potential conflict situations. It is better to avoid the conflict, than to deal with the conflict and let yourself exposed to potential complaints. 
What does your customer (external visitors, employees) expect from you as a Security Officer?

· Provide a good customer service

· To be taken seriously

· Be friendly

· Give respect

· Provide solution to the problem

· Not to be passed around 

· Be professional

When dealing with your customers control how you appear in order that they understand that you are not a threat. 

· Stand straight, with your feet less than shoulder wide apart.

· Friendly expression

· Be natural and relaxed

· Use open palm gestures

Remember the 4 “A”s

A ​​- ANGRY - Do not get Angry

A – ABUSE – Manage the Abuse (do not take it personally as the person may be angry at a SMSA problem)

A – ATTITUDE – maintain a positive Attitude

A – ASSERTIVE – Be Assertive
8.1 Dealing with Angry or Hostile Customer or Co-worker:

· Stay calm
· Listen attentively
· Maintain eye contact
· Be courteous and patient

· Keep the situation in your control

· Signal a co-worker to be a witness to the situation if possible 

· Do not rise to their level by shouting, swearing and threatening.

· Once the matter has been resolved complete and incident report and forward to QRM.

The following is a generic advice on various threats and each incident will be different:
8.2 Armed Individual In The Facility:

· Comply with demands of the individual(s) as well as you can.

· Never argue

· Do not make any sudden movements that can startle individuals. Keep your hand visible.

· Remain calm and try to avoid escalating the incident.

· Do not attempt to disarm or tackle the individual and attempt to find out what they want.

· Do not make promises that you are not in a position to keep.

· Provide first aid to those who have been injured.

· Assess possible escape routes.

· Make a mental note of the individual physical appearance and the type of weapons.

· Call emergency services when safe to do so.

· Move all employees away from immediate danger. Evacuate those who can be removed safely from vicinity.
· Give police as much information of incident including:

1. Number of people

2. Description of attackers

3. Type and number of weapons

4. Location of the facility

5. Possible motive and connection to SMSA

· Preserve the crime scene; prevent people from entering

· Do not touch, move or disturb possible evidence

· Inform QRM Safety and security manager
8.3 Hostage Situation:
· If an armed individual is holding hostages it is essential the police are given information on:
1. The number of hostages and their names

2. Location of the attackers, provide a map if possible

3. Direct dial telephone of office

4. Possible connection of hostages has with the armed individuals and SMSA.

· Secure the perimeter to prevent to prevent employee and others entering the area.

· Preserve the crime scene. Do not touch, move or disturb any possible evidence.

· Do not put yourself in danger.

8.4 Armed Robbery:

· Robber’s motivation is usually cash or valuables.

· Tell the robber that you will do what they want

· The longer the robbery takes the more nervous and dangerous the robbers become

· Remain calm and cooperate

· Tell them if there are other employees on the premises. Make sure there is no surprise.

· Give them their demands

· Do not attempt to tackle or chase the robbers. Do not invite violence. Do not put yourself in danger.

· Make a mental note of the description of the offender – note what they said

· Preserve the scene, do not touch or disturb anything

· Call the police

· Inform QRM safety and security manager and the location manager.
8.5 Kidnap and Ransom:

Every kidnap /ransom situation is unique. If an incident of kidnap or ransom occurs, inform QRM who will advice and will take the lead.
8.6 Burglary:
Burglary is unlawful entry to a building with the intent to steal. A burglary can cause serious disruption to SMSA’s business with loss of shipments and damage. There are two types of burglary:
1. Opportunistic

2. Sophisticated

Opportunistic: This burglary lacks obvious planning. The offender enters through the most vulnerable point e.g. Roof, window or door. They spend very little time on the premises and steal what they can carry.

Sophisticated: This type of burglary is highly efficient and professional gangs of criminals. They will overcome the alarm system. The burglary is well planned, surveillance will have been carried out on the premises in advance and they may have previously activated the alarm to see what response has happen. These criminal may drive vehicles into the premises and lock the vehicles before leaving.

It is essential that all suspicious activity is noted and nothing should be taken to chance by the security officer.

If you discover a burglary:

· Preserve the scene, do not disturb anything, note the entry/exit point.

· Inform the police

· Ascertain what is missing

· Inform QRM/facility manager

· Inform admin to carry out emergency repair. You might have to open a ticket.

8.7 Theft by SMSA Staff/Contractor or Theft Against Another Employee:

If a SMSA employee or contractor employed by SMSA, working on company premises is suspected of committing offence or a person is suspected of theft against another employee–

· Inform QRM/facility manager

· QRM will investigate
· If there is sufficient evidence, QRM may advice to inform the police immediately.

SMSA has established a procedure for determining and documenting necessary competence, providing training or taking any other action to satisfy determined competence needs, and evaluating effectiveness of training or actions taken.
9. ACCESS CONTROL

The purpose of access control is to prevent unauthorized access by persons or vehicles to premises or property.  Access control is about authorized access as well as unauthorized access. All visitors must follow the company rules on health & safety and security.
SMSA has access control for two main reasons:

1. Safety – to know who is on site

2. Security – reduce the risk of criminal or dangerous activity.

In SMSA we have two method of access control system 

· Mechanical system - locks, shutters

· Electronic system – proximity card reader, biometric reader, keypad operated access
9.1 Controlling Access at Reception

· All visitors will report to the Security Officer at reception.
· Once it has been establish who the person wishes to visit then the Security Officer will call the person.
· The host or his representative must come down to reception to meet the visitor.
· A photo ID is taken from the visitor and the visitors details are recorded in the visitor’s log.
· A visitors badge is then issued to the visitors together with the EHS & Security leaflet either in Arabic or English. All visitors must display the visitors badge at all times while on the company premises.
· Once the host has finished with the visitor he should be escorted back to reception where the visitor would hand back his visitors badge and take his ID. 
· The visitors log would be updated with the time of departure.
· All visitors badges will be reconciled against the log
The difference between an ID card and a visitor’s pass is that the ID card identifies the carrier as a SMSA employee the visitors badge only permits entry in to SMSA premises, but not to all locations.
9.2 Access Control Gate House/Warehouse
The main responsibility is to ensure vehicles and people are controlled. The main reason is:
· Direction to correct area within the warehouse/parking

· Anti theft

· General security 

· Health & Safety

· Process is controlled
The responsibility that the SMSA Security Officer will have when assigned with this responsibility:

· Ensure only authorized vehicles enter the location

· Prevent unauthorized removal of equipment, materials, shipments, customer property.

· Maintain visitors log

· All visitors will report to the Security Officer at reception.
· Once it has been establish who the person wishes to visit then the Security Officer will call the person.
· The host or his representative must come down to gate house to meet the visitor.
· A photo ID is taken from the visitor and the visitors details are recorded in the visitor’s log.
· A visitors badge is then issued to the visitors together with the EHS & Security leaflet either in Arabic or English.
· Once the host has finished with the visitor he would be escorted back to the reception where the visitor would had back his visitors badge and take his ID. 
· The visitors log would be updated with the time of departure.

· Customers inspecting/auditing their products will only be allowed into the warehouse through prior arrangements to Operations and QRM. Once the notification is received the necessary arrangements and escorts will be made.
9.3 Visitors From Governmental Agencies
These agencies vary from country to country. These may include the following:
· GACA (General Authority of Civil Aviation) 

· Police (various branches of the force)

· Civil Defense

· Postal Regulators

These visitors will not give a warning of their visit in most cases. They have legal power to enter our premises. If you find that any such governmental agency staff wants to gain access the Security Officer will carry out the following tasks:

· Only allow entry after genuine proof of identification has been shown. (only time you will refuse entry if no identification is shown)

· Ensure the person is escorted and not allowed to roam freely.

· Inform your Safety & Security Manager of the visit and the reason of the visit. 

· Ensure the details of the visitors are recorded in the visitor’s log.

· After the visit ensure you give a feedback of the outcome of the visit to you Security Manager.

· Any information shared must be treated in confidence.

· If questions pertaining to the location or work are asked then authority must be given the Security Manager’s telephone number and under no circumstances the Security Officer should not be involved in answering the questions.

9.4 Employee ID Badges/Access Cards

· Some ID badges are proximity cards and allow access into premises. These are given to employees whose fingerprint does not work on the biometric reader. In some cases are separate proximity card is given
· Access and ID is issued by HR to the employee on commencement of their employment with SMSA.
· Access rights will be based on the position and authority. Restrictions will apply.
· All ID cards in SMSA has an expiry date at the front of the card. As a Security Officer when checking ID ensure that the card is valid

· When an employee leaves SMSA the cards are handed over to HR as part of the clearance process. The cards are then destroyed.

· If an employee leaves, suspended then an alert is sent to the Security Manager electronically for the person to be removed from the access control system. The access rights regardless of the type would be cancelled.

· It is the responsibility of the Manager to ensure that Security Officers are also informed of an employee in an area that has left in order that access is denied.

· All ID must be worn at all times whilst on duty 

· Any employee who forgets his or her ID card will not be allowed into the building.

9.5 Unauthorized Access
As a SMSA Security Officer you will come across situation where you will have to deal with unauthorized access. In such situations the following is advised. Remember no two situations will be the same.
· Politely tell the person the company policy
· Find out what the person wants and offer an alternative solution
· Be firm in requiring compliance.
· Offer the person consequence of compliance and consequence of none compliance (Reporting to the authorities)
· Where confrontation may escalate, call for assistance and keep visual contact. (report to authorities)
· Never allow the person to leave unescorted.
· If possible the CCTV should record the incident
· Ensure the person does not take unauthorized pictures, videos if this has happen report the matter to the authorities. 
· An incident report completed. Report the matter to the Safety & Security Manager.
9.6 Vehicle Access to the Facility Including Unauthorized Vehicles
The Security Officer needs to maintain a safe movement of vehicles in and around the facility and to prevent accidents. These include forklifts.
· The Security Office should have a record of all the authorized vehicles that are allowed to enter the facility. Only authorized vehicles will be allowed in.

· All Operational vehicles entering the facility have designated parking areas. Ensure that vehicles are parked in the correct locations. Challenge any that are not parked correctly. Remember that these parking areas are covered by CCTV to ensure that loading and unloading is recorded correctly.

· All unauthorized vehicles will be challenged and refuse entry. 

· Customers with heavy shipment should be shown the designated parking area and a forklift used to load and unload. This must be carried out under the supervision of the Security Officer. Ensure that all paperwork relating to the shipment is in order.

· If a third party delivery is made then ensure the following (If an agreement is made between SMSA and third party) :
· Has a pre-alert been sent – check the driver and vehicle details against the pre-alert. Take ID details.
· Is all the paperwork in order?
· Verify the type of load against the paperwork 
· If any of the details do not match then the vehicle will not be allowed through until verified and approved by the Facility Manager/Safety & Security Manager.
· Depending on the circumstances the authorities should be informed of any suspicious vehicles. Incident report submitted.
· All details should be recorded in the visitors log

· If a security officer comes across an unauthorized parked vehicle then all efforts to trace the owner should be carried out. If the owner cannot be traced then the relevant authorities should be informed.

· No pre loading or parking of SMSA or 3rd party vehicles outside non operational hours, unless agreed with 3rd party & QRM. If the vehicle is parked then it needs to be covered by CCTV, seals, sufficient lighting. All doors closed and locked and vehicle alarm on. The vehicle must be disconnected and parked away from the ramp.
9.7 Outbound Vehicle Inspection

During the loading of vehicles the number of pallets and bags must be counted. Manifest must agree with what has been loaded and to ensure nothing is left behind. 

All outbound vehicles leaving the facility need to be inspected by the security and a seven point vehicle inspection check needs to be carried out as per the TAPA past practice: These checks is to ensure that there is no damage to the vehicle that will lead to a theft and to ensure that the vehicles is secure with the necessary security seals. The 7 points covers the whole of the vehicle.

1. Front wall 

2. Left Side 

3. Right Side

4. Ceiling/Roof

5. Inside/Outside doors

6. Locking Mechanism

7. Outside/Under carriage
9.8 Access Control System – Electronic System
On periodic bases the electronic access control system reports will be reviewed by the Safety and Security Manager to ensure the following:
1. Access rights
2. Misuse
3. Number of unsuccessful attempts 
4. False readings 
5. Disable cards used
6. Evidence of card sharing
During the review of the report if any of the above was identified then the matter would be investigated and reported accordingly and necessary disciplinary action taken against the employee involved as per the company’s DVD document which can be found in the GUIDE.
9.9 Physical Key Control
· Keys issued to the employees for their offices, cabinets, drawers must be safeguarded by them at all times. They must not handover the keys to any unauthorized persons

· Backup keys must be available with security in a secure key box at all times.

· Issuance and return must be controlled by the facility (authorized personnel) and security.

· Master key log must be maintained at the facility and must be updated at regular intervals. (This ensures security team to identify who has what keys and the log can be referred back in case an  incident happens or emergency situations)
· In case a staff leaves for vacation/resigns, the keys to the offices must be taken back by the line manager/security

For issuance of backup keys the facility manager must determine and advice what key is needed to be accessed and for what purpose:
· He needs to properly fill up the Key Control Form in front of the Safety and Security Executive
· Safety and Security Executive to check the accuracy of the Key Control Form
· The security will then get the appropriate key from the keybox and handover it to the Manager
· He needs to ensure the key box is again locked to prevent any unauthorized access
· The manager must return the key back once the purpose has been served.
· He then needs to sign the log off part of the form to signify the return.
· Safety and Security Executive then returns it in the secure key box and again locks the key box afterwards. Records of the logs must be retained for a period of 1 year.
SMSA has a procedure for acess control and restriction to customer’s assets-(Guide to employee, visitor, and contractor acess to buyer assets). This document shows you who has what access and to which area. Security should be aware of which positions of employees are visiting the areas and regular checks to be carried out for compliance.
10. SECURITY SEALS
The security seals used by SMSA must conform to ISO 17712:2010. All seals need to be controlled by both Operations/Security depending on the facility you are working in. The seals will be used for the following purposes:
Secure HV shipments by putting the HV item inside a plastic bag and sealing with the seal.

· The seals are used to secure vehicles (loaded containers/trailers) transported between cities, airport etc.

· The HV cages are sealed

· Mother bags used in SMSA are sealed

· Doors which require unauthorized limited access may sometimes be sealed i.e. electrical out houses.
10.1 Control of Seals
· Seals must be fixed and removed by authorized personnel only.

· All security seals received, used, damaged or lost must be logged in monitoring forms

· Compromised seal found while inside SMSA premises should be reported immediately to the Supervisor for proper disposition.

· Compromised seal must be replaced and all documents that pertain to the compromised seal must be updated by a new one.( Monitoring report for seal shall also be updated noting the relevant information). An incident report needs to be forwarded.
· The integrity of seals must be checked by the security in the 7 point inspection process and any indication of compromised parts should be reported immediately.

· Compromised seal found while outside SMSA premises should be reported to the immediate supervisor and the relevant authorities must be informed for proper disposition.(Vehicle seal broken information form must be used)
11. EMERGENCY SERVICES TELEPHONE NUMBERS

Always ensure that the emergency contact numbers are available on all notice boards and the security office.
11.1 How To Contact The Emergency Services
· The correct way to pass on an emergency call is to dial the required services.
· Wait for the service to reply
· State – Security Officer from SMSA calling from (state the address/location)
· Wait for the operator to confirm - then explain the problem in full
You must be available to meet the emergency service on site.
12. REPORTING INCIDENTS – GENERAL
No matter how small all incident needs to be reported to the Quality & Risk Department. This is important so that common issues can be identified. Depending on the seriousness of the incident the initial report should be by telephone and the incident form within 12 hours of occurrence if it is a TAPA certified facility and within 24 hours for all others.
Tips – If an incident occurs

· Stay calm – don’t rush in – don’t panic 
· Be alert, listen and watch
· Observe and remember events
· Report to the Police, Supervisor and Manager
· You are employed to protect people and property in your assigned area of responsibility
· Security is not required to pursue and apprehend
· In the event if you have to use force then only use reasonable force to protect yourself.
Example of good observations skills:
If a vehicle is seen in an incident, type of incident you need is:
· Make and model of vehicle
· Vehicle registration number

· Any damage

· Any markings/stickers

· Number of doors

· Direction of travel
12.1 Reporting Operational Incidents
· Line managers are responsible for reporting security incidents to Risk Management and Customer.
· The security Incidents on customer’s assets about (Internal theft, External theft, Damage Assets, Loss Assets) needs to be reported.
· Upon detection of security incident on customer assets by anyone in the area near the incident, the incident must be reported to his Line Manager, if it’s outside the SMSA premises it should be reported to the Police.
· Line Manager must create an incident report and forward it to QRM (Police report should be included if available) max of 24 hours of the incident.
· Line Manager must report the incident to the customer with information within 12hours with the assurance that the incident is being investigated and a report provided of the outcome of the incident and any action taken.
· Line Managers must keep an updated list of all emergency contacts of the customers in the event of such incident arises and needs to be reported. (Emergency contact form must be used).
12.2 Other General Security
· Use black ink for all signatures
· Write all entries accurately, fully, legibly using block printing
· Do not disclose/talk about your job outside of work
· Ensure that you follow strict key controls
· No smoking policy adhered too and to ensure that designated areas are used by employees.
· Never assume, always investigate
13. STAFF SEARCHES

Staff searches are conducted as a preventative measure and are not conducted in order to highlight dishonesty.
· All staff must be aware of the SMSA Staff Search Policy 

· All employees may be subjected to a staff search under the terms and condition of their employment with SMSA 

· Member of the Quality & Risk Department and the Senior Managers can also carry out staff searches.

The search may include offices, desks, bags, lockers/cupboards, pockets, shoes, and vehicles.

Refusal to a search is deemed as a breach of company policy and may result in dismissal from the company. If any employee has refused a staff searches then the Security Manager/QRM Director to be informed immediately.

In certain location security equipment such as hand held metal scanners as well as walk through metal scanners are provided to enable the security officer to search effectively.

In the logistic warehouse areas all employees are requested to declare and record there mobiles/personal containers. During any subsequent staff search a check will be made against the mobile declared and any discrepancies would be investigated by QRM. Personal containers (defined as lunch boxes, back packs, coolers wallets etc) should be put in the lockers provided. These lockers are subject to search on a random basis or at the time of any subsequent investigation. 
13.1 Remember The 4Ps of Searching

· P – Get Permission

· P – Polite

· P – Positive 

· P – Professional
13.2 Finding Property

· As a Security Officer if you come across unexplained property then give the person the opportunity to explain why it is in their possession. 

· If it is property which belongings to SMSA’s customers then the Safety & Security Manager needs to be informed immediately who will advice the next course of action.

· Remember never assume guilt
14. DEPOSITING CASH
If you are required to deposit cash sales, ensure the following guidelines are followed:
· Before leaving check nobody is loitering nearby or acting suspiciously.

· Avoid walking. Use a vehicle and avoid unlit areas.

· Do not use same routes when depositing cash

· Have a mobile with you for communication

· Ensure you know how to respond in an event of an incident.

· Carry the cash in your pocket

· Split cash in different envelopes. Do not carry large cash in one envelope

14.1 Cash in SMSA Service Center (SSC)
If you are the security that covers SMSA Service Center (SSC):
· Ensure that SMSA Service Center (SSC) staff does not leave any cash on premises overnight. If it is then ensure it is in a proper safe bolted to the ground.

· Ensure the SMSA Service Center (SSC) staff does not handle large cash in front of the customers

· Ensure that the working cash and high denomination cash are kept separately.

15. FIRST AID
First Aid is the initial treatment of any person for injury or illness suffered at work. The cause does not necessarily need to be work related. First Aid does not include giving tablets or medicine to treat illness.
All hubs/station, regional offices, some SMSA Service Center (SSC)s and HQ have qualified and trained first aiders. All Security Officers must be a trained first aider. The company provides two form of training – one is external base and the other internal based. 
The details of all the qualified first aiders must be on all notice boards and next to first aid boxes together with their telephone numbers.

All first aid boxes in SMSA will be in a clearly identified position with the appropriate signage. The first aid box must contain the list of contents and contents need to be checked on a weekly basis and any missing equipment to be ordered by informing the Safety & Security Manager.
16. LOCKERS
In some locations lockers are provided to staff. The security at the location will maintain a spare key and list of names and the assigned locker. No SMSA equipment, SMSA supplies or SMSA product allowed inside the locker. Aerosol containers, sealed and uncovered food are also not allowed. See use of locker policy on GUIDE. If anything is found by security then the facility manager and QRM should be informed.
17. FIRE SAFETY

What should you do in the event of a fire?

Follow the fire instructions posted.
· Raise the alarm.

· Do not put yourself at risk

· If in doubt, get out.

· Always sound the fire alarm first.

· Know all your escape routes - these are clearly marked.

What should you do if the fire alarm sounds?

· Help in the evacuation 
· Leave the building by the emergency exits
· Do not stop to collect personal belongings
· Close all doors and windows behind you
· Report to your assembly point
· Do not take risks
· Do not use lifts
DON’T GO BACK INTO THE BUILDING UNTIL YOU ARE INSTRUCTED TO DO SO
17.1 Fire Marshals/Security Officers

Fire Marshals are appointed from members of staff and they are required to carry out the following tasks together with the Security Officers

· Always make sure that all the fire fighting equipment and alarm points are clear and in position

· Ensure everybody is evacuated when the alarm sounds.

17.2 If Clothes Catch Fire The Following Procedure Must Be Followed:
· Drop the casualty to the ground
· Wrap the casualty tightly in a coat, blanket or heavy fabric
· Roll the casualty along the ground until the flames have been smothered
17.3 Using a Fire Extinguisher
	P
	 Pull the pin.

	A
	 Aim the extinguisher nozzle at the base of the flames.

	S
	 Squeeze the trigger while holding the extinguisher upright.

	S
	 Sweep the extinguisher from side to side, covering the area of the fire with the extinguishing agent.


18. SUSPICIOUS MAILS
18.1 Suspicious Mail – Biological Agents

Warning

Postal devices can come in ALL SHAPES AND SIZES. Treat all suspect or unusual packages with extreme caution. NEVER OPEN A SUSPECT PACKAGE. 
What to look for

· Can be liquid (aerosol) or dry form (fine dry particles - powder)
· The actual appearance can vary depending on the way it was manufactured
· Traces of powder on the envelope / package
· Sound of liquid in the package
· Excessive weight for its size (liquid)
· Unusual wrapping or sealing
· Unusual Stains on the package (droplets / oily film)
· Unusual odor emanating from the package
· No return address when one might be expected
· Statement stating the package to be only open by a particular person
· Other unusual markings
18.2 Response Procedure

· Never touch, move or open a suspect package. If you are holding it, gently put it down on the desk. Do not place in a cupboard or bin. Leave it where the emergency services can easily view it. (Also be guided by the facility policy you are working in)
· Leave the room and evacuate – close all doors & windows & seal-off area – DO NOT PANIC
· Immediately shut down the AC system
· Ensure all personnel in the immediate vicinity are kept separate (at least 50 ft) from other staff to avoid possible cross-contamination
· Call the emergency services (999) and be guided by them
18.3 Suspicious Mail – Explosive Device
Warning

Postal devices can come in ALL SHAPES AND SIZES. Treat all suspect or unusual packages with extreme caution. NEVER OPEN A SUSPECT PACKAGE. 
What to look for
· Unusual balance or shape
· Excessive weight for its size
· Excessive or unusual wrapping/sealing
· Suspicious parts showing, or sticking through the wrapping
· Oil stains somewhere on the package
· Excessive postage
· Unusual odor emanating from the package
· No return address when one might be expected
· Unusual or over specific instructions, such as ‘OPEN THIS END FIRST’
· Statement stating the package to be only open by a particular person
· Other unusual markings
18.4 Response Procedure

· Never touch, move or open a suspect package. If you are holding it, gently put it down on the desk. Do not place in a cupboard or bin. Leave it where the emergency services can easily view it. (Also be guided by the facility policy you are working in, if you are not working in SMSA facility)
· Leave the room and evacuate – close all doors & windows & seal-off area – DO NOT PANIC
· Immediately shut down the AC system

· Do not use radios, mobiles, transmitting pagers, or electronic devices in the area of the suspect package

· Call the emergency services (999) and be guided by them
18.5 Dangerous Goods
Dangerous goods are any solid, liquid or gases that can harm people. They are classified as follows:
· Class 1 Explosives

· Class 2 Gases

· Class 3 Flammable liquids

· Class 4 Flammable Solids

· Class 5 Oxidizing Agents & Organic Peroxide

· Toxic and Infectious Substances

· Radioactive Substances

· Corrosive Substances

· Miscellaneous Dangerous Goods

· Other materials labeled CHIP

IF YOU FIND DANGEROUS GOODS REPORT IT IMMEDIATELY TO YOUR LINE MANAGER. A DANGEROUS GOODS SPECIALIST (DGS) IS AVAILABLE AT EACH SMSA FACILITY FOR ADVICE IF REQUIRED  
19. Security Audits
Security audits are carried out as part of planned internal audits in SMSA. Semi annual security audits are conducted at TAPA certified facilities. Audits are conducted using the audit checklist. Records of this are maintained by the QRM team and the respective facility. 
20. ORGANIZATION INVOLVED IN AVIATION SECURITY   
ICAO – International Civil Aviation Organization 

GACA – General Authority of Civil Aviation 
20.1 The Role of GACA in Aviation Security
· Recognized by ICAO as Kingdom of Saudi Arabia’s “Appropriate Authority” 
· Responsible for ensuring all aviation companies and airport comply with the security measures and procedures for safe air transportation
· Inspectors carry out:
· Inspections
· Tests
· Audits
· Inspectors have the right of entry into premises, but will always carry identification with them.
· Be aware of GACA requirements for air experts.
· Only authorized and trained staffs are allowed to operate X-Ray machine.
· Only authorized staffs are allowed in the X-Ray machine restricted area.
· Non adherence to GACA requirements will result in the withdrawal of SMSA’S operating license and substantial fine.
· Report any suspicious activity to QRM and your Safety & Security Manager. 
21. SUMMARY
As you will have seen from reading this manual that Security in SMSA has an important part to play in ensuring good safety and security within the company. The next step is to complete the quiz and forward it to your Safety and Security Manager. This quiz will be retained in your file.
SMSA recognizes that its employees are its most important assets. The key to success is ‘YOU’ so let’s work together to achieve our aims and goals.

If you have any suggestions or ideas about improving the safety and security in SMSA please contact a member of the Quality & Risk Management Team. 
*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*
A. SMSA SECURITY UNIFORMS DESIGN
Refer to Marketing Design
B. SMSA SIGNAGE’S
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C. SMSA SIGNAGE’S
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D. SMSA SIGNAGE’S
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E. SMSA SIGNAGE’S
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[image: image19.png]Environment, Health & Safety Policy

SMSA Express Transportation Company Ltd., who is in the business of providing the services of
Express Transportation, Logistics, Health Care Services, Freight and Mail Room Management
Services, is committed to take adequate arrangements related to Environment, Health & Safety in all
business aspects including receiving, storing, handling, storage and distribution. It is our policy to provide a
workplace free from accidents, injuries and exposure to hazardous chemicals; protect the environment,
conserve natural resources and prevent poliution taking into consideration our services end-of-ife impacts on the
environment

Towards this, we have set our objectives and are committed to

» Comply with applicable Environmental, Health & Safety (EHS) legislation and statutory, regulatory, contractual
and other requirements.
Respond to community concers regarding EHS and address them proactively in our operations.
Integrate EHS considerations into business planning, business processes, and decision making.
Maintain the effectiveness, and continually improve our EHS management system in accordance with the
requirements of the ISO 14001 and ISO 45001 standards.
Use management techniques including planning, monitoring, audits, analysis, and documentation of
Environment & Safety related information to minimize EHS incidents / non conformance associated with our
operations.
Equip ourselves to address EHS emergencies.
Champion EHS responsibility among all our employees and impart the requisite training, and encourage our

employees and contractors to make suggestions on improving the EMS.
Communicate our EHS policy and other concerns to our contractors and vendors and seek their compliance,
‘and make this Policy available to our customers and other stakeholder.
> Continually review objectives and set targets to improve our EHS performance.
» Provide organizational structure, needed resources, support and directive to achieve these objectives.
» Take accountabilty for the EHS' effectiveness through various tools including management review
meetings, data analysis and reviews, corrective and preventive actions, and inspections.

This Policy is reviewed periodically for its continuing suitability to the organization'
current business.
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People:

Thinking and showing special concer for the interest and well being of others, especially on
matters affecting their compensation, welfare, work environment, professional development
and growth.

Customers Service:

Identifying and responding to current and future client needs; providing service excellence to
internal and external clients.

Integrity:

Fostering and supporting the principles and values of the organization ~and the public service
as a whole.

Innovation:
The proactive generation, identification, and implementation of new and improved ideas,

solutions, or opportunities to increase the efficiency, effectiveness, and competitiveness of the
Company's products, services, business systems & processes, and managerial methods.

Passion for results:
Focusing personal efforts on achieving results consistent with the organization's objectives.
Loyalty:

The manifestation of attitudes, behaviors, and actions that are consistent with the
organization's interest, work values, and public image.
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Mission

To be a pioneer amongst the top global logistics and transportation companies by:
» Providing maximum reach around the world with highest quality of service

» Empowering and investing in our people

» Being a dynamic and market oriented service provider utilizing emerging technologies
» Maintain sustainable growth
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Vision

To be a pioneer amongst the top global logistics and transportation
companies with value added multi product line that meets every
customer needs by utilizing existing and emerging technologies to
the highest ethical and professional standards.
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