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	Brief
	A clear desk policy is an important tool to ensure that all sensitive/confidential materials are removed from an end-user workspace and locked away when the items are not in use or an employee leaves his/her workstation. It is one of the strategies to utilize when trying to reduce the risk of security breaches in the workplace. This policy is to increase employee’s awareness about protecting sensitive information.

	Purpose
	The purpose of this policy is to establish a culture of security and trust for all employees at SMSA. An effective clear desk effort involving the participation and support of all SMSA employees can greatly protect paper documents that contain sensitive information about our clients, customers and vendors.  All employees should familiarize themselves with the guidelines of this policy.

	Persons Affected 
	All SMSA Egypt employees are covered by this policy.

	Responsibilities
	At known extended periods away from your desk, such as a lunch break, sensitive working papers are expected to be placed in locked drawers.
At the end of the working day, the employee is expected to tidy their desk and to put away all office papers. SMSA provides locking desks and filing cabinets for this purpose. 

HRD are responsible for the entire compliance.

	Guidelines
	
· Allocate time in your calendar to clear away your paperwork.
· Always clear your workspace before leaving for longer periods of time.
· If you are unsure of whether a duplicate piece of sensitive documentation should be kept - it will probably be better to place it in the shred bin.
· Consider scanning paper items and filing them electronically in your workstation.
· Use the recycling bins for sensitive documents when they are no longer needed. 
· Lock your desk and filing cabinets at the end of the day
· Lock away portable computing devices such as laptops or PDA devices
· Treat mass storage devices such as CDROM, DVD or USB drives as sensitive and secure them in a locked drawer
· Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment.


	General
	Any exception to this policy must be approved by the Managing Director 
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