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Objectives

This course will help the 
participants

Familiarize with ISO 22301:2019 Standards: Gain an 
understanding of Business Continuity Management System 
(BCMS) requirements based on the standards.

Explore SMSA's BCMS: Learn about SMSA's BCMS, including 
its methodology, functionality, and departmental needs.

System Familiarization: Understand the deployed BC system 
in SMSA, focusing on creating business impact analyses, 
developing continuity plans, communication aspects and 
conducting continuity tests.
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Why Business Continuity 
Management System? 

Businesses that can’t 
resume operations  within

10 DAYS
of a disaster are not 

likely to survive
ONLY

27%
of small businesses 

have a business continuity 
plan

businesses 
suffer from disruptions 

every year

1 in 5
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PDCA Cycle

Business 
Continuity 

Management 
System

Plan

Do

Check

Act

Establish the BCMS Develop a policy & steering committee Documentation & 
records Embed Business Continuity in SMSA

Perform Business Impact Analysis
Perform Risk assessment

Determine strategies
Develop an implement response

Perform exercises & testing

Internal audit 
Management review

Corrective Action and 
Preventive Action (CAPA)
Continuous improvement 
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BCM System Terminology Based On 
ISO 31000, 65000, 22301

Consequences of unexpected events on our 
business operations. Example: A system failure 

could cause delayed shipments, lost revenue, or 
unhappy customers. It's about understanding 
how much damage or disruption an event can 

cause

Impact

A sudden event that disrupts or halts operations. 
Example: All delivery trucks break down, 

stopping deliveries. Being ready for a crisis means 
we can act quickly to minimize damage and keep 

the business moving forward.

Crisis

A major event causing significant damage or 
disruption. Example: A warehouse fire or massive 
system failure halts all shipments. Being prepared 

helps ensure quick recovery and continued 
service.

Disaster

Is an urgent situation that requires immediate 
action to prevent further damage or danger. 

Example: Fire at warehouse or if vehicle catches 
fire on the road, that's an emergency because it 

needs quick action to avoid serious 
consequences.

Emergency

Anything that can cause harm or disrupt business 
operations. Example: A cyberattack is a threat 

that could cause IT systems to crash, preventing 
the company from processing orders or accessing 

customer data.

threat 

is the ability to keep essential operations running 
during and after a disruption. Example: If a 
system fails but deliveries continue, that’s 

business continuity.

Business Continuity
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BCM System Terminology Based On 
ISO 31000, 65000, 22301

is any interruption or disturbance that affects 
normal business operations. Example: If a system 

goes down or a delivery is delayed, that's a 
disruption because it interrupts the usual flow of 

work.

Disruption 

An unexpected event causing injury, damage, or 
loss. Example: If a delivery truck crashes, that’s 
an accident because it’s unplanned and causes 

damage.

Accident

Is the ability of our business to adapt, recover, 
and keep running during and after unexpected 

challenges. Example: If SMSA can continue 
deliveries even during a major disruption, that's 

organizational resilience.

Organizational 
Resilience

The chance that something bad will happen. It’s 
the possibility of a negative event that can affect 
your business, such as financial loss, data breach, 
or natural disaster. Example: A fire could destroy 

the warehouse. SxP

Risk

The process of identifying, assessing, and taking 
steps to minimize or control those risks. It’s 

about finding ways to reduce the impact of risks 
or prevent them from happening. Example: 

Installing fire alarms, training staff on fire safety, 
and having an emergency evacuation plan in 

place.

Risk Management
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Developing A Effective Business Continuity 
Management System 

2
Plan Ahead

Develop strategies to keep the 
business running during 

disruptions.

Communicate 
Clearly

Maintain clear communication 
during and after a disruption

5

Train and Test 
Regularly train staff and test 
plans to ensure effectiveness

4

1

Identify Risks
Recognize potential threats that 

could disrupt operations

Main Principles

3

Allocate Resources
Ensure necessary resources are 

available for continuity

Review and 
Improve

Regularly review and update 
plans for ongoing effectiveness

6
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Benefits of Business Continuity 
Management System

Supports Business Growth
Ensures stability and 

continuity, supporting long-
term growth

Boosts Resilience
Strengthens the 

organization's ability to 
recover quickly

Reduces Recovery Costs
Lowers the cost and 

time needed to recover 
from disruptions

Minimizes Downtime
Keeps operations 

running during 
disruptions.

Improves Risk
Management: Identifies 
and mitigates potential 

threats

Ensures Compliance
Meets regulatory and 

industry standards. 
Saves from fines

Safeguards Assets
Protects critical 
assets, including 

data and 
infrastructure

Enhances Reputation
Demonstrates reliability 

to customers and 
stakeholders

Increases Customer 
Confidence

Assures customers that 
services will continue 

despite disruptions

Protection
Protecting life, property 

and environment

Protects Revenue
Reduces financial 

losses by 
maintaining 

business continuity
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Steps To Implementing Business Continuity 
Management System

Risk Assessment Identify 
potential threats and 
vulnerabilities01

03 Establish a Response Plan
Define roles, responsibilities, and actions 
for handling emergencies

02
Conduct a Business Impact Analysis (BIA)
Determine critical processes and the 
impact of disruptions on business 
operations.

06 Monitor, Evolve & Maintain
Regular monitoring of incidents, 
managing incidents and ensuring 
BCMS remains current, complete & 
accurate.  

05 Train, Enhance, Test & Review
Ensure all staff know the plans 
and their roles and update the 
plans based on lessons learned

04 Develop a Strategy 
Create plans to maintain and recover 
operations during disruptions
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Business Continuity 
Management system
Step 1: Risk Assessment



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.““Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Types of Risks

Operational

FinancialHazard

Strategic

› Standard requirements compliance
› Operational Controls
› Poor Capacity management
› Supply Chain Issues
› Employee Issues include fraud
› Bribery and Corruption
› Human factors
› Technology features

› Demand Shortfall
› Customer retention
› Integration problems
› Pricing pressure
› Regulation

› Debt and interest rates
› Poor Financial management
› Asset losses
› Business reputation
› Accounting problems

› Macroeconomic
› Political Issues
› Legal compliance Issues
› Terrorism
› Natural disasters



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Risk Mitigation

Methods of Risk Identification (GUIDE doc. no. 2770)
Methods of Opportunity Identification (GUIDE doc. 2769)
Risk Ranking Criteria (GUIDE doc. no. 2801)
Reviewed annually
Residual Risk 

14

Risk Mitigation Strategies
Five ways of mitigating risk
1. Fix the risk immediately 
2. Risk can be set as a KPI for a department
3. Risk can be set as a strategy
4. Transfer the risk to a third party
5. Accept the risk due to cost vs risk

Terminate

Treat

Tolerate 
(Accept)

Fix the risk 
immediately

Consequences

Likelihood

Transfer

0

This graph shows 
the likelihood and 
impact of risk on 
SMSA and the 
strategy which 

SMSA might opt to 
manage the risk.
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GUIDE doc. no. 2801
Risk Ranking Criteria 

Risk Ranking Criteria
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Requirements are that departmental risks 
need to be identified 

Using the GUIDE documents they 
will be uploaded on the Business 
Continuity Management System

Part of the ISO 9001:2015 requirements all risks have 
been identified using the SMSA risk ranking criteria 

and are on the system including residual risks

Step One: Risk Assessment
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Business Continuity Management  System 
(Risk)

Once inside the risks section the 
risk assessment tab is press in order to add the risks for the 

department from the GUIDE documents
(shown on the next slide)Note:

Until system is fully implemented by departments the risk will be stored 
both on the GUIDE as well as the Business continuity management system

Once the risks have been added from 
the next screen they will appear in this 

section

1 Once Signed in to the system the risks tab is pressed

2

3



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.““Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Business Continuity Management  System 
(Risk)

Manual entry from the GUIDE document of the risks of the department needs to be entered here1

From the risks criteria identify the severity and probability2

Actions to mitigate the risks will be entered here again from the GUIDE document3

Residual risks will be identified once mitigations are carried out as per business needs 4
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Business Continuity Management  System 
(Risk)

All risks that have been identified will appear on the risk register with the owner, risk rating and residual risk 1

Risk ranking would be calculated automatically by the system based on the severity and probability selected by department 2
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Business Continuity Management  System 
(Threat / Risk Assessment)

All threats that have been identified will appear in the section1

Press this to add/ update new threat for the department2
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Business Continuity Management  System 
(Threat / Risk Assessment)

The department details must be updated in this section1

Department responsibility can be 
added in this section

2

Threats category are predefined in extensive threat library on 
system selected the threats applicable to the department/ 

processes  

3

Threat score is calculated automatically by the system based on 
department inputs

4
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Business Continuity Management  System 
(Threat / Risk Assessment)

Weight is calculated base on the 
inputs for likelihood inputs

1

Likelihood & inputs of the threat must be identified in this section, along with the 
mitigation control & the brief description of mitigation action

2
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Business Continuity Management  System 
(Threat / Risk Assessment)

This section shows the heat map 
based on the threats identified 
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Business Continuity Management  System 
(Threat / Risk Assessment)
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Vital records required
(Forms, SOP’s & Work Instructions)

Equipment's required
(Forklifts, PDA, Laptops, CPU, 
Generator, Server, etc.)

Vendors required
(Vendors for vehicle, Fire system, Stationary, 
IT hardware & software etc.)

Impacts
(Based on impact 
criticality matrix)

Staffing & Locations
Normal conditions & disaster 

conditions)

Upstream & Downstream 
processes
(A department’s reliant on previous 
process is upstream. A department’s 
next step of a process is downstream 
i.e. Dependency on another process)

Applications
(Microsoft Office, CORE, SPOTS, 
MRM Infinity, Siebel, Logistas, 
E-Inspections, STAX etc.

‘

Business Impact Analysis
(BIA) is a management level assessment used to identify departments and processes 
critical to SMSA that would be significantly impacted during a business disruption. 



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Business Impact Analysis (BIA)
SMSA has taken a process-based BIA approach. Here we evaluate the impact of disruptions on specific business 

processes, helping identify which processes are critical and how their downtime affects overall operations for the 
department (Examples)

Order Processing

Process: Handling customer 
orders from placement to 
fulfillment.

Impact of Disruption: 
Delayed shipments, customer 
dissatisfaction, potential loss 
of sales, and backlog of 
orders.

Customer Service

Process: Responding to 
customer inquiries and 
resolving issues.

Impact of Disruption: 
Decreased customer 
satisfaction, loss of customer 
trust, increased complaint 
resolution time, and potential 
damage to reputation.

Transportation and Delivery

Process: Coordinating the 
transportation and delivery 
of shipments to customers.

Impact of Disruption: Missed 
delivery deadlines, increased 
transportation costs, 
customer dissatisfaction, and 
potential loss of business.
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 Keep the BIA current and 
integrate it into the 
Business Continuity Plan 
(BCP)

Update regularly

Step 08

 BIA report generated by 
system must be sent for 
approval to department 
head

Document everything & 
approve

Step 07

 Rank processes by 
importance & impact 
(Done automatically by 
the system)

Prioritize processes based 
on criticality  

Step 06 Step 05

 Applications, upstream, 
downstream, staffing, 
locations, equipment's, 
vendors & records

 List all needed resources

Identify dependencies

 Identify and finalize the 
department in SMSA 
ready for Business 
Continuity Plan (BCP)

Set the scope

Step 01

 Identify and list all 
processes for the 
department

 Assign team / Subject 
Matter Experts (SME) 
from the department to 
assist in BIA 

Gather Info

Step 02

o RTO: Max acceptable 
downtime

o RPO: Max acceptable 
data loss 

Set recovery goals

Step 04Step 03

 Ask what is the worst 
that can happen and 
analyze impacts

 Documents impacts 
change over time (Using 
impact criticality matrix) 

Prioritize business 
objectives 

Steps to Conduct Business Impact 
Analysis 
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Impacts Criticality Matrix
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Impacts Criticality Matrix
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Business Continuity Management  System 
(Business Impact Analysis)

1 As we login the system this page opens

2 As we login the system 
this page opens

3
This tab shows any 

action that are overdue 
(Approval, review etc.)

4 This tab shows any BIA’s 
ready for review

This tab shows any 
expired BC plans for the 

Dept.

5 This tab shows any 
unmitigated risks the 

requires update 

6 7 This tab shows any BC 
incidents raised by the 

dept.

8 System has integrated 
fusion charts that 

displays stats
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Business Continuity Management  System 
(Business Impact Analysis)

1

Press on this button to add all the Dept processes on the system 2

Press on create BIA for the Dept.
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Business Continuity Management  System 
(Business Impact Analysis)

1 As we login the system 
this page opens

1 Press this to create a 
new BIA

Name the BIA as per 
Dept/section

2 Assign the department3 Update date can be assigned 
depending on business needs.

(Every 3 months, 6 months, whenever 
change made to dept/process)

4
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Business Continuity Management  System 
(Business Impact Analysis)

1

Press & add a new process for the Dept.2

Once BIA created  link all the processes to the 
BIA for the dept.
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Business Continuity Management  System 
(Business Impact Analysis)

1 Maintain on the process 
description (Short)

2 Assign RTO for the process

3 Assign the processes to 
responsible staff

4 This will be calculated by the 
system once the impacts 

section is filled in.
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Business Continuity Management  System 
(Business Impact Analysis)

1 Press here to fill in the inputs based on impact/criticality matrix

Pressing this makes the fields editable2
3 This is quantitative financial loss impact in Dollars $.

This is quantitative financial loss impact4
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Business Continuity Management  System 
(Business Impact Analysis)

1 Press this section to add the upstream & downstream dependency (if any)
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Business Continuity Management  System 
(Business Impact Analysis)

1 Press this to add applications required to run the process

2 Assign RTO to each applications 3 Assign MTPD as per business needs
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RPO, RTO & MTPD

01 Recovery Point Objectives (RPO)

The maximum amount of data loss your 
business can tolerate. 

Example: If RPO is 2 hours, you can lose up to 
2 hours of data without major issues.

02 Recovery Time Objectives (RTO)

The maximum time it should take to restore 
operations after a disruption.

Example: If RTO is 4 hours, your systems 
need to be back up and running within 4 
hours.

03 Maximum Tolerable Period of 
Disruption (MTPD)

The longest time your business can be non-
operational before it faces severe 
consequences. 

Example: If MTPD is 24 hours, your business 
can only be down for 24 hours before it 
causes serious damage.

RPO helps you understand how much data you can afford to lose.

RTO helps you plan how quickly you need to recover.

MTPD tells you the absolute limit for downtime before the business is seriously affected.

RTO & RPO should be less than or equal to MTPD.

Done in seconds, minutes, hours, days and weeks
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RPO vs. RTO

Weeks

Days

Hours

Minutes

Sec

Time Before Event 

Recovery Point Objective (RPO)
How much data loss can be tolerated?
is a measure of the maximum tolerable amount of data that 
the business can afford to lose during a disaster. RPO is useful 
for determining how often to perform data backups.

Co
st

Disaster 
Event

Weeks

Days

Hours

Minutes

Sec

Time After Event 

Recovery Time Objective (RTO)
How fast do we need to recover?

is a metric that defines the time to recover your IT 
infrastructure and services following a disaster to ensure 

business continuity.



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

The cost per 
Hour of outage

The importance and 
priority of individual 
systems.

Steps required to recover from 
a disaster (including individual 
components and processes)

Available Budget
& Resources

SLA 
Requirements

Cost of 
Lost Data

The maximum 
tolerable amount of 
data loss that SMSA 

can sustain

Decision Factors RPO & RTO
Realistic RTO and RPO goals serve as a basis for a solid disaster recovery plan that 

guarantees business continuity. To calculate RPO & RTO consider the following 
factors:
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Business Continuity Management  System 
(Business Impact Analysis)

1 Press on location
2 Press this button to add 

locations for the process

3 This section add the assigned 
process location

4 This section assign number of 
staff required to run the process

5 This section add backup 
locations

(to be used in case of disaster 
– if any)
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Business Continuity Management  System 
(Business Impact Analysis)

1 Press on Staffing

3 Add member of staff

2 Press this button to add 
staffing under normal 
condition & disaster 

condition

4 Add minimum number of staff required to run 
the process (critical)
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Business Continuity Management  System 
(Business Impact Analysis)

1 Press to enter vendor details section

2 Press this to edit the 
vendors section

3 Press here to add any vendors for 
the process

4 Add vendors here 5 Add brief description of the 
vendor service

6 Add RTO for this vendor



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.““Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Business Continuity Management  System 
(Business Impact Analysis)

1 Press to enter equipment

2 Press this to add equipment required to 
run the process

3 Add equipment name here 4 Add the total QTY required to 
run normal business

5 Add the number of equipment required in 
disaster situations 
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Business Continuity Management  System 
(Business Impact Analysis)

1 Press to enter vital records section

2 Press this to add vital records for the process

3 Upload & link the vital records to the process 
(SOP, WI, forms, etc.)

4 Select type of records
(Documents, map, etc..)

5 Enter location of the vital record as to 
where to get the latest version from
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After approval, BIA report is ready for viewing & communication.  Can be downloaded as PDF.

Business Continuity Management  System 
(Business Impact Analysis)

1 The report will be customized to 
department owners & their team 

members
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Step Three: Establish Response Plan
Business Continuity Plan (BCP) consist of 
critical information that SMSA needs to 
continue operating during the an unplanned 
event. The BCP consist of
• Identify critical function of the business
• Identify systems
• Identify processes
Which needs to sustained and maintained

Each critical process that has been identified 
based on the Business Impact Analysis (BIA) 
will need to have a action plan for recovery. 

Term used on the Business continuity
management system for the recovery action is
known as a “task”

(Each person given a job to complete is 
known as a task)
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Best Practice To Design & Implement

01

02

03

04

Identify teams for recovery

Team classified as
• Facility Manager (Decision Maker)
• BC champions (First Line of Defence)
• Recovery Team (Ensures Recovery Point Objectives are 

met and services are resumed)

Roles and Responsibilities (defined as per BC governance 
procedure Doc# 8244):
• Facility Managers make decisions.
• BC champions act immediately and manage recovery efforts 

during disruptions.
• Recovery Teams ensure quick restoration of services

Steps for Recovery Actions:
• Assess the situation
• Declare if it's a disaster
• Respond to the situation
• Begin recovery actions
• Resume normal operations

Communication in Emergencies:
• Identify who needs to be informed and when
• Use ALERTMEDIA (Mass Communication System) to send 

SMS. E-mails and make calls to the right people
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Business Continuity Management System
Teams Structure

Managing Director

Response Teams
(Facility/Department)

BC Champions
(One team dedicated for 
SMSA’s BC performance)

BC Management 
Representative
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Plan Types

Crisis Management 
Plan

Application Recovery 
PlanBusiness Continuity

Plan

Emergency 
Response Plan

Data Center 
Recovery Plan

B

C P

 Immediate reaction and 
response to an emergency 
situation

 Focus on ensuring life & safety. 
Reducing severity of the 
incidents

 Components - location, recovery 
teams & procedures for initial 
response to a disruption

Example: If a fire breaks out in a 
warehouse, the emergency plan 
tells everyone what to do—like 
where to evacuate, who to call, and 
how to stay safe.

 Focus on the restoration 
of hardware and 
applications

 Components - hardware, 
applications 
dependencies

 Resources- vendors, 
equipment & locations

Example: If the data centre 
goes down due to a power 
failure, the plan includes 
steps like switching to 
backup power, restoring data 
from backups, and bringing 
systems back online.

 Overall coordination of 
response to a crisis in an 
effective timely manner

 Goal is to avoid or minimize 
damage to SMSA profitability, 
reputation & ability to operate

 Components - call trees, 
recovery teams & policies

Example: If a major security 
breach occurs, the plan outlines 
who to contact, how to 
communicate with stakeholders, 
and the steps to contain and 
resolve the crisis. 

 Focus on critical processes & 
the steps to recover business 
from disruption

 Collection of procedures on 
critical processes & info for 
use in a disruption

 Components- teams & 
recovery tasks, call trees, 
dependency, applications, 
vendors, etc

Example: If a system goes 
down, the BCP outlines steps to 
restore operations quickly, like 
switching to backup systems, 
contacting key personnel, and 
resuming services.

 Restoration of business 
system software & critical 
applications

 Collects info on applications 
including upstream & 
downstream dependencies

 Components- teams & 
recovery tasks, call trees, 
dependency, applications, 
vendors, etc

Example: If a key logistics app 
goes down, the plan outlines 
how to recover the application, 
restore data, and get it back 
online quickly.
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1

Business Continuity Management  System 
(Design And Implement)

1 Select plan to open this page

2 Press this to add a new BC 
plan3 Enter plan name here

4 Select plan type
(automatic selection to BCP)

Option to add departmental plans

5 This is calculated automatically based 
on BIA for the Dept.

6 Assign authorized person to edit the 
plan
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Business Continuity Management  System 
(Design And Implement)

Select & add department here

Once the plan is added, this page will appears

Select & add location here

You can attach any forms, WI (Existing BC plans 
here) 

and not mandatory
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Step 4: Recovery Strategies
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3

Business Continuity Management  System 
(Recovery Strategies)

1 In this section you will be able to select the recovery 
team

2 Click here to add a recovery team

3 This section you can define the notification/Call hierarchy 

4 Press this button to add a tree
(System will initiate call/SMS 

based on the call tree identified 
here) 
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Business Continuity Management  System 
(Recovery Strategies)

Once you press add team in the previous page, this page opens

2 You can select the teams as required  (based on business)

3 You can then save the team and 
they will be notified by email of 

their assignment

1



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.““Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Business Continuity Management  System 
(Recovery Strategies)

This section you will be able to 
document high level step for 

recovery 
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Business Continuity Management  System 
(Recovery Strategies)

In the task section of the process you must document stepwise 
recovery for various scenarios

(Key to planning is to keep the plan as simple as possible)

1

Here you add a task & name (heading) 2

Here you describe 
the task in simple 

terms

3

Here you assign a staff 
for the task

4

Here you identify the 
timeline for this task 

to complete

5
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Recovery Strategy means to restore business to minimum level following disruption and are prioritize 
by the Recovery Time Objectives (RTO) developed during the business impact analysis

This is a high level management decision which is time bound

Loss of location
Loss of staff

Loss of technology
Loss of vendors Loss of location options

Transfer work to alternative sites
Work from home

No strategy available

Loss of staff options
Transfer work to vendor

Transfer work to alternative sites
Train different staff

No strategy available

Step Four: Recovery Strategy
There are four loss scenarios

Loss of technology options
Transfer work to vendor

Use alternative applications
Implement manual work around

No strategy available

Loss of vendor options
Transfer work to alternative vendor

Transfer work to internal team
No strategy available

“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“
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Methods & Techniques to Identify Solutions

Diversification
What It Is: Spread activities and resources across multiple locations.
Example: Operating several warehouses so if one is disrupted, others 
can continue working.
When to Use: To reduce risk by not putting all resources in one place.

Replication (Hot site)
What It Is: A fully operational duplicate site ready 
to take over immediately.
Example: A mirror data centre in another location 
that can take over if the main one fails.
When to Use: For the fastest recovery with 
minimal downtime, though it's more expensive.

Standby (Warm site)
What It Is: A backup location that’s partially 
ready and can be fully operational quickly.
Example: A secondary office that can be 
activated if the main office is down.
When to Use: When you need a quick but 
cost-effective recovery option.

Post-incident acquisition
What It Is: Buy necessary resources 
after a disruption occurs.
Example: Purchasing new equipment 
only after a fire damages the existing 
one.
When to Use: If resources are too 
expensive or difficult to store in 
advance.

Do Nothing
What It Is: Wait until after an incident to 
decide what to do.
Example: Not having a backup plan and 
dealing with the situation as it happens.
When to Use: If pre-planning is too costly 
or impractical, but it carries more risk.
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Business Continuity Management  System 
(Recovery Strategies)

Press this to select a strategy



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.““Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Business Continuity Management  System 
(Recovery Strategies)

Select a time frame up to which this 
strategy is viable
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Business Continuity Management  System 
(Recovery Strategies)

Select the strategy type here from dropdown1

Add strategy details (Short summery steps)2

Link the relevant processes of the dept to the 
strategy

3
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Business Continuity Management  System 
(Recovery Strategies)

Select the strategy type here from dropdown1

Add strategy details (Short summery steps)2

Link the relevant processes of the dept to the 
strategy

3
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Business Continuity Management  System 
(Recovery Strategies)

Select the strategy type here from dropdown1

Add strategy details (Short summery steps)2

Link the relevant processes of the dept to the 
strategy

3
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Training, Exercise, Testing & Review 
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Why This Training is Crucial

Preparedness:
Ensures all staff are ready to act in case of disruptions

Efficiency:
Reduces confusion and delays during critical moments

Confidence:
Empowers you to take the right actions swiftly

Key Components:
you will be trained on the different parts of the plan, including 

risk assessment, recovery tasks, emergency response, recovery 
strategies, and communication plans

Your Role in BCMS:
Each department and individual has a unique role that 

contributes to the overall plan

Role Clarity:
Detailed guidelines on what is expected from you during 
different types of disruptions
Teamwork:
How your role connects with others to ensure seamless 
continuity
Scenario-Based Drills:
you will have to participate in real-life simulations that mimic 
potential disruptions
Role-Specific Exercises:
Focus on tasks and actions specific to your position

Review and Feedback:
After each drill, we’ll review what went well and where 
improvements are needed
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Find Gaps and Improve: Identify any missing or outdated 
information and find areas where improvements are needed.
Why It Matters: Make sure your resources are adequate, available, 
and capable when a disruption occurs.

Prove It Works: A Business Continuity Plan isn't reliable until it's tested.
Why It Matters: You can’t know if your plan is effective unless you put it into practice.

Check Procedures: Ensure that the steps in the BCP are still relevant, 
current, and correct.
Why It Matters: Things change—procedures need to be up-to-date to be 
useful.

Boost Competency: Enhance the skills and readiness of those responsible 
for responding to and recovering from incidents.
Why It Matters: The right people need to know what to do and when to 
do it.

Validate Your Solutions: Confirm that the business continuity solutions are effective.
Why It Matters: Testing isn’t a one-time thing—regular exercises ensure ongoing 
preparedness.

Step Five: Aim of Exercise/ Testing
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Tabletop check
A low-risk, offline review where you simply talk through the plan. 
Example: The plan owner and the plan participants discuss whether the plan makes 
sense, similar to reviewing a document.

Step Five: Methods of Exercise and Testing Of 
Business Continuity Management System

Plan walk-through
A step-by-step review of the plan's actions, but without actually performing them.
Example: Team members discuss each step of the plan to ensure it logically follows and is 
easy to understand.

Functional –Most Common
A simulation where you mock-up a realistic scenario and see how the plan works. 
Example: Teams run through a scenario like a system outage, practicing how they would 
respond and ensuring everything fits together.

Location Testing 
Testing specific parts of the plan in real locations, outside the meeting room. 
Example: Testing the backup generator at a secondary site to ensure it works when 
needed.

Full Test
A complete, real-time test where normal business is paused to fully run through the plan. 
Example: Shutting down the main system to see if the team can bring the backup online 
within the required timeframe.



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Initiator

Create new 
exercise

BC/ Incident Mngr

Change status of 
objectives as 

required

BC/ Incident Mngr

Start the exercise

BC/ Incident Mngr

Select type & 
exercise 

components 

Portal User/ Participants

Access the task 
section for 
recovery 

objectives

BC/ Incident Mngr

Monitor issues & 
open action items 

if required

Portal User/ Participants

Update the action 
status

Exercise/ test 
scheduled

Type of Exercises-
Functional
Full scale
Location
Notification
Plan
Tabletop
Third Party

* Components include –
Processes, Applications, Plans
Locations, Vendors

Portal User/ Participants

Login to portal

BC/ Incident Mngr

Verify & close the 
incident

Conduct a BC Exercise

Exercise/ test 
created

Selection 
completed

Status 
updated

Exercise 
started

Login 
successful

Action 
updated

On-going 
monitoring

Exercise 
Report ready

Recovery 
Objectives 
completed

Auto email 
notification sent  

participants

Auto email 
notification sent  

participants



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Press this button to access EXERCISE page

Press this button to add a new exercise

List of exercises with status appears in this section Exercise completion status in % appears 
here for BC Manager to monitor

1

2

43

Business Continuity Management  System 
(Exercise & Testing)
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Update EXERCISE title here Select the responsible 
person on-ground for the 
exercise

2

1

4

3

Select EXERCISE type Select the start & end date 
and time of the exercise

Business Continuity Management  System 
(Exercise & Testing)
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Select participants 
for the exercise

Once info filled-in, 
press SAVE exercise

2

1

3

Select the components for exercise. 
Best practice to run your process 
recovery  exercises, it covers all aspects

Business Continuity Management  System 
(Exercise & Testing)
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This section gives brief 
details of the exercise:
Type, Dept. responsible

Press START NOW 
to start the  exercise

1

2

Business Continuity Management  System 
(Exercise & Testing)
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This section shows the status of the exercise

The progress bar shows the completion % 
based on tasks assigned

2

4

3

User can press EDIT in this section to update the action here

Portal login

1

Business Continuity Management  System 
(Exercise & Testing)
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Participant can update the comments after taking 
the necessary action as described in this field 

Status can be updated here

1

3

2

Issues identified can be raised by pressing this button

Business Continuity Management  System 
(Exercise & Testing)
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Status can be updated here

2

Business Continuity Management  System 
(Exercise & Testing)
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The BC Manager can monitor & update 
the objectives by pressing this section1

Status can be updated 
by BC Manager directly

2

Click this to open & show 
the details of the objective

3

Business Continuity Management  System 
(Exercise & Testing)
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The BC Manager can monitor 
the time of the exercise1

This section shows the completion 
status in percentage

2

Business Continuity Management  System 
(Exercise & Testing)
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Objective details appear here1

Any issues raised by the 
portal user will be visible 
here

2

Business Continuity Management  System 
(Exercise & Testing)



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Status of the tasks/ objective 
appears here

3

In dashboard section, the BC Manager can 
view status of completed tasks/ objectives

2

Time elapsed for the exercise  shown here1

Business Continuity Management  System 
(Exercise & Testing)



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

By pressing this tab, the BC Manager 
can view all the logs of the system1

Shows who and what was updated 
on the system during the exercise

2

Business Continuity Management  System 
(Exercise & Testing)
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Comments count seen in task level 
to be referred to by BC Manager to 
raise issues and action items

1

Business Continuity Management  System 
(Exercise & Testing)
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At the bottom of the webpage, issues can be added (if any) 
that has been identified during the recovery / response1

Business Continuity Management  System 
(Exercise & Testing)
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BC user

1 Issues are visible by pressing the “Issues” tab

2 All issues raised during the incident will appear here  

Business Continuity Management  System 
(Exercise & Testing)
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1 Action items can be opened for any issues identified to be addressed  

2 List of action items appear here

3 Status of the action item is visible here

Business Continuity Management  System 
(Exercise & Testing)
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Business Continuity Management  System 
(Exercise And Testing )

All issues identified during the exercises 
will be listed here

1

Press this to view /add identified exercise 
issues

2

Once the exercise is completed
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Business Continuity Management  System 
(Exercise And Testing )

Write brief description of the issue 

Identify the owner

Add subject /tittle of the exercise 

Label the issue 
Save and an email/notification would be 

sent owners of the plan BIA for action
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STEP 2 : Sign in to BCM using login & password provided by QRM

mnifraz

Business Continuity Management  System 
(Exercise And Testing )

This is managed by BC 
Managers (QRM)
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Business Continuity Management  System 
(Exercise And Testing )

You can view all your 
entered data in one 

place
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Business Continuity Management  System 
(Dependence Map)

Pressing this would show you the dependence map 
for the process /dept/section of the business 
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Step 6: Monitor, Maintain and Evolve 
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Business Continuity 
plan change 

management

1 432

Business Continuity 
plan testing

Business Continuity 
plan training

Business Continuity 
plan audit

Step Six: Monitor, Maintain and Evolve
The main objective of this stage is to ensure that the BCMS always remains current, complete, accurate 

and in a ready–state for execution
To achieve its objective, the maintenance stage employs the processes below

Business 
Continuity 

plan changes

People Change

Process Change

Resource Change
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BCMS 
Maintenance 

Plan
Operations 

Resumptions 
planning

Exercising
Testing

Business
Impact

Analysis

Risk 
Assessment

Continuity 
Strategy 

development

Business Continuity plan 
validated

Continuity Strategy
Critical resources
Alternate service
Recovery Method

Threat Analysis
Risk exposure

Threat scenario

Business continuity 
procedure

Essential processes 
Recovery time 

Resource requirements

Phase 1

Phase 2Phase 4

Phase 5

Phase 6

Phase 3

Phase 1
Deliverables

Phase 4
Deliverables

Phase 5
Deliverables

Phase 3
Deliverables

Phase 2
Deliverables

Evaluate 
Testing 
Results

Monitor Changes and 
re-evaluate impacts

Monitor Changes and 
re-evaluate risks

Monitor Changes and 
re-evaluate strategy

Plan update

360
Overview
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Register a BC Incident

Initiator

Register BC 
incident

BC/ Incident Mngr

Close the incident

BC/ Incident Mngr

Declare the 
incident

BC/ Incident Mngr

Assess the 
incident

Portal User/ Participants

Access the task
section for 
recovery

BC/ Incident Mngr

Monitor issues & 
open action items 

if required

Portal User/ Participants

Update the action 
status

Incident 
occurs

Auto email 
notification sent BC 
Incident Manager  

& Initiator

Assessment 
questionnaire to 

be completed

* May change the incident 
type as deemed necessary

No further 
action 

required

Portal User/ Participants

Login to portal

* Assign to employee/ dept 
head 

Auto email 
notification sent 

to identified 
personnel

* Update comments If 
required

BC/ Incident Mngr

Verify & close the 
incident

* Add comments and root 
cause & any additional issues 

identified

Auto email 
notification sent 

concerned participant

Incident 
registered

Assessment  
completed

Login 
successful

Tasks 
completed

Action 
updated

Issues 
resolved

Incident 
Report ready

Incident 
declared

System 
updated
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Business Continuity Management  System 
(BC Incident Management)

Enter User login & password1

Click “Login” button2
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Business Continuity Management  System 
(BC Incident Management)

Put Incident Title here

Give a brief description of the incident

Select Incident Type

Select component affected due to incident

Attach any evidence, request, photos that might help 
the assessor to understand the severity of the incident

1

5

2

4

3
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Business Continuity Management  System 
(BC Incident Management)

Notification for successful submission of incident1
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Business Continuity Management  System 
(BC Incident Management)

The BC Manager must assess the 
incident by pressing this button
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Business Continuity Management  System 
(BC Incident Management)

Questions are pre-loaded on the system based 
on the type of incident, BC Manager would fill 
this in 

1

Once assessment is done, 
click “Declare Incident”2
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Business Continuity Management  System 
(BC Incident Management)

Identify a person on-floor to monitor 
and manage the incident. This person 
reports directly to the BC Manager

Team selection is not required. This function is for 
one stand-alone team dedicated to BC SMSA-wide

Not mandatory

These can be changed by BC Manager

1

2

4

3
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Business Continuity Management  System 
(BC Incident Management)

Once incident is declared, these buttons appear1

Based on the selected component at the beginning 
of the incident reporting, the objectives for recovery 
appear here

2

Selection of participant/ status of the component 
can be done from here by the BC Manager

3
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Business Continuity Management  System 
(BC Incident Management)

Timer starts as soon as 
the incident is declared

1

This bar shows the completion percentage of the tasks assigned2
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Business Continuity Management  System 
(BC Incident Management)

Enter User login & password1

Click “Login” button2
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Business Continuity Management  System 
(BC Incident Management)

Portal login1

Objective for recovery visible here 2

Click  on “Edit” 
to see details 

3
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Business Continuity Management  System 
(BC Incident Management)

Actions can be seen 
here on what to do

1

Update the start & end time2
Status can be updated –

• On the go
• Completed
• In-progress
• Waiting for someone

3

Status can be changed here upon taking complete action  4

Update any comments here5
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Business Continuity Management  System 
(BC Incident Management)

At the bottom of the webpage, issues can be viewed (if 
any) that we identified during the recovery / response1
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Business Continuity Management  System 
(BC Incident Management)

1 Action items can be opened for any issues identified to be addressed  

2 List of action items appear here

3 Status of the action item is visible here
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Business Continuity Management  System 
(BC Incident Management)

BC user

1 Issues are visible by pressing the “Issues” tab

2 All issues raised during the incident will appear here  
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Business Continuity Management  System 
(BC Incident Management)

1 Action items must be assigned to the relevant user

2 Specify the due date, priority, and work flow status

3 Details of the action items must be updated such that 
the assigned person understands & acts accordingly 

* Can be closed by BC user only
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Business Continuity Management  System 
(BC Incident Management)

Status of the action once 
completed can be changed from 
here



“Copyrights: All rights are reserved, no part of this presentation can be reproduced or copied by any means except with written permission from SMSA.“

Business Continuity Management  System 
(BC Incident Management)

3

List of expenses will appear here 
to keep track of expenses

2

Click here to add expenses

1

Any expenses incurred during 
the action items/ fixing the issue 
can be updated in this section
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Business Continuity Management  System 
(BC Incident Management)

Once the recovery/ response is done, the incident can be closed

4

Update closing time here

5

1

2

3 Update closure comments here

Identify root cause of the incident here

Any issues raised previously will appear here

6

Click here to submit 
& close the incident
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Business Continuity Management  System 
(BC Incident Management)

This section shows the summary of all issues raised, either for exercise or incident1
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› Maintains Order: Ensures everyone knows their role and what to do

› Minimizes Confusion: Clear instructions prevent mistakes during a crisis.

› Ensures Safety: Keeps all staff informed about potential risks and actions 
to take

Importance of Communication in 
Business Continuity:

Communication

› Speeds Up Recovery: Quick and accurate information helps resolve issues 
faster.
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Communication Management in 
Business Continuity

1. Know Who to Contact
Emergency Contacts: 
Key people to reach out to immediately.
Team Members: 
Stay connected with your different teams during crisis/disaster.

2. What to Communicate
Report Issues: 

Immediately share any disruptions or risks.
Provide Updates: 

Keep everyone informed as the situation 

3. How to Communicate
Alert Media System: 
Use one stop system for SMS, voice calls, and emails for all communication during emergencies 
Backup Methods:
Be aware of alternative communication channels.
Be Clear:
Use simple and direct language. (Use standardized templates on Alert media)

4. When to Communicate
Immediately: 

Act as soon as you detect a problem.
Regularly: 

Keep the information flowing at all times.
After the Event: 

Share your experience and feedback during debriefs.
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Business Continuity Management  System 
(BC Communication Management)

Enter User login & password1
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Business Continuity Management  System 
(BC Communication Management)

Input the OTP received in SMS on 
registered mobile number via 
authorized caller ID (ALRTMEDIASA)  
to gain access to system.

1
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Business Continuity Management  System 
(BC Communication Management)

New notification can be created and sent via SMS, email, voice 
call during emergencies/tests 

1

This shows incidents and threats on map (Currently 
limited to US). We don’t use this.2

These show any incoming messages and event 
notifications status.3

Standard message templates can be created and 
saved – these can be used to send quick notifications 
via SMS, email and voice during emergencies/tests.

4

Shows live threats in the country like tornado, storm 
etc. (Currently limited to US )We don’t use this.

5
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Business Continuity Management  System 
(BC Communication Management)

You can schedule automatic recurring notifications via SMS, 
email and voice call e.g. – schedule equipment's checks, 
maintainance reminder, BIA update etc.

1
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Business Continuity Management  System 
(BC Communication Management)

Various types of templates can be created and saved depending 
on the scenarios and emergency situations.

1
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Business Continuity Management  System 
(BC Communication Management)

Select template name1

Select type of notification to be sent2

Select how you want to send the notification3
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Business Continuity Management  System 
(BC Communication Management)

You can customize the message 
notification template to be sent during 
emergencies/tests. Text limited to 282 
characters

1
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Business Continuity Management  System 
(BC Communication Management)

You can select the recipients 
individually or as groups- predefined 
for you on the system

1
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Business Continuity Management  System 
(BC Communication Management)

Notification delivery status can be tracked on the system1
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Comparison ISO 22301  vs. BCIC System 
BCIC System

Module Name
ISO 22301:2019

Requirements
• Section 4    Context of the Organization
• Section 5    Leadership
• Section 6    Planning
• Section 7    Support
• Section 7.1 Resources

• Section 8     Communication
• Section 8.2.2 BIA
• Section 8.2.3 Risk Assessment

• Section 8.4  BC Plans & Procedure
• Section 7.4 & 8.4.3 Warning & Communication
• ISO 22361:2023 Security & Resilience – Crisis 

Mngt.

• Resources > Vital Records > Policies
• Plans > Teams > Roles

• BIA
• Risk Assessment

• Plans > Plan Types
• Plans > Teams
• Incident Management
• ALERTMEDIA > Mass Notifications

• Section 6    Planning
• Section 7    Support
• Section 7.2 Competence
• Section 7.3 Awareness
• Section 7.4 Communication

• Organization
• Training & Awareness > Skills & 

Competencies

• Section 8.3 BC Strategy & Solutions • Plans > Templates 
• Risk Management > Risk Treatments

• Tests/ Exercises > Exercise Types
• Tests/ Exercises > Exercise Scheduling & 

Execution

• Section 8.5 Exercise Programs
• Section 9    Performance Evaluation
• Section 10  Continual Improvement
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Questi  ns
Any 
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Thank You! QRM Contact Numbers

Security & Risk
Abdullah Al Enazi: +966 50 444 1348
Quality Reports
Marwan Siddiq: +966 53 761 1405
GUIDE and Mapping, EHS, TAPA, BCMS, 
CMS, CPMS, ISMS & QMS
Altamush Khan: +966 56 731 2568

QRM Email Addresses
quality.qrm@smsaexpress.com
security.qrm@smsaexpress.com
tellus@smsaexpress.com


