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	Access Security Policy
Owner/ Department: IBU-BAH, ADM



	Brief
	SMSA, as part of their security guidelines regulates access to areas / departments for their employees. 

	Purpose
	This policy defines area / department access control granted to employee positions within the organization (Cards/ Keys). ensuring the safety and security of personnel, inventory, and equipment. And aims to prevent unauthorized access.

	Persons Affected
	All employees of SMSA Bahrain 

	Responsibilities
	Human Resource and Admin. Dept. 
· To have the password documented or request access as received from DH but will not approve/ grant any access.
· File all the Card request Forms at his/her end.

STL/Admin in Charge:

· All Access requests are subjected to an approval criteria from STL end.
· To Proceed will with access card process only after receiving an email from Department heads / HR End.  
· Share copy of Access Card acknowledgment form with HR.
· Regularly review and update access permissions for all personnel based on their roles and responsibilities.
Security Officer:
· Monitor access points and report unauthorized entry.
· Inform the STL with necessary Employees entry without using their access cards to certain areas



	General
	Any exception to this policy must be approved by the Country General Manager.
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