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	Disaster Recovery Procedure - SDC
Owner/ Department: IT & SDC



	Brief 
	In cases of emergency or unforeseen events such as fire, power outage, etc., SMSA Express has prepared a plan of action to ensure the continuity of the business in SDC Operations.

	Purpose 
	SMSA Express ensures that the SDC operation/ business are not disrupted from any emergency or unforeseen events. This procedure establishes the specific actions to be taken & identify authorities and responsibilities when such events occur.

	Responsibilities
	Emergency Response Team is composed of the, IT Infrastructure Supervisor, who will act as the Disaster Recovery Controller; SDC Manager, SDC Supervisors, Senior System Programmer, & IT System Administrator.

	Detailed Procedure/Steps

























	Activation of Emergency Response Team
When an incident (such as fire, power outage, etc.) occurs at the SDC office, the Emergency Response Team (ERT) must be activated.  The ERT will decide on extent to which the Disaster Recovery Procedure (DRP) must be invoked. All employees must be issued a Quick Reference Card containing ERT contact details, which can be used in the event of a disaster.  Responsibilities of the ERT are:
· To respond immediately to a potential disaster and call emergency services;
· To assess the extent of the disaster and its impact on the business, data center, etc.;
· To establish and manage disaster recovery team to maintain vital services and return to normal operation;
· To ensure employees are notified and allocate responsibilities and activities as required.

Recovery of SDC System (Primary to Backup)
Following are the activities to be performed for SDC System
· Verify the network accessibility of Secondary Site (SMSA Jeddah Regional Office)
· Update DNS Record to point the hostname to Secondary SDC System IP Address
· Verify if the changes updated and system is accessible.

Adequate Availability of other IT Equipment
Following are the activities to be performed for availability of IT Equipment
· Verify Existing Computers available in MOH Riyadh Locations with SDC System
· If required, Procure and /or install SDC System into other PCs
· Verify printer & scanners are working fine
· Verify if staff can able to perform transaction into SDC System.
· Inform responsible business owner about last record (date/time) available in Backup System to complete backlog if there is any.

Recovery of SDC Shipments
1. ERT will be responsible to inform the following that DRP has been activated for SDC through calling mobile phones or send emails as appropriate/ applicable:
· SDC Manager and Supervisors
· SDC Couriers 
· Customer Service Department
· IT department
· HQ
2. All the shipments in the SDC office will be taken to MOH Riyadh Office, which has been identified capable to accommodate as an alternate facility for SDC operations, having the necessary equipment and systems in place.
3. A Dokker vehicle used for line haul will be utilized during an emergency to transport the shipments to the alternate facility
4. SDC operations will return back to its original location only upon the approval of the Disaster Recovery Controller.
5. An official report on the disaster management needs to be given to management.

An annual disaster recovery exercise will be carried out.
After any disaster recovery, management will review any lesson learnt and amend the Disaster Recovery Policy and procedure accordingly.
During any disaster, the SDC management will ensure all transactions are replicated as not to lose any data.
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