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	CCTV Data Protection Policy

Owner/Department: BAH, QRM



	Brief
	This policy is in place to ensure that SMSA complies with its legal obligations with regards to the disclosure of personal information/images it holds concerning any individual. 
This policy details good practice when operating CCTV and to ensure data captured is controlled.

	Guidelines

Use of CCTV
Disclosure
General

Requirements
Reviewing
	· The primary purpose of the CCTV in SMSA is to ensure the security and safety of premises as well as employees, customers, visitors to our premises and to help with the prevention and detection of crime.
· SMSA in special circumstances will use covert CCTV after approval from the manager, safety & security manager, country general manager and director of QRM. The covert system will be used to detect crime.
· As best practice SMSA will ensure that people are aware that CCTV is in use. This will be done by clear signage’s will be located in prominent locations i.e. entrance to buildings etc.
· The displaying of signage will ensure that people are aware that cameras will capture their image and actions.
A request for the disclosure of CCTV footage or still images may be received by:
· Customers

· Visitors

· Staff

· Security services

· Third party authority/organization

· Bahrain Government 

In all cases the following must be applied:
· All requests of the CCTV footage/ image will be documented and logged by the manager and security team leader on the appropriate form (CCTV Footage Review Request Form)
· The date/ time when footage/ image was given
· The date/ time access was allowed 

· The reasons/ information given to which access was allowed for

· The name of the authorizing person (Security Executive, Security Team Leader, Manager, country general manager, director QRM)

· The log of all requests will be centrally at SMSA BLZ. 

Request by Managers

· Footage may be requested by managers by filling (CCTV Review Request Form) if an incident has occurred. Each request will be assessed on a case-by-case basis and advice can be sort from the manager, safety & security manager, country general manager and director of QRM. In certain circumstances where a disclosure is not appropriate and not granted then the reasons will be recorded and the Managing Director will be informed.
Request by Security Services

· All requests will be logged and recorded and reasons for the request should also be recorded. In certain circumstances the records may not be given for obvious reasons and in such circumstances, it should be recorded that information was not given.

Request by Media
· Recorded material must not be released. Any such request must be directed to the country general manager, director of QRM / Managing Director.
Other Request

· All requests from other third party should be directed to the manager, safety & security manager, country general manager and director of QRM who will make a decision based on the information given.

· If the request breaches security/confidentiality which affects SMSA then SMSA will not comply with the request.

· All incidents related to CCTV evidences will be stored at SMSA BLZ. 

· CCTV will not be used in toilets
· The equipment will be regularly checked for problems.

· Access to recorded images will be restricted to the designated member of staff

· Only trained and authorized personnel will operate and have access to the CCTV equipment and associated areas.

· All staff involved in operating CCTV will be trained with the use of the equipment and the correct procedure with the disclosure of recording / images as per this policy.

· Further advice and guidance can be sort from the Country General Manager/ Director of QRM.

· The efficiency of this policy will be reviewed by QRM on a regular basis and changes made accordingly.


	Related GUIDE Documents
	BAH CCTV Footage Review Request Form 
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