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	Physical Key, Lock and Access Control Work Instructions
                                                 Owner/ Department: Operations



	Brief
	To standardize a procedure on the action to be taken, for key and access control, in SMSA 

	Purpose
	1. To standardize the key and access control procedure.
2. To provide guidance for issuance & return of physical keys and access cards.
3. To maintain security.

	Persons Affected
	All SMSA employees 

	Responsibilities
	Safety & Security Executive: in charge of keeping all the facility keys in a secure key box and secured area, maintaining the access cards. Assist in filling up the Key Control and Access Control Form. 
Facility Authorized Personnel/Manager: to properly fill up the Key Control/Access Control Forms and ensure to return the key and access cards once the purpose have been served.

	Guidelines
	· Keys issued to the employees for their offices, cabinets, drawers must be safeguarded by them at all times. They must not handover the keys to any unauthorized persons
· Backup keys must be available where required with security in a secure key box at all times.
· Access cards issued to the employees for facility access must be used by the employee only. Access cards must not be shared or handed over to unauthorized persons.
· Issuance and return must be controlled by the facility (authorized personnel) and security.
· Master key and access log must be maintained at the facility and must be updated at regular intervals. (This ensures security team to identify who has what keys/access cards and the log can be referred back in case an  incident happens or emergency situations)
· In case a staff leaves for vacation/resigns, the keys and access card to the offices/facility must be taken back by the line manager/security (Covered under staff clearance)
For issuance of backup keys the facility manager must determine and advice what key is needed to be accessed and for what purpose. He will authorize security to issue the backup key and the following must be done by security:
· He needs to properly fill up the Key Control Form

· The security will then get the appropriate key from the keybox and handover it to the authorized person and lock the key box.

·  The authorized person must return the key back after use and sign the key control form.


· The security officer then returns the key to key box and again locks the key box afterwards. Regular key control audits needs to be carried out by security to ensure all keys are accounted for. Records of the logs must be retained for a period of 1 year.
In case of lost/misplaced access cards; replacement access cards must only be provided after thorough investigation by QRM and approval of the facility manager.

	General
	Any Exception to this policy must be approved by QRM

	Related Documents
	Key Control Form 
Access Control Form 
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