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	Brief
	SMSA Express Transportation Company will implement the internal best practice approach in internal auditing as prescribed by the Institute of Internal Auditor of which Saudi Arabia is a member. This can be effective after the implementation of SAP ERP and the completion of IAD staffing requirements. The SMSA Internal Auditing Office (IAD) is being managed by the Sr. Internal Auditor who presently performs the function of the Internal Audit Director (IAD). In order for IAD to fulfill the general purpose and responsibilities of this department, the following should be considered:
1. Purpose, Authority, and Responsibility – The director of internal auditing should have a statement of purpose, authority, and responsibility for the internal auditing department. (See IA Charter)
2. Planning – The director of internal auditing should establish plans to carry out the responsibilities of the internal auditing department.

3. Policies and Procedures – The director of internal auditing should provide written policies and procedures to guide the audit staff.

4. Personnel Management and Development – The director of internal auditing should establish a program for selecting and developing the human resources of the internal auditing department.

5. External Auditors – The director of internal auditing should coordinate internal and external audit efforts.

6. Quality Assurance – The director of internal auditing should establish and maintain a quality assurance program to evaluate the operations of the internal auditing department.

	Definitions
	Following the IPPF best practice, internal auditing is defined as an independent, objective assurance and consulting activity designed to add value and improve organization’s operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.  

IA Charter, is a formal document that defines the internal audit activity, purpose, authority, and responsibility.  It establishes the IA activity’s position within the organization, authorizes access to rewards, personnel, and physical properties relevant to the performance of engagements, and defines the scope of internal audit activities.

	Guidelines
	1.0
INTERNAL AUDITING BEST PRACTICE

1.1
Segregation of Duties in the Organization

Internal Auditors should be guided that duties within the department or function should be separated so that one person does not perform processing from the beginning to the end of a process.  Duties that should be segregated include:

1. Authorization

2. Custody of the assets

3. Recording transactions

Example: 

The Head of the Department authorized to sign check should not use his authoritative 

power in the department handling the recording function.

If an adequate segregation of duties does not exist, the following could occur:

1. Misappropriation of assets

2. Misstated financial statements

3. Inaccurate financial documentation (i.e. errors or irregularities)

4. Improper use of funds or modification of data could go undetected

Best Practices

Design a system of checks and balances to decrease the likelihood of errors and 

irregularities.

1.2
Departmental Policies and Procedures

Written policies and procedures codify management’s criteria for executing an organization’s operations.  Developing and documenting policies and procedures is the responsibility of management, thus, they should document business processes, personnel responsibilities, departmental operations, and promote uniformity in executing and recording transactions.  Thorough policies and procedures serve as effective training tools for employees and ensuring compliance.  Administrative action will be imposed for non-compliance; otherwise, abuse detrimental to the business cannot be controlled.

If written policies and procedures do not exist, and are inaccurate, incomplete, or simply not current, the following could result:

1. Inaccurate and unreliable financial records due to inappropriate  recording of transactions

2. Inconsistent practices among employees and/or department

3. Processing errors due to a lack of knowledge

4. Inability to enforce employee accountability

Thus, policies, procedures and forms need to be reviewed from time to time.

Best Practices

1. Document all significant business practices, processes, and policies

2. Make the policies and procedures available to all personnel

3. Ensure they are accurate, complete, and current at all times

4. Revise policies and procedures for changes in business processes and policies.  This is particularly important when new systems are developed and implemented or other organizational changes occur. All changes must be documented, and properly authorized.

5. Communicate significant changes to all affected personnel immediately to ensure they are aware of any revisions to their daily duties and responsibilities.

6. In the event that there are changes in personnel (i.e. new employees are hired, promotions granted, etc.), documented policies and procedures will facilitate training and provide guidelines for the respective positions.

7. Policies and procedures are only effective if people are aware and understand them.

1.3
Safeguarding of Assets

Assets are the economic resources a business owns that are expected to be of benefit in the future.  Cash, office supplies, furniture, equipment, land, buildings, and sensitive or confidential data are some examples.  Protective measures must be taken to ensure that assets are maintained in a properly controlled and secured environment.  The most important type of protective measure for safeguarding assets is the use of physical precautions.  If physical precautions are not in place the following could occur:

1. Theft

2. Items may be lost or misplaced

3. Fraud may be committed using unauthorized data

4. Unauthorized transactions or processing could occur if data is not adequately safeguarded

5. The company could incur added expenses and loss of revenue.

In the case of company assets under the custodial responsibility of certain employee, 
this must be documented and signed by responsible employee.

Best Practices

The following should be performed to ensure assets are adequately safeguarded:

1. Store all assets in a secure, locked area.

2. Cash should be stored preferably in the fire-proof safe or deposit immediately to the designated bank.

3. Restrict access to data and other assets to a limited number of individuals within the department or organization. Ensure proper access controls are in place in systems (i.e. user IDs and passwords that are unique and forced to be changed frequently by the system)

1.4
Operational Efficiency and Effectiveness

Efficient performance accomplishes goals and objectives in an accurate and timely fashion using minimal resources.  Inefficiencies in operations occur when processes are performed that provide no additional benefit or value.  Operations are considered effective when they are functioning as intended.  If, for example, two individuals are both responsible for executing the same function within a process, a duplication of efforts would exist.  This is an inefficient and ineffective use of time and resources.

Inefficiency and ineffectiveness may result in a lack of resource availability and may cause a unit to be unable to meet its objectives.  Frequently, this results in added operational costs to the organization.  Those costs could be measured in additional overtime wages needed to accomplish goals and objectives, unmet targets, lost productivity, or the inability to accept additional responsibility.  Accordingly, inefficiencies result in the inability to be effective in attaining objectives.

Best Practices

In an effort to promote operational efficient and effectiveness, departments and/or organizations should consider the following:

1. Analyze business processes and identify and eliminate any duplicated efforts

2. Streamline processes by reducing any non-value added procedures

3. Identify any processes that have been done merely because “that’s the way we’ve always done ti”.  Determine if those processes are still needed.  If they are, identify methods that would allow steps to be completed either more timely or effectively.

4. Strive to process documents and/or transactions in a minimum required time to increase the efficiency and effectiveness of the unit.

5. Employ a cost-benefit methodology when analyzing and developing new processes. If the costs outweigh the benefits, then consider eliminating the procedures or significantly reducing the number of steps needed to complete the process.

6. Think “outside of the box”.  Look for more innovative ways to accomplish goals and objectives.

7. Automate where possible

1.5
Review and Approval

When a process is performed within a department, there should always be another level of review and approval performed by a knowledgeable individual independent of the process.  The approval should be documented to verify that a review was done.  Review and approval are controls that help management gauge whether operational and personnel goals and objectives are being met.

The lack of or inadequate review and approval could result in the following:

1. Errors may be overlooked resulting in misstatements that could affect financial, as well as, operational decisions.

2. Inaccurate or incomplete information in accounts and/or reports

3. The inability to detect irregularities

Best Practices

A thorough review of processes, transactions, and reports should be performed for accuracy, completeness, and timeliness

The reviewer should be someone who is knowledgeable about the items or areas being performed such that they are able to readily identify errors and/or omissions

The reviewer should preferably be someone who has the authority (e.g. supervisory role) who is able to authorize, provide direction, and make decisions about the items under review

The reviewer should be someone who does not perform the process.

Evidence of the review and approval should be documented (e.g. signed or initiated and dated by the reviewer/approver.

1.6
Reporting

Reporting is defined as disclosing facts about an entity.  These facts could be financial, regulatory, or statistical in nature.  Decision makers use these facts to make assumptions about an entity.

Inaccurate or incomplete reporting could result in the following:

1. The loss of project funding

2. Difficulty of obtaining debt financing

3. Reduced creditability

Best Practices

Since decision makers rely on the facts provided in reports, it is imperative that the information be:

1. Accurate, complete, and current

2. Fully disclosed

3. Concise

4. Objective

5. Provided on a timely basis

1.7
Accounting

Accounting is a system that measures business activities, processes that information into reports, and communicates these findings to decision makers.  Two major controls of an accounting system are accurate posting of transactions and adequate account review and reconciliation.

Inadequate controls over an organization’s accounting system could result in:

1. Misstated financial reports

2. Inaccurate and unreliable financial records

Best Practices

To help ensure strong accounting controls exist, management should ensure:

1. Employees must have at least a basic knowledge in accounting and they are properly trained on performing accounting functions

2. Only authorized personnel can establish or modify accounting ledger attributes (e.g., accounts, object codes, transaction codes)

3. Transactions, adjusting journal entries, and reports are reviewed for accuracy, completeness, and timeliness of processing before they are authorized.

4. Accounts are reconciled monthly

5. Individuals performing account reconciliations are independent of the cash receipts and cash disbursements process

6. Reconciling items, errors and omissions are identified and corrected on a timely basis

7. Account reconciliations are documented

8. Reconciliations are reviewed and approved

9. Automated accounting systems are properly developed by knowledgeable accounting and computer-oriented staff.

10. Automated accounting systems have the proper level of input and processing controls to ensure the integrity of the financial data being reported.

11. A proper segregation of duties exists within the accounting function.

1.8
Timeliness

In simple terms, timeliness means meeting prescribed deadlines.  When deadlines are not met, the following could occur:

1. Inefficiencies could result

2. Fines or penalties, if any, could be imposed

3. Prospective projects or customers could be lost

4. Other operational processes could be negatively impacted

Best Practices

Frequently, the timeliness of processing is not a major priority on an individual’s “to do” list.  As organizations continue to push to do more and create increased operational efficiencies and profits, timeliness has become important to the overall success of the organization as whole.  It’s the one area where all employees can analyze their workflows and identify ways to work smarter and save time.

Here are a few tips:

1. Obtain an understanding of all the required deadlines particularly those that are “not” negotiable” such as regulatory due dates.

2. Build in adequate lead times to ensure the work product or report is complete, accurate, and has been reviewed before it is submitted.  Meeting the deadline is great, but providing a quality product on time is better.  If it has to be returned for corrections and omissions, the deadline has not been met.

3. Prioritize activities when critical deadlines are imminent.

4. Ensure adequate resources are available, trained, and able to complete the tasks in order to meet the deadlines.

5. If deadlines cannot be met, notify the appropriate parties in advance.  Determine if the deadline is negotiable.  Commit to the new date and be willing to do whatever it takes to meet it.

6. Create a synergy within the unit or organization that continuous process improvement means that the result is quality if it’s done great and on time.

2.0
IT SECURITY BEST PRACTICE

The following is a list of best practices that were identified to develop, identify, promulgate, and encourage the adoption of commonly accepted, good security practices.  They represent 10 of the highest priority and most frequently recommended security practices on place to start for today’s operational systems.  These practices address dimensions of information security such as policy, process, people, and technology, all of which are necessary for deployment of a successful security process.  This initial set of practices is targeted toward executive leadership in industry.  When adopted, these practices catalyze a risk-management-based approach to ensuring the survivability and security of critical information assets.

2.1
General Management

Managers throughout the organization should consider:

1. Information security a normal part of their responsibility and the responsibility of every employee.

2. Clearly defining and assigning information security roles and responsibilities and ensure adequate resources are allocated.

3. Actions which include visible sponsorship and direction, written communications, and staff meeting time on this subject.

4. Creating, enforcing, and regularly reviewing security policies.

2.2
Policy

Develop, deploy, and enforce security policies that satisfy business objectives.

Create policies that address key security topic issues such as:

1. Security risk management,

2. Critical asset identification,

3. Physical security,

4. System and network management,

5. Authentication and authorization,

6. Access control,

7. Vulnerability management,

8. Incident management,

9. Awareness and training,

10. Privacy,

11. Ensure that the intent of each policy is reflected in the standards, procedures, practices, training, and security architectures that implement it,

2.3
Risk Management

Periodically conduct an information security risk evaluation that identifies

1. Critical information assets

2. Threats to critical assets

3. Asset vulnerabilities and risks
4. Develop and implement a risk mitigation plan resulting from the evaluation
5. Ensure that there is regular review and management of the risks

2.4
Security Architecture & Design

1. Generate, implement, and maintain enterprise-wide security architecture, based on satisfying business objectives and protecting the most critical information assets.

2. Deploy a layered approach, including the practices that follow.

3. Use diversity and redundancy solutions for high-risk/high-reliance systems.

2.5
User issues

Accountability and Training:

Users include all those who have active accounts, including employees, partners, suppliers, and vendors.  Users consider information security to be a part of their responsibilities, received training in all policy topics, and consequences related to policy violations.

1. Establish accountability for each user action

2. Train for accountability and enforce it as reflected in organizational policies and procedures.

Adequate Expertise:

Ensure that there is adequate in-house expertise or explicitly outsource expertise for all supported technologies (e.g. host and network operating systems, routers, firewalls, monitoring tools, and applications software), including the secure operation of those technologies.

2.6
System and Network Management

Ensure proper access controls are in place in systems (i.e., user IDs and passwords that are unique and forced to be changed frequently by the system)

Access control:

Establish a range of security controls to protect assets residing on the systems and Networks by using the following tools:

1. Access controls Data encryption and virtual private network technologies as required.

2. Perimeter and internal security applications that implement security policy.

3. Removable storage media for critical data.

4. Deploying a system discard process that eradicates all data from disks and memory prior to disposal.

Software Integrity:

   Regularly check for-

1. The integrity of installed software.

2. And eradicate all viruses, worms, Trojan Horses, other malicious software, and unauthorized software.

3. And compare all file and directory cryptographic checksums with a securely stored, maintained, and trusted baseline.

Secure Access Configuration:

1. Provide procedures and mechanisms to ensure the secure configuration of all deployed assets throughout their life cycle of installation, operation, maintenance, and retirement.

2. Apply patches to correct security and functionality problems

3. Establish and maintain a standard, minimum essential configuration for each type of computer and service.

4. Create a network topology diagram and ensure it is kept up to date.

5. Enable adequate levels of logging.

6. Perform vulnerability assessment and address vulnerabilities when identified.

Backups:

1. Mandate a regular schedule of backups for both software and data.

2. Validate software and data before and after backup.

3. Verify the ability to restore from backups.

2.7
Authentication and Authorization

Users:

1. Implement and maintain appropriate mechanisms for user authentication and authorization when using network access from inside and outside the organization.

2. Ensure these are consistent with policies, procedures, roles, and levels of restricted access required for specific assets.

Remote and Third Parties:

1. Protect critical assets when providing network access to users working remotely and to third parties such as contractors and service providers.

2. Use network-, System-, file-, and application-level access controls and restrict access to authorized times and tasks as required.

2.8
Monitor & Audit

1. Use appropriate monitoring, auditing, and inspection facilities and assign responsibility for reporting, evaluating and responding to system and network events and conditions.

2. Regularly use system and networking monitoring tools and filtering and analysis tools, and examine the results.

3. Respond to events that warrant action

4. Ensure that all employees know who to contact when they notice suspicious behavior.

2.9
Physical Security

1. Control physical access to information assets and IT services and resources.

2. Use physical access controls where required.

3. Use password-controlled electronic locks for workstations, servers, and laptops that are enabled upon login and after specified periods of activity.

4. Control access to all critical hardware assets.

2.10
Business Continuity Planning & Disaster Recovery

Develop business continuity and disaster recovery plans for critical assets and ensure that they are periodically tested and found effective.

Elements of a BC plan at a minimum should include, but are not limited to, the following:

Procedures for response and recovery that contain pre-determined prioritized actions on how to:

i. Respond to a disruptive event

ii. Activate the plan

iii. Recover critical business processes
iv. Restore the business back to its state before the incident or disaster occurred.

1. b)
Alternate work location and work procedures (if necessary) must be identified in case the primary site is unavailable.  The plan should also include procedures to equip the alternate work site (telecommunication systems, PCs, and other devices), and contracts with third parties.

2. Procedures to safeguard and reconstruct the home site.

3. Procedures to safeguard the alternate site.

4. Reconstruction plans for the recovery of all systems resources at the original location.

5. Critical information (such as current names, telephone/pager number of key personnel, etc) on continuity teams, affected staff, customers and suppliers.

6. Major upstream / downstream applications that contain information system groups that may be affected and critical contact information must be identified.

7. Time frames for restoring systems to ensure required transaction processing times are met and disruption time is minimized.

Elements of a DR plan at a minimum should include, but are not limited to, the following:

a) The identification of possible disasters that could interrupt access to systems for long periods of time.

b) Directions to Off-Site Storage locations

c) Business recovery location

d) Disaster recovery organization chart/list – action team call tree for internal contacts and their locations

e) Hardware and other required inventory needed in the event of a disaster

f) Application and other required inventory needed in the event of a disaster

g) Operating system and other required inventory needed in the event of a disaster.

h) Vendor name(s) and contact information

i) Media, records, and documentation needed for restoration

j) Recovery procedures and priority of servers, applications, and other dependent systems

k) Time frames for restoring systems to ensure required transaction processing

l) Critical file and work in process assessment report

m) Recovery status report
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