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INTERNAL AUDIT CHARTER
Objectives
1. The Internal Audit Department Charter:
a. Describes the mission & purpose, independence and objectivity, scope and responsibilities, authority, accountability and standards governing the Internal Audit Department of SMSA Transport Company CJSC and its affiliated companies. 
a. Establishes the Internal Audit Department’s position within SMSA Transport Company CJSC , including the nature of the Senior Manager Internal Audit’s functional & administrative reporting relationship with the Chairman, CEO& MD.
b.  Authorizes access to records, personnel, and physical properties relevant to the performance of financial audit engagements.
c. Defines the scope of Internal Audit Department.
2. The standards applied in this Charter are based on the best practice that are internationally published by the Institute of Internal Auditors (TheIIA) i.e. include Mandatory Guidances, the Definition of Internal Auditing, the Code of Ethics and International Standards for the Professional Practice of Internal Auditing(Standards),and other recognized governing bodies ISACA,SOCPA & The SaudiIIA etc. 
3. The Institute of Internal Auditors’ Practice Advisories, Practice Guides, and Position Papers will also be applicable. In addition Internal Audit Department will adhere to its standards operating procedures and SMSA Transport Company CJSC relevant internal policies and procedures.
4. International internal controls frameworks e.g. COSO, COBIT etc, will also be adhered to.

Mission& Purpose
The SMSA Transport Company CJSC Internal Audit Department has its own mission &purpose of ensuring that the company’s operations are conducted according to the highest ethical and technical standards by providing an independent, objective assurance &consulting activity designed to add value and improve SMSA Transport Company CJSC operations. Internal Audit Department helps SMSA Holding accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control and governance processes.

Independence
1. Independence is the freedom from conditions that threaten the ability of the Internal Audit Department to carry out internal audit responsibilities in an unbiased manner. To achieve the degree of independence necessary to effectively carry out the responsibilities of the Internal Audit Department, the Senior Manager Internal Audit has direct and unrestricted access to Senior Management and the Board. This can be achieved through a dual-reporting relationship.
2. Internal Audit Department will remain free from interference by any element, including matters of audit selection, scope, procedures, frequency, timing, or reports contents to keep necessary independent and objective mental attitude. 
3. To ensure independence, the Internal Audit Department is directly responsible to the Chairman, CEO or Managing Director whatever the case may be. In addition, it reports functionally to the Chairman/CEO, and report administratively to the MD. 
4. To maintain independence, any audit staff involved in significant consulting activity will not be involved in the audit of any department or area which he was working in before joining the Internal Audit Department, for at least twelve (12) months from the date of joining IAD.

Board& Senior Management’s Authority &Responsibility
1. Generally the Chairman & Senior Management authority and responsibility in order to enhance Internal Audit Department’s independence will include dual-reporting relationship. 
2. Dual-reporting relationship will include reporting functionally to the Chairman/CEO and reporting administratively to MD or equivalent (see fig.1 below).

Functional Reporting: 
The following are examples of functional reporting to the Chairman/CEO:
1. Approve the Internal Audit Charter,
2. Approve the risk-based financial internal audit annual plan,
3. Approve the internal audit annual budget and resources plan,
4. Receive reports from the Senior Manager Internal Audit on the Internal Audit Department’s performance relative to its approved plan and other matters,
5. Approve decisions regarding the appointment and removal of the Senior Manager Internal Audit.
6. Approve the remuneration & salary package of the Senior Manager Internal Audit.

Administrative Reporting: 
Administrative reporting is the reporting within the SMSA Transport Company CJSC’s management structure that facilitates the day-to-day operations of the Internal Audit Department. The following are typically examples of administrative reporting to the MD or equivalent position:
1. Budgeting& management accounting.
2. Human resource administration, including personnel evaluations and compensation.
3. Internal communications and information flows.
4. Administration of the Internal Audit Department’s policies &procedures.
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Objectivity
To maintain its objectivity, the Internal Auditors will not be involved in the day-to-day operational control procedures. Instead, each business unit (department) is responsible for its internal controls and efficiency of his operations and activities. To enhance objectivity SMSA Transport Company CJSC’s internal auditors:
1. Shall not participate in any activity or relationship that may impair or presumed to impair their unbiased assessment or may be in conflict with the interests of SMSA Transport Company CJSC’s .
2. Shall not have direct operational responsibility or authority over any of the activities audited. Accordingly, they will not implement internal controls, develop policies & procedures (except Internal Audit Department’s internal policies &procedures), install systems, prepare records, or engage in any activity that may impair internal auditors’ judgement.
3. Shall not accept anything that may impair or presumed to impair their professional judgement.
4. Will exhibit the highest level of professional objectivity in gathering, evaluating, and communicating information about the activity or process being examined. 
5. Will make a balanced assessment of all the relevant circumstances and not be unduly influenced by their own interests or by others in forming their judgement.
6. Shall disclose all material facts known to them that, if not disclosed, may distort the reporting of activities under review (financial activities & related activities).

Authority
Internal Audit Department aims to promote effective controls at reasonable cost. With strict accountability for confidentiality and safeguarding records and information, Internal Audit Department is authorized, in the course of carrying audit activities (engagements), to:
1. Enter all areas of the SMSA Transport Company CJSC’s premises and have access to any documents, records, physical properties, and personnel considered necessary for the performance of its engagements.
2. Require all members of management staff to supply such information and explanations as may be needed for accomplishing audit engagements, within a reasonable period of time.
3. Issue audit queries on areas that need immediate solution or clarification and require all line managers to response objectively to these queries.
4. Heads of SMSA Transport Company CJSC’s Departments should inform Internal Audit Department without delay of any significant incidents concerning noncompliance with regulations, policies & procedures relating to financial issues.

Scope &Responsibilities
The scope of internal auditing work includes the review of financial records, risk management procedures, internal control systems, information systems and governance processes. Its work also involves periodic testing of transactions, reviews, special investigations, appraisals of regulatory requirements, and measures to help prevent and detect and report financial fraud. These can be summarized in the following:
1. To provide assurance to management that the SMSA Transport Company CJSC’s operations are being conducted in accordance with external regulations, legislation, internal policies and procedures.
2. Internal audit plan &procedures are designed to focus on areas identified by SMSA Transport Company CJSC’s management as being of greatest risk and significance and rely on management to provide full access to accounting records and transactions for the purposes of audit work and to ensure the authenticity of these documents.
3. Evaluating risk exposures (financial risks) relating to the achievement of the SMSA Transport Company CJSC’s strategic objectives.
4. Evaluating the reliability and integrity of information and the means used to identify, measure, classify, and reporting such information.
5. Evaluating the systems established to ensure compliance with policies, procedures, plans, laws, and regulations which could have a significant impact on SMSA Transport Company CJSC.
6. Evaluating the means of safeguarding assets and, as appropriate, verifying the existence of such assets.
7. Evaluating the effectiveness and efficiency with which such resources are employed.
8. Evaluating operations or programs to ascertain whether results are consistent with established objectives and goals and whether the operations or programs are being carried out as planned.
9. Monitoring and evaluating governance processes.
10. Monitoring and evaluating the adequacy and effectiveness of risk management processes.
11. Evaluating the quality of performance of external auditors and the degree of coordination with internal auditor.
12. Reporting periodically on the Internal Audit Department’s purpose, authority and responsibility, and performance related to its annual audit plan.
13. Reporting significant risk exposures and control issues, including fraud risks, governance issues, and other matters needed or requested by SMSA Transport Company CJSC’s Board.
14. Follow up internal audit recommendations to make sure that effective remedial actions are taken.
15. Carry out ad hoc appraisals, investigations, or reviews requested by the Board or the Senior Management.

Accountability &Internal Audit Plan
1. Internal Audit Department shall prepare, in liaison with the Managing Director, CEO and the Chairman an annual audit plan. The plan is based on a risk-based methodology including input from Senior Management and the Board, that identifies business risks, and on input from line managers. It provides information about the risk assessment, the current order of priority of audit projects and how they are to be carried out.
2. The financial audit plan will consist of a work schedules as well as budget and resources requirements for the next financial year. Any impact of resource limitations should be communicated to the Chairman/CEO &Senior Management.
3. The plan shall be presented to the Chairman/CEO or the Managing Director for approval. In case of need, adjustments could be made to the plan during the financial year. 
4. In case of need the Senior Manager Internal Audit will review and adjust the annual audit plan, as necessary, in responses to changes in SMSA Transport Company CJSC’s operations, risks, programs, systems and controls. Changes in annual audit plan to be approved by the Managing Director, or the Chairman/CEO.
5. Any significant deviation from the approved annual audit plan will be communicated to Senior Management and the Board through periodic reports.
6. Internal Audit Department is responsible for planning; conducting, reporting, and following up on audit works/projects and assignments included in the annual audit plan, and decide on the scope and timing of the audits. 
7. Audit fieldwork shall be conducted in a professional and timely manner. Reporting of results will include an open process to agree on the facts and the validity of audit recommendations detailed audit report and a letter to Management will summarize the objectives and scope of the audit as well as observations and recommendations. In all cases, follow-up work will be undertaken to ensure adequate& timely responses to internal audit recommendations.

Reporting &Monitoring
1. A written report will be prepared and issued by the Senior Manager Internal Audit following the conclusion of each internal audit engagement, and distributed to concerned departmental managers as appropriate. Internal audit findings and results will be communicated to Senior Management and the Board.
2. The internal audit report may include management’s responses and corrective actions taken or to be taken in regards to specific findings and recommendations. 
3. Management’s responses, whether included within the original audit report or provided thereafter (within fifteen days) by management of the audited area or department should include a timetable for anticipated completion of action to be taken and explanations and justifications for any corrective actions that will not be implemented.
4. The Internal Audit Department will be responsible for appropriate follow-up on engagements’ findings and recommendations. ALL significant findings will remain in an (open) status until cleared or closed.
5. The Senior Manager Internal Audit, will report to the Board & Senior Management an annual audit report and summary executive report on the last audited financial statements covering the main financial ratios analysis, revenue, total assets & net profit growth, the main significant findings, control weaknesses and recommendations. 
6. The Senior Manager Internal Audit will periodically (when required) will report to the Board and Senior Management on the Internal Audit Department’s purpose, authority and responsibility as well as performance relative to its plan. Reporting will also include significant risk exposures, fraud risks, control issues, governance issues, and other matters needed or requested by the Board or Senior Management.

Quality assurance & Improvement Program 
1. The Internal Audit Department will maintain a quality assurance and improvement program that will cover all aspects of the Internal Audit Department.
2. The program will include an evaluation of the Internal Audit Department’s conformance with the definition of Internal Auditing and the Standards and an evaluation of whether internal auditors apply the Code of ethics issued by The IIA & the Saudi IIA.
3. The program also assesses the efficiency and effectiveness of the Internal Audit Department and identifies opportunities for improvement.
4. The program will assess the qualifications, continuing professional educations for the audit staff to keep them updated with latest changes in the internal audit field.Continuous Professional Development (CPD) is maintained for all audit staff working on audit engagements to ensure that auditors maintain and enhance their knowledge, skills and audit competencies.
5. The Senior Manager Internal Audit, will communicate to the Board and Senior Management on the quality assurance and improvement program, including results of ongoing internal assessments and external assessments to be conducted at least every five years.

Due Professional Care
The Internal Audit Department & internal auditors’ services are bound by the following standards:
1. Institute of Internal Auditor’s International Code of Ethics.
2. SMSA Transport Company CJSC’s Code of Business Conduct and Ethics.
3. All SMSA Transport Company CJSC’s internal Policies and Procedures.
4. A programme of Continuous Professional Development (CPD) is maintained for all audit staff
working on audit engagements to ensure that auditors maintain and enhance their knowledge, Skills and audit competencies

Key Performance Indicators (KPIs)
1. Internal Audit Department will measure its performances and results by using specific key performance indicators (KPIs).
2. Internal Audit Department’s KPIs will be measured by measuring actual performance against the targets agreed upon for implementing the Annual Audit Plan broken down into daily, monthly, quarterly &yearly plans and schedules.
3. Tracking& monitoring will be done on monthly basis.
4. Key Performance Indicators & targets will be set in advance of every Financial Year (FY).
5. The number of these KPIs will be agreed upon between Senior Manager Internal Audit and Senior Management.
6. The KPIs will be revised on annual basis and adjusted as per requirements.
7. KPIs results will be discussed with MD in the monthly department meeting with MD.
8. Corrective& action plans will be conducted as required.

Types of Internal Audit
The following are the main audits carried out by SMSA Transport Company CJSC’s Internal Audit Department:
1. Financial Audit
Review SMSA Transport Company CJSC’s financial statements & perform substantive tests to gather evidences of the Relevance, Accuracy, Completion &Fairness (RACF) of accounts balances and underlying transactions. Examples of financial audit include (but not limited to):
a. Review monthly trial balance(consolidated),
b. Reviewing monthly banks reconciliations & following up outstanding amounts,
c. Confirmation of cash &banks balances,
d. Auditing banks payments, transfers &deposits,
e. Auditing cash collections& conducting surprise cash counts including the main cashiers’ accounts.
f. Petty cash payments& other business loans auditing(including SFD) & surprise petty cash counts,
g. Preparing & reviewing monthly petty cash analysis reports regions-wise as per agreed schedule with the MD.
h. Vouching audit of purchases &expenses (going from GL to the invoices, proves& supporting documents.),
i. Vouching audit of sales, other revenues & cost of sales (going from GL to the invoices, proves &supporting documents),
j. Auditing payroll & other employees’ benefits (end of service benefits & annual leaves benefits, etc),
k. Review monthly attendances reports regions-wise as per agreed schedule with the MD.
l. Auditing outsources vendors , suppliers invoices,
m. Attending annual stocktaking& inventories,
n. Attending over-goods disposals as per requirements,
o. Auditing additions & disposals for fixed assets & related accounts(depreciations expenses & provision for depreciation),
p. Auditing Accounts Receivables (A/R) accounts, including SFD, aging& supporting schedules,
q. Auditing other accounts receivables (e.g. staff loans & prepayments, etc).
r. Auditing Accounts Payables(A/P) & other vendors accounts,
s. Auditing accrued revenues & accrued expenses,
t. Auditing General& administration expenses.
u. Auditing other revenues , expenses & rents,
v. Review credit& debit notes,
w. Auditing banks overdrafts facilities ,Loans and other facilities,
x. Auditing available for-sale investments &Owners’ Equity accounts,
y. Auditing monthly, quarterly &yearly Departmental &Corporate incentives,
z. Auditing international business units(IBUs) monthly transactions,
aa. Auditing &reviewing Departmental KPIs supporting documents (finance part only).
ab. Review subsequent recorded events & transactions after the end of the financial year.

2. Operational Audit (Optional/Currently curried out by QRM)
Operational auditing is the process of reviewing a department or any other unit of SMSA Transport Company CJSC’s business to measure the effectiveness, efficiency and economy of the business operations. Operational audit including (but not limited to):
a. Evaluation of Management’s performance and conformity with operational policies, procedures, and evaluation of achievements in relation to SMSA Transport Company CJSC objectives,
b. Reviewing SMSA Transport Company CJSC’s internal policies & procedures,
c. Evaluation of Management performance and conformity with approved budgets, 
d. Evaluating the effectiveness of internal control systems,
e. Operational audit will be conducted on optional basis (as required by Top Management).
3. Compliance Auditing (Optional)
A compliance auditing is a comprehensive review of SMSA Transport Company CJSC Management’s adherence to internal policies &procedures, regulatory guidelines, including IT controls and processes.
4. Other Audit Engagements
As per Senior Management &Board requests Internal Audit Department can carry out special audit assignments or, assurances &consultancy services.
5. NOTE: Currently SMSA Transport Company CJSC’s Internal Audit Department will concentrate on financial audit as per SMSA Transport Company CJSC Top management instructions. Operational auditing will be covered by Quality &Risk Management Department.

External Auditor
The Internal Audit Department shall coordinate and liaison with external audit for auditing the SMSA Transport Company CJSC’s  annual financial statements to ensure proper audit coverage and avoid duplication of efforts.

Standards, Guidelines& Frameworks
The Internal Audit Department adheres to the standards of best professional practice, such as:
1. Those internationally published Standards &Guidelines issued by the Institute of Internal Auditors (TheIIA) and other international & domestic accounting & auditing bodies (e.g. The Saudi Institute of Internal Auditors).
2. SOCPA (KSA) pronouncements with respect to auditing and accounting standards.
3. The Best Practice Operating Manuals issued by SMSA Transport Company CJSC,
4. The KSA relevant laws &regulations and other governmental regulatory agencies with respect to Zakat, Taxes, Municipality requirements, etc,  
5.The Information Systems Audit Assurance Standards, Guidelines, Tools & Techniques issued by Information System Audit and Control Association (ISACA).
6. International internal controls frameworks such as COSO, COBIT, eSAC, CoCo.
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