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Owner/ Department: Corporate

1. Use Only Authorized & Licensed Vendors
The vendor must be:
· Licensed by the relevant Saudi authority (Municipality / Environment / Waste Management authority)
· Approved to handle electronic and hazardous waste
· Able to provide traceable disposal and recycling records
Before engagement, QRM / Procurement should verify:
· Commercial Registration (CR)
· Environmental or waste-handling license
· Scope includes e-waste and hazardous components

2. Controlled Handover Process
Every e-waste handover must be documented:
· E-Waste Handover Form / Manifest including:
· Date
· Location
· Vendor name
· Vehicle plate
· Driver name
· Item description (e.g., 25 laptops, 4 servers, 12 scanners, 3 CCTV recorders)
· Serial numbers where applicable
· Condition (working / damaged / scrap)
· Signed by:
· SMSA representative
· Vendor representative
This ensures traceability and audit evidence.

3. Data Security Before Release
Any device capable of storing data must be sanitized before leaving SMSA:
· Hard drives removed and physically destroyed or
· Data wiped using certified data-erasure methods
· Confirmation recorded in an internal log
For high-risk assets (laptops, servers, NVRs, handhelds):
· Prefer physical destruction of storage media
· Record serial numbers and destruction method
This aligns with ISO 27001 and customer confidentiality obligations.


4. Vendor Disposal Obligations
The vendor must:
· Recycle usable components responsibly
· Dispose of hazardous elements (batteries, circuit boards, screens) through approved channels
· Not resell intact corporate devices without SMSA authorization
· Not export e-waste illegally
They must provide:
· Disposal Certificate / Recycling Certificate
· Date of processing
· Method (recycling, dismantling, destruction)
· Batch reference linked to SMSA handover record

5. Internal Governance Controls 
E-waste should be governed under:
· EHS / ESG Procedure
· Asset Management Policy
· Information Security Policy
With:
· Central register of disposed assets
· Quarterly reconciliation (IT + QRM + EHS)
· Random audits of vendor certificates
· Clear RACI:
· IT: asset and data control
· QRM: governance & audit
· EHS: environmental compliance
· Procurement: vendor compliance

Conclusion:
SMSA is still responsible for e-waste until it is properly destroyed or recycled.
A vendor collecting it does not remove our accountability.
Every item must be:
· Tracked
· Data-secured
· Handed over formally
· Disposed by a licensed company
· Supported by a disposal certificate
This protects SMSA from:
· Data breaches
· Environmental violations
· Regulatory penalties
· Reputational risk
· Audit findings under ISO, ESG, and customer contracts
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