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	IT Projects Management Framework
Owner/ Department: ITD



	Purpose
	This framework defines how IT projects and significant IT changes shall be managed to ensure that information security is considered from the beginning of the project until completion. It ensures that project risks, responsibilities, approvals, and security requirements are identified and managed in a structured manner.

	Reference No. 
	Annex A 5.8

	Definition
	1. IT Projects
An IT project is any planned activity that introduces new systems, services, technologies, or significant changes to existing IT environments that may impact the confidentiality, integrity, or availability of SMSA information. IT projects include, but are not limited to, the following categories:
· Systems and Applications Projects: Projects involving the implementation, upgrade, or replacement of business or operational systems. Examples (New logistics system or CORE system upgrade), New warehouse management system (if managed by ITD), New SaaS application onboarding
· Infrastructure Projects: Projects involving IT infrastructure, data centres, or hosting environments. Examples (Deployment of new servers or storage, Virtualization platform changes, Data centre upgrades)
· Cloud Projects: Projects involving cloud platforms, hosting, or cloud-based services. Examples (Migration to cloud platforms [ Azure, AWS etc], Implementation of cloud backup solutions, Deployment of new cloud environments)
· Network and Communication Projects: Projects affecting network architecture, connectivity, or communication systems. Examples (Firewall replacement or redesign, Network infrastructure changes, VPN implementation or redesign
· Information Security Projects: Projects aimed at implementing or enhancing security controls. Examples (SIEM implementation, Multi Factor Authentication (MFA) rollout, Privileged Access Management (PAM) implementation)
· Integration and Third Party Projects: Projects involving integration with external systems or vendors. Examples (API integrations, Third party system connections, Vendor hosted or outsourced solutions
· Major System Changes and Upgrades: Significant upgrades or transformations of existing systems. Examples (ERP upgrades, Major system version upgrades, Platform migrations)
Any activity that does not fall clearly under routine IT operations shall be assessed against this framework to determine whether it qualifies as a project
2. Significant IT Changes
A significant IT change is any modification to systems, infrastructure, services, or processes that may impact the confidentiality, integrity, or availability (CIA) of SMSA information, alter security controls, introduce new technologies or vendors, or modify system architecture. A change shall be considered significant if it falls under any of the following categories:
· Confidentiality Impact (Data Exposure): Changes that may affect access to sensitive or restricted information. Examples (Introduction of new data sharing mechanisms, new system integrations involving data exchange, Changes to access rights, roles, or permission models
· Integrity Impact (Data Accuracy and Processing): Changes that may affect data accuracy, processing logic, or system behaviour. Examples (Database structure or schema changes, Changes to system logic or processing rules. Modifications to APIs or data exchange mechanisms)
· Availability Impact (System Uptime and Service Continuity): Changes that may affect system availability or service performance. Examples (Infrastructure upgrades or replacements, Network configuration or architecture changes, Disaster recovery or failover configuration changes)
· Security Control Changes: Changes that affect existing information security controls. Examples (Firewall rule redesign or major configuration changes, Identity and Access Management (IAM) modifications, Changes to logging, monitoring, or alerting configurations)
· Architecture Changes: Changes that modify system design or technical architecture. Examples (Migration to cloud platforms, System redesign or re-platforming, Introduction of new technology platforms
· Third Party and Vendor Exposure: Changes that introduce or modify dependencies on external parties. Examples (Onboarding new vendors or service providers, Implementation of new SaaS solutions, Outsourcing hosting or system management
Any change that meets one or more of the above criteria shall be classified as a significant IT change and shall be governed by this framework and executed in accordance with the approved Change Management Procedure.

	Scope
	This framework applies to:
· all Information Technology projects
· all significant Information Technology changes (All significant IT changes identified under this framework shall be managed in accordance with the approved Change Management Procedure)
· software development and software upgrades
· infrastructure projects
· cloud and hosting projects
· network and communication projects
· integrations with third parties
· vendor supported or vendor hosted solutions
· projects affecting SMSA data, systems, or Information Technology services
This framework applies to internal projects and to projects delivered with external suppliers.

	Responsibilities
	Chief Technology Officer
· provide direction and oversight for Information Technology projects
· approve exceptions where required
· support major project decisions and resources
National IT Manager
· ensure this framework is implemented
· ensure all relevant projects are reviewed from an information security perspective
· ensure project records are maintained
· ensure approvals are completed before go live where required
Project Owner (Relevant Department Head)
· define business need, scope, and expected outcome
· ensure business requirements are clear
· ensure the project has the required business support and approvals
Project Manager / Assigned IT Lead
· manage the project in line with this framework
· coordinate planning, actions, and records
· ensure risks, actions, and approvals are documented
· ensure security requirements are addressed
IT Team / Subject Matter Experts
· support requirements, design, testing, implementation, and handover
· identify technical and security needs relevant to the project
Procurement / Finance
support projects where purchasing, contracts, or budget approval are needed
Suppliers / Contractors
· comply with SMSA requirements where involved in a project
· sign the required contract and security documents before access is granted

	Framework Requirements
	1. Project Registration
All Information Technology projects and significant Information Technology changes shall be identified at the start and recorded by the IT Department. At a minimum, the following shall be recorded:
· project name
· project owner
· project manager or Information Technology lead
· business purpose
· affected systems or services
· supplier involvement, if any
· planned implementation date

2. Project Initiation
Before project work starts, the project shall be reviewed to confirm:
· business need
· project scope
· main responsibilities
· whether SMSA data will be used, stored, transferred, or changed
· whether a supplier or external party is involved
· whether a security review is required
An initial information security and project risk review shall be completed at the start of the project. This review shall not be postponed until after launch or go live.
3. Project Planning
Each project shall have a basic plan appropriate to its size and complexity. The plan shall include:
· project scope
· responsibilities (RACI)
· timeline and key milestones
· required approvals
· main project risks
· information security requirements
· testing needs
· supplier involvement where applicable
For projects involving suppliers, contracts and security requirements shall be reviewed before access is granted or work begins.
4. Information Security Review
Information security review shall be considered for every project. The review shall include, where relevant:
· access requirements
· data classification and handling
· supplier access
· encryption needs
· backup and recovery requirements
· logging and monitoring
· legal and contractual obligations
· privacy requirements
· asset registration and ownership
· incident reporting requirements
· business continuity needs
Where a project involves a supplier, hosted service, third party development, system integration or external access to SMSA data or systems, the SMSA Information Security Contracts Addendum shall be applied as required before access is granted or service commencement.

Where the corporate New Projects Risk Identification process applies, it shall be completed in addition to this framework and shall not replace the Information Technology project security assessment and approval requirements.
5. Design and Implementation
Project work shall be carried out in a controlled way. As applicable, the project shall ensure:
· approved requirements are followed
· changes are controlled
· security requirements are built into the solution
· roles and responsibilities remain clear
· project risks are updated when needed

6. Testing and Approval
Before go live or release, the project shall confirm:
· required testing is completed
· issues are recorded and addressed
· business acceptance is completed where required
· information security requirements have been considered
· remaining risks are understood and accepted by the appropriate owner if necessary.
For supplier related projects, contract and security obligations shall be confirmed before go live.

7. Go Live and Handover
Before go live, the project manager or assigned Information Technology lead shall ensure:
· approvals are completed
· support arrangements are ready
· documentation is updated
· ownership is clear
· operational handover is completed
Where a new system, service, device, or hosted solution is introduced, the relevant records shall be updated in line with the Asset Management Policy.

8. Post Implementation Review

After implementation, the project shall be reviewed as appropriate to confirm:
· the solution is working as intended
· major issues are closed or tracked
· lessons learned are recorded
· risk records are updated if required
· documents and procedures are updated if required

9. Project Evidence and Records

The following records shall be kept where applicable:
· project registration record
· project plan
· project risk and information security assessment
· approvals and sign offs
· supplier documents and addendums
· testing records
· handover records
· post implementation review records

[bookmark: _Toc521829169]10. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
[bookmark: _Toc435609883][bookmark: _Toc521829170]11. Enforcement
· [bookmark: _Toc435797706][bookmark: _Toc435949877][bookmark: _Toc435950387][bookmark: _Toc435954487][bookmark: _Toc520924090][bookmark: _Toc520973998][bookmark: _Toc520976643][bookmark: _Toc521402576][bookmark: _Toc521829171]
· [bookmark: _Toc521829172]
· [bookmark: _Toc521829173]
· [bookmark: _Toc521829174]
· [bookmark: _Toc521829175]
· [bookmark: _Toc521829176]
11.1 Policy Violation
Non compliance with this framework may result in:
· Disciplinary action 
· Removal of system access 
· Contract termination (for suppliers) 
· Further action as per SMSA Disciplinary Violation Document (DVD

11.2 Policy Waiver
Any exception to this policy has to be formally approved by the CTO and the Managing Director and documented.
12. Related Policies and Procedures
This policy shall be read in conjunction with:
· Organization of Information Security Policy
· IT Procedures Manual (Including System Development Life Cycle)
· Change Management Procedure
· Asset Management Policy
· Supplier Relationship related documents
· SMSA Information Security Contracts Addendum
· Information Security Risk Assessment Methodology
· Business Continuity and Disaster Recovery related procedures
· Incident Management related procedures
· Unplanned or emergency activities that were not part of the original project or change planning shall be managed in accordance with the SMSA “Handling Unplanned Activity Work Instruction”.
Compliance with this policy does not remove the requirement to comply with the above documents.
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