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	ISMS Risk Management Procedure
Owner/ Department: ITD



	Purpose
	The purpose of this procedure is to define how SMSA identifies, analyzes, evaluates, treats, accepts, monitors and reviews information security risks within the approved ISMS scope. This procedure helps ensure that risks affecting the confidentiality, integrity and availability of SMSA information assets are managed in a structured, consistent and auditable manner.
This procedure forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022 and ISO/IEC 27005:2022 requirements.

	Reference No. 
	ISO/IEC 27001:2022 – Clause 6.1.2 Information security risk assessment.
ISO/IEC 27001:2022 – Clause 6.1.3 Information security risk treatment.
ISO/IEC 27005:2022 – Information security risk management.
ISO/IEC 27001:2022 Annex A controls, where selected as risk treatment controls.

	Scope
	This procedure applies to information security risks affecting information assets, systems, processes, services and activities within the approved ISMS scope. Where the ISMS scope is limited to IT operations, this procedure applies to IT related information security risks, including:

· On premise infrastructure and data centers.
· Cloud platforms and cloud backup environments.
· Networks, applications and information assets.
· IT personnel and outsourced IT services.
· Supplier managed IT systems and services where they affect SMSA information security.

If the ISMS scope expands, this procedure shall apply to the expanded boundary. Enterprise / IMS risks outside the ISMS scope shall be managed through SMSA’s enterprise risk management process. Where such risks affect information security, they shall remain visible to ISMS governance.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
Chief Technology Officer (CTO):
· Approve acceptance of High residual risks.
· Approve residual risks that may significantly affect legal or regulatory compliance, personal data, privacy, or business critical systems.
· Review material ISMS risks escalated by the National IT Manager.
· Provide direction where major risk treatment decisions require senior management approval.

National IT Manager:
· Ensure ISMS risks are identified, assessed, treated and reviewed.
· Ensure the ISMS Risk Register is maintained.
· Review Medium risks and approve acceptance where applicable.
· Escalate High risks to the CTO.
· Ensure risk treatment actions are followed up with risk owners.
· Ensure risk reviews are performed as planned.
· Ensure ISMS risk records, treatment records, acceptance records and review evidence are maintained.
· Report significant risks and treatment progress during ISMS review meetings where required.

IT Department (ITD):
· Identify information security risks affecting IT systems, applications, infrastructure, cloud services, suppliers and information assets.
· Support asset owners and system owners in assessing risks.
· Implement and maintain approved risk treatment controls.
· Provide evidence of implemented controls where required.
· Report new risks, changed risks, incidents, vulnerabilities, supplier issues, audit findings and control weaknesses.
· Update risk treatment status and control evidence where applicable.

Risk Owner:
· Monitor the assigned risk.
· Ensure approved risk treatment actions are implemented.
· Report the status of the assigned risk during review cycles.
· Ensure controls remain effective over time.
· Escalate delays, control weaknesses, or changes that may affect the risk.
· Review accepted risks before the expiry or review date.

The Risk Owner is normally the system owner, asset owner, process owner, or department responsible for the affected information asset or activity.
System Owners / Application Owners:
· Support risk identification and risk assessment for their systems or applications.
· Confirm business impact, system criticality, data involved and operational impact.
· Support selection and implementation of treatment actions.
· Confirm whether residual risk can be accepted within the approved authority level.
· Support periodic review of risks related to their systems or applications.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Support ISMS risk methodology governance where applicable.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Review effectiveness of risk management through internal audit or compliance review where applicable.
· Monitor corrective actions related to ISMS risk findings, audit findings and incidents.

Department Heads:
· Support identification of information security risks affecting their function where applicable.
· Provide business impact, priority and approval support where their systems, services, or processes are affected.
· Support risk treatment actions assigned to their function.
· Ensure employees and contractors under their function follow approved information security controls.

Employees and Contractors:
· Report suspected information security risks, weaknesses, incidents, vulnerabilities, or control failures to ITD or QRM where applicable.
· Follow approved information security controls and risk treatment actions.
· Support risk assessment and corrective actions where required.

Third Parties / Vendors:
· Report risks, weaknesses, incidents, vulnerabilities, or control failures that may affect SMSA information, systems, services, or operations.
· Support risk assessment, treatment, remediation and evidence collection where applicable.
· Provide supplier reports, security evidence, remediation evidence, or other required records when requested.

CTO / Managing Director: Approval of any exception to this procedure where required.

	Definitions
	Information Security Risk: The possibility that a threat may exploit a vulnerability and cause harm to the confidentiality, integrity, or availability of SMSA information, systems, services, or operations.
Asset: Anything that has value to SMSA and needs protection, such as information, applications, databases, servers, cloud services, networks, devices, processes, or services.
Threat: A potential cause of an unwanted incident, such as cyberattack, human error, system failure, supplier failure, malware, theft, or natural event.
Vulnerability: A weakness that may be exploited by a threat.
Risk Scenario: A clear description of how a threat may exploit a vulnerability and what impact it may cause.
Inherent Risk: The level of risk before existing or planned controls are considered.
Residual Risk: The level of risk remaining after controls are implemented or considered.
Risk Owner: The person responsible for monitoring the assigned risk and ensuring treatment actions are followed up.
Risk Treatment: The action taken to manage a risk. This may include avoiding, reducing, transferring, or accepting the risk.
Risk Acceptance: Formal approval to accept a risk for a defined period, with justification, owner, review date and approval record.
Risk Register: The approved record used to document identified risks, risk scores, treatment actions, owners, approvals, status and review details.
Statement of Applicability: The ISMS document that records applicable ISO/IEC 27001:2022 Annex A controls, justification, implementation status and exclusion where applicable.
Critical IT System: An IT system, application, service, infrastructure, or platform that is important to SMSA operations, customer service, legal or contractual requirements, information security, or business continuity. If the system is unavailable, compromised, or not recovered on time, it may cause major operational, customer, financial, legal, regulatory, or reputational impact.

	Guidelines
	1. Risk Management Principles
SMSA shall manage information security risks using an asset based risk assessment method, supported by event based risk identification where required. Each information security risk shall, where possible:
· Be linked to an information asset, system, service, process, supplier, or activity.
· Describe the threat.
· Describe the vulnerability or weakness.
· Describe the possible impact.
· Consider confidentiality, integrity and availability.
· Have a risk owner.
· Have a treatment decision.
· Have a review status.

Information security risks may be identified from:
· Asset inventory reviews.
· Security incidents and incident investigations.
· Vulnerability assessments or technical reviews.
· Internal and external audit findings.
· Supplier and third party assessments.
· Change management activities.
· Threat intelligence and emerging threat notifications.
· Regulatory or contractual compliance reviews.
· Cloud service reviews.
· Backup and recovery reviews.
· Access reviews.
· Business or system changes.

2. Risk Appetite
SMSA accepts Low risks with monitoring and accepts Medium risks only where they are reviewed and approved by the appropriate authority. SMSA has very low tolerance for risks that may significantly affect:
· Legal or regulatory compliance.
· Personal data or privacy.
· Business critical systems.
· Critical IT services.
· Customer data or confidential information.
· Major business operations.

Any risk with an Impact score of 4 or 5 affecting legal compliance, personal data, privacy, or business critical systems shall be escalated to the CTO regardless of the calculated overall risk score. Such risks shall not be accepted without formal justification, treatment plan, temporary controls where required, owner, expiry date, review date and approval.
3. Risk Management Lifecycle
The ISMS risk management lifecycle shall follow these steps:
1. Identify assets, systems, services, processes, suppliers, or activities.
2. Identify threats and vulnerabilities.
3. Define the risk scenario.
4. Analyze likelihood and impact.
5. Evaluate the risk level.
6. Select risk treatment.
7. Implement treatment actions.
8. Reassess residual risk.
9. Accept residual risk where applicable.
10. Monitor and review the risk.

The lifecycle may be triggered by:
· New systems or services.
· Major changes.
· Security incidents.
· Audit findings.
· Supplier changes.
· Cloud service changes.
· Vulnerability findings.
· Legal, regulatory, or contractual changes.
· Quarterly scheduled review.
· Annual ISMS risk reassessment.

4. Risk Evaluation Criteria
Risk evaluation shall consider:
· Likelihood of occurrence.
· Impact on confidentiality, integrity and availability.
· SMSA’s risk appetite.
· Legal, regulatory and contractual obligations.
· Business criticality of the affected information asset.
· Existing controls.
· Supplier or third party dependency.
· Customer, operational, financial and reputational impact.

5. Impact Assessment and Criteria – CIA Model
Impact shall be assessed based on the worst case effect on:
· Confidentiality.
· Integrity.
· Availability.

Each dimension shall be scored from 1 to 5. The highest CIA value shall determine the overall Impact score.
	Impact Score
	Level
	Criteria

	1
	Negligible
	No sensitive data exposed. No data altered. No service disruption.

	2
	Minor
	Internal data exposure only. Short disruption of less than 1 hour. No regulatory impact.

	3
	Moderate
	Limited customer or personal data exposure. Service disruption between 1 and 4 hours. Operational delay or SLA impact.

	4
	Major
	Significant personal or customer data exposure. Prolonged outage of more than 4 hours. Regulatory notification likely. Revenue impact.

	5
	Catastrophic
	Mass data breach. Business critical systems unavailable. Legal penalties. Severe reputational damage.





6. Likelihood Criteria
Likelihood represents the probability of occurrence.
	Likelihood Score
	Level
	Criteria

	1
	Rare
	Has not occurred and is expected less than once in 2 or more years.

	2
	Unlikely
	May occur once within 1 to 2 years.

	3
	Possible
	Could occur annually under normal operating conditions.

	4
	Likely
	Expected to occur multiple times per year.

	5
	Certain
	Occurs regularly or repeatedly.



7. Risk Calculation
Risk score shall be calculated as follows:
· Inherent Risk Score = Likelihood × Impact.
· Residual Risk Score = Recalculated Likelihood × Impact after control implementation.
· Scoring shall be applied consistently for both inherent and residual risk.

	Score
	Level
	Treatment Requirement

	1–6
	Low
	Acceptable; monitor.

	7–14
	Medium
	Treatment plan required within 90 days, or documented acceptance by the National IT Manager.

	15–25
	High
	Immediate treatment required and escalation to the CTO.


Residual High risks should not normally be accepted. Where treatment is not immediately possible, temporary acceptance of a residual High risk shall require CTO approval, documented justification, treatment plan, temporary controls where required, owner, expiry date and review date.
8. Risk Treatment Options
SMSA shall use one or more of the following risk treatment options:
· Avoid: Stop or discontinue the activity causing the risk.
· Reduce: Implement or improve controls to lower likelihood or impact.
· Transfer: Transfer part of the risk through contract, supplier arrangement, insurance, or other approved method.
· Accept: Accept the risk with formal approval.

Selected controls used to treat risks shall be mapped to applicable ISO/IEC 27001:2022 Annex A controls and reflected in the Statement of Applicability where required. Risk treatment actions shall be documented in the ISMS Risk Register or supporting treatment record where required. Risk treatment plans shall include, where applicable:
· Description of the treatment action.
· Responsible owner.
· Target completion date.
· Required resources.
· Temporary controls where required.
· Monitoring or verification method.
· Status.
· Evidence of completion.

9. Residual Risk and Acceptance
After controls are implemented or reviewed:
· The risk shall be reassessed.
· Residual likelihood and impact shall be recorded.
· Residual risk score shall be calculated.
· Risk acceptance authority shall be applied based on risk level.
· Residual risk acceptance shall be documented where applicable.

Acceptance authority shall be:
	Residual Risk Level
	Acceptance Authority

	Low
	Risk Owner

	Medium
	National IT Manager

	High
	CTO


All accepted risks shall include:
· Justification.
· Approval record.
· Risk owner.
· Treatment plan or temporary control where required.
· Expiry date where applicable.
· Review date.

Accepted risks shall not be open ended. They shall be reviewed until closed, reduced, transferred, or formally reaccepted.
10. Monitoring and Review
ISMS risks shall be reviewed:
· Quarterly.
· After significant change.
· After major incidents.
· After audit findings.
· After major supplier or cloud service changes.
· After major vulnerability or control failure.
· At least annually as part of the ISMS risk reassessment cycle.

The review shall confirm, where applicable:
· New risks are identified.
· Existing risks are still valid.
· Risk scores remain appropriate.
· Treatment actions are progressing.
· Treatment actions are completed where due.
· Residual risks are reviewed.
· Accepted risks are still justified.
· Review dates are updated.
· High risks are reported to the CTO.
· Significant risks and treatment progress are communicated during ISMS review meetings where required.

11. Records and Evidence
· The ISMS Risk Register shall be the main record for identified risks, risk scores, treatment actions, risk owners, approvals, status and review details.
· System generated records, approved registers, risk review records, meeting records, tickets, audit records, treatment records, acceptance records and supporting evidence shall be used as the main audit evidence where available.
· Manual records are not required where approved register, system, ticket, report, or meeting evidence already contains the required information.
· Other ISMS records shall only reference the Risk Register where applicable. They shall not duplicate the full risk assessment. Records may include, where applicable:
· ISMS Risk Register.
· ITD Risk Matrix 5x5.
· Enterprise / IMS Risk Matrix reference where applicable.
· Risk treatment plans.
· Risk acceptance records.
· Risk review logs.
· Approval records.
· Evidence of Annex A control mapping.
· Statement of Applicability.
· Method of risk identification.
· Audit findings linked to risks.
· Incident records linked to risks.
· Vulnerability records linked to risks.
· Supplier review records linked to risks.
· Change records linked to risks.
· Evidence of completed treatment actions.

Records shall be retained as per SMSA document control and record retention requirements.
12. Review Period
The procedure will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, risk methodology, ISMS scope, or other compliance requirements. The procedure shall also be reviewed after major incidents, major audit findings, significant risk methodology changes, major ISMS scope changes, or major changes in SMSA systems or IT operations.
13. Related Documents
· Organization of Information Security Policy.
· ISMS Scope Document.
· Statement of Applicability.
· SMSA Risk Register.
· IT Asset Inventory.
· Information Security Incident Management Policy.
· Information Security Incident Response Plan.
· Vulnerability and Patch Management Policy.
· Supplier Relationships Policy.
· Change Management Procedure.
· Asset Management Policy.
· Access Control Policy.
· IT Continuity Policy.
· Backup Policy.
· Use of Cloud Services Policy.
· ITD Risk Matrix 5x5.
· Enterprise / IMS 3x3 Risk Matrix where applicable.
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