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Owner/ Department: ITD
	

	Review Type

	Pre-Engagement
	
	Periodic Review
	
	Contract Renewal
	
	Major Change
	
	Post Incident Review
	

	Supplier Details

	Supplier Name:

	Service/System Provided:

	Business Owner:


	Project Manager/ IT Lead:
	Contact:

	Date:


	         SMSA data will be used, processed, stored, or accessed?
            
         Supplier given access to SMSA systems & network? 

         Personal data is involved?
	     Personal data is involved?

     Subcontractors are used? If ticked mention company/personnel details below.
________________________________________
________________________________________  



	Security Review 

	Supplier protects SMSA data appropriately
	Yes
	No
	N/A

	Access to systems and data is controlled
	Yes
	No
	N/A

	User access is limited and reviewed
	Yes
	No
	N/A

	Data is protected during transfer and storage
	Yes
	No
	N/A

	Backup and recovery arrangements are in place
	Yes
	No
	N/A

	Logging and monitoring are in place where required
	Yes
	No
	N/A

	Security incidents will be reported to SMSA
	Yes
	No
	N/A

	Legal and contractual requirements have been considered
	Yes
	No
	N/A

	Security requirements are included in the contract
	Yes
	No
	N/A

	Supplier access is limited to required scope only
	Yes
	No
	N/A

	Deliverables or services will be reviewed, tested, and approved before use where applicable
	Yes
	No
	N/A

	Exit, return, or deletion requirements are defined where applicable
	Yes
	No
	N/A

	Risks Review:
Main Risks Identified: (Detailed risk identification and related actions must be reflected in the risk register): 
___________________________________________________________________________________________
___________________________________________________________________________________________







	Required Actions 

	Actions Required
	Owner
	Target Date
	Status

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	Overall Supplier Risk Rating

	Supplier risk rating shall be determined based on the review results, the level of supplier access, the type of SMSA data involved and whether key security requirements are in place. The rating shall be recorded as Low, Medium, or High.
Low: No major concerns identified.
Medium: Some concerns identified and actions are required.
High: Major concerns identified or key security requirements are missing.

	Low
	
	Medium
	
	High
	



	[bookmark: _Hlk221703479]Final Decision

	Approved to Proceed
	
	Approved with Actions 
	
	Not Approved
	

	Comments
	




	Approval (IT National Manager & Contract Owner Signoff is Mandatory)

	Procurement/ Contract Owner:
Name: ________________________________________

Date: _________________________________________

Signature: _____________________________________
	IT National Manager:
Name: ______________________________________

Date: _______________________________________

Signature: ___________________________________


	IT Lead/ Project Manager:
Name: ________________________________________

Date: _________________________________________

Signature: _____________________________________

	Chief Technology Officer (CTO):
Name: ______________________________________

Date: _______________________________________

Signature: ___________________________________
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