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[bookmark: bm_1_purpose]1. Purpose
[bookmark: fnref3_1][bookmark: fnref6][bookmark: fnref1_1]The purpose of this policy is to define a controlled process for assessing, approving, implementing, and documenting emergency changes to IT systems and services, in order to resolve major incidents, address critical vulnerabilities, or prevent imminent business impact while managing associated risk. 

[bookmark: bm_2_scope]2. Scope
This policy applies to:
· All IT systems, applications, databases, networks, security devices, and cloud services owned or managed by SMSA.
· All employees, contractors, and third parties who request, approve, or implement changes on these systems.

[bookmark: bm_3_definitions]3. Definitions
· [bookmark: fnref6_1][bookmark: fnref3_2]Change: Any addition, modification, or removal of an IT service, system, configuration, or component that may affect production services. 
· [bookmark: fnref7][bookmark: fnref1_2][bookmark: fnref3_3][bookmark: fnref6_2]Emergency Change: A change that must be implemented as soon as possible to resolve a major incident, close a critical security vulnerability, or prevent/protect against significant business interruption or regulatory impact. 


· [bookmark: fnref2_1][bookmark: fnref8][bookmark: fnref5_1][bookmark: fnref3_4]ECAB (Emergency Change Advisory Board): A subset of the Change Advisory Board that provides rapid risk/benefit assessment and approval for emergency changes. 
· [bookmark: fnref9][bookmark: fnref4_1][bookmark: fnref5_2]RFC (Request for Change): The formal record used to document details of the change. For emergency changes, the RFC may be partially completed before implementation and fully documented afterwards, but must always exist. 

[bookmark: bm_4_policy_statements]4. Policy Statements
1. [bookmark: fnref4_2][bookmark: fnref1_3][bookmark: fnref2_2][bookmark: fnref6_3]Emergency changes may bypass some steps of the normal change process only to the extent necessary to protect the business or restore service quickly. 
2. All emergency changes must:
· Be raised as an Emergency RFC,
· Receive explicit approval from the Change Manager and ECAB (or designated senior manager if ECAB is not available).
· [bookmark: fnref8_1][bookmark: fnref5_3][bookmark: fnref9_1][bookmark: fnref2_3][bookmark: fnref4_3]Be fully documented and reviewed after implementation (post‑implementation review). 
3. [bookmark: fnref5_4][bookmark: fnref2_4][bookmark: fnref8_2]Emergency changes must include a documented risk assessment and back‑out/rollback plan, even if recorded immediately after implementation in extreme situations. 
4. Emergency changes will be rare and exceptional, not used to bypass planning, testing, or normal approvals for convenience.
5. All emergency changes are logged, auditable, and subject to management review for compliance with this policy.
[bookmark: bm_5_roles_and_responsibilities]5. Roles and Responsibilities
· Change Requestor / Change Owner
· Identifies the need for an emergency change.
· Raises the Emergency RFC and provides impact, risk, and rollback details.
· [bookmark: fnref1_4][bookmark: fnref2_5][bookmark: fnref5_5]Coordinates implementation and post‑implementation review. 



· Change Manager
· Validates that the change qualifies as an emergency.
· Convenes the ECAB (phone, chat, meeting bridge) for rapid assessment/approval.
· [bookmark: fnref2_6][bookmark: fnref8_3][bookmark: fnref5_6][bookmark: fnref1_5]Ensures proper logging, documentation, and closure of the Emergency RFC
· ECAB (Emergency Change Advisory Board)
· [bookmark: fnref3_5][bookmark: fnref8_4][bookmark: fnref5_7][bookmark: fnref2_7]Typically includes: Change Manager, Service Manager/Owner, Major Incident Manager, relevant technical leads (e.g., network, security, application). 
· Quickly evaluates risk vs. urgency and approves or rejects the emergency change.
· Confirms that the back‑out plan is appropriate.
· Implementer / Technical Team
· Builds, tests (if feasible), and implements the emergency change.
· Executes rollback if required.
· Information Security / Risk Owner (if security change)
· Confirms security impact assessment and urgency for changes related to vulnerabilities or attacks.
[bookmark: bm_6_emergency_change_process]6. Emergency Change Process
[bookmark: bm_6_1_trigger_and_initiation]6.1 Trigger and Initiation
Emergency changes can be triggered by:
· Major incident or service outage affecting critical business services.
· Severe performance degradation with imminent risk of outage.
· [bookmark: fnref7_1][bookmark: fnref6_4][bookmark: fnref1_6][bookmark: fnref3_6]Critical security vulnerability, active attack, or regulatory requirement with immediate deadline. 
Step 1 – Raise Emergency RFC
· The Change Requestor creates an Emergency RFC in the change management system (or interim form/email if the system is unavailable), including at minimum:

· Description of the issue and proposed change.
· Systems/services affected.
· Business impact and urgency.
· Initial risk assessment and potential side effects.
· [bookmark: fnref9_2][bookmark: fnref5_8][bookmark: fnref1_7][bookmark: fnref2_8]Proposed back‑out/rollback plan. 
[bookmark: bm_6_2_assessment_and_approval_ecab]6.2 Assessment and Approval (ECAB)
Step 2 – Convene ECAB
· The Change Manager immediately notifies ECAB members (phone, chat, email, bridge).
· ECAB reviews:
· What happens if the change is not implemented immediately.
· Technical and business risks of implementing the change now.
· [bookmark: fnref8_5][bookmark: fnref5_9][bookmark: fnref2_9]Readiness of rollback plan and required resources. 
Step 3 – Decision
· ECAB may decide to:
· Approve as Emergency Change (proceed immediately).
· Reclassify as Normal Change (follow standard process) if urgency does not justify emergency treatment.
· [bookmark: fnref5_10][bookmark: fnref2_10][bookmark: fnref3_7]Reject if risk is too high or alternative mitigation exists. 
· [bookmark: fnref4_4][bookmark: fnref2_11][bookmark: fnref8_6]Approval must be recorded in the RFC (names, roles, date/time, and approval channel e.g., email, chat screenshot). An approval email attached to the RFC is acceptable. 
[bookmark: bm_6_3_planning_implementation_an_e1e655]6.3 Planning, Implementation, and Back‑Out
Step 4 – Implementation Planning
· Change Owner refines:
· Implementation steps.
· Schedule (usually immediate or earliest possible window).

Step 5 – Implementation
· Technical team implements the change as approved.
· The Change Owner ensures:
· Key stakeholders (Service Desk, affected business owners) are informed.
· [bookmark: fnref6_5][bookmark: fnref3_8][bookmark: fnref5_12][bookmark: fnref1_9]Monitoring is in place to verify success/failure. 
Step 6 – Back‑Out (if needed)
· [bookmark: fnref2_13][bookmark: fnref8_7][bookmark: fnref5_13]If the change fails, causes unexpected impact, or introduces new critical risk, the Change Owner initiates the back‑out plan to restore the previous state. 
[bookmark: bm_6_4_documentation_and_post_imp_c1f2d8]6.4 Documentation and Post‑Implementation Review
Step 7 – Documentation
· Within [1–2 business days] after implementation, the Change Owner must complete the Emergency RFC, including:
· Final implementation details.
· Actual start/end times.
· Outcomes, issues, and any deviations from the plan.
· [bookmark: fnref9_3][bookmark: fnref4_5][bookmark: fnref5_14]Evidence of testing/verification (screenshots, logs, etc.) 
Step 8 – Post‑Implementation Review (PIR)
· For each emergency change, the Change Manager schedules a PIR (can be during the next CAB meeting) to review:
· Root cause and whether the change successfully addressed the issue.
· Side effects or additional corrective actions required.
· [bookmark: fnref3_9][bookmark: fnref5_15][bookmark: fnref1_10][bookmark: fnref2_14]Whether the change should be converted into a permanent normal change (e.g., deeper fix, hardening). 
· Whether the change truly needed to be an emergency, or if process improvements are required.
· Lessons learned are documented and used to improve procedures and controls.

[bookmark: bm_7_controls_and_compliance]7. Controls and Compliance
1. Emergency RFCs are tagged in the change system and reported separately for management visibility.
2. A monthly or quarterly report of all emergency changes is reviewed by:
· Change Manager,IT management, and, where applicable, Information Security.
3. Excessive or repeated emergency changes for the same service may trigger:
· Problem Management,
· Design or capacity review.
[bookmark: bm_8_exceptions]8. Exceptions
· Any deviation from this policy must be:
· Approved in advance (where practical) by the Change Manager and [CTO/IT Head],
· Documented in the RFC with justification and compensating controls.
[bookmark: bm_9_review_and_maintenance]9. Change Notification and Approval 
· Formal Change Process
All changes to production systems, networks, applications, databases, security devices, and cloud services must follow the formal Change Management Process. No changes shall be implemented outside the defined process, except for formally approved emergency changes, which must follow the Emergency Change Procedure and be retrospectively reviewed.
· Mandatory Notification and Approval
For all major, high-risk, or business-impacting changes, the customer must be:
· Notified in advance with full details of the proposed change; and  Provide explicit approval prior to implementation.
· The notification shall include, at a minimum: scope, affected systems, risk assessment, testing evidence, implementation plan, rollback plan, and the planned schedule.
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