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	Logging and Monitoring Standard
Owner/ Department: ITD



	Purpose
	The purpose of this standard is to define what IT systems and security events must be logged, monitored, reviewed, retained and protected by SMSA ITD. This standard supports detection of unauthorized access, misuse, system failure, security events, operational issues and incidents.

	Scope
	This standard applies to ITD managed systems and services within the approved ISMS scope, including:
	System / Area
	Included

	Servers
	Yes

	Databases
	Yes

	Network devices
	Yes

	Firewalls
	Yes

	VPN
	Yes

	Endpoints / laptops / desktops
	Yes

	Email and Microsoft 365
	Yes

	Cloud services
	Yes

	Core business applications
	Yes

	ERP / financial systems where ITD supports logging
	Yes

	Backup systems
	Yes

	Security tools such as Trend Micro / SIEM / Splunk
	Yes

	Physical security systems
	Where managed or supported by ITD

	Supplier managed systems
	Where contract/service allows log access or log reports




	Guidelines
	1. Minimum events to be logged
	Area
	What must be logged

	User access
	Login, failed login, logout where available, account creation, access changes, access removal.

	Privileged access
	Admin login, admin activity, privilege change, failed admin login.

	System events
	Service start/stop, system failure, critical error, restart, crash.

	Security events
	Malware, suspicious login, unauthorized access attempt, blocked activity, phishing, data leakage alert.

	Network/security devices
	Firewall allow/deny events, VPN login, VPN failed login, rule changes, IDS/IPS/security alerts where available.

	Email / collaboration
	Suspicious email, phishing, malware attachment, external forwarding, risky sharing where available.

	Applications
	User access, failed login, admin activity, important data change, configuration change where supported.

	Databases
	Admin activity, failed login, privilege change, critical data access/change where supported.

	Backup systems
	Backup success, backup failure, restore test, backup job change.

	Cloud services
	Admin login, access changes, security alerts, configuration changes, data sharing alerts where available.

	Endpoints
	Malware alerts, device risk, policy violation, encryption/EDR status, blocked activity.



2. Log retention
	Log type
	Minimum retention

	Security tool logs / SIEM logs
	12 months where technically available

	Firewall / VPN / network security logs
	12 months where technically available

	Server and system logs
	6 to 12 months depending on system criticality

	Application logs
	6 to 12 months depending on business and system capability

	Database logs
	6 to 12 months for critical systems where available

	Backup logs
	12 months

	Email / Microsoft 365 security logs
	As per Microsoft 365 license capability and IT configuration

	CCTV logs
	As per Security/Admin retention requirement, or system capability

	Incident related logs
	Retain with the incident record until case closure and as per record retention requirement


Where the system cannot meet the retention period, ITD must record the limitation and keep available reports/screenshots as evidence.
3. Log protection
Logs must be protected from unauthorized access, deletion or change.
	Requirement
	Expected control

	Access to logs
	Limited to authorized IT security/admin staff only.

	Admin access
	Restricted and reviewed.

	Log modification
	Logs should not be editable by normal users.

	Incident evidence
	Relevant logs must be saved/exported when required for investigation.

	Storage
	Logs must be stored in approved system, SIEM, security tool, server, cloud platform or protected folder.

	Sharing
	Logs must not be shared outside SMSA unless approved by authorized management / Legal / QRM where required.



4. Central logging / SIEM
Where available, critical logs should be sent to a central monitoring platform such as SIEM, Splunk, Trend Micro console, Microsoft security portal or equivalent. Minimum priority for central logging:

	Priority
	Systems

	High
	Firewalls, VPN, domain controllers, critical servers, security tools, email security, core applications.

	Medium
	Important applications, databases, backup systems, cloud admin logs.

	Low
	Non critical systems where local logs are enough.


If full central logging is not yet implemented, ITD must maintain available system logs, dashboards, exports and screenshots until central logging is completed.
5. Monitoring and review frequency
	Area
	Frequency
	Owner

	Critical security alerts
	Daily or as alerts are received
	IT Security / IT Operations

	Firewall / VPN / suspicious access
	Daily / weekly based on risk
	Network / Security team

	Malware / endpoint alerts
	Daily or as alerts are received
	IT Security / Endpoint team

	Backup failures
	Daily
	Backup / Infrastructure team

	Critical system availability alerts
	Daily
	IT Operations

	Privileged access logs
	Monthly / quarterly based on criticality
	IT manager

	Failed login trends
	Weekly / monthly
	IT Security / System owner

	SIEM / Trend Micro / Splunk dashboards
	Daily / weekly based on alert severity
	IT Security / IT Operations

	Supplier managed system logs
	Monthly or during incident, based on contract
	Supplier owner / IT owner



6. Alerting and escalation
	Situation
	Required action

	Malware or ransomware alert
	Escalate immediately to IT Security / National IT Manager.

	Unauthorized access or suspicious login
	Investigate and raise incident if confirmed/suspected.

	Multiple failed login attempts
	Review user/system and block/reset where needed.

	Privileged account misuse
	Escalate immediately and preserve logs.

	Backup failure for critical system
	Investigate and fix based on criticality.

	Firewall/VPN suspicious activity
	Review and escalate if risk exists.

	Data leakage or personal data exposure
	Escalate to IT, QRM, Legal/Compliance where required.

	Repeated log review gaps
	Escalate to National IT Manager and record action.



7. Responsibilities
	Role
	Responsibility

	National IT Manager
	Overall owner of IT logging and monitoring. Escalates major risks to CTO.

	IT team
	Reviews security alerts, SIEM/security dashboards and suspicious events.

	Infrastructure Team
	Maintains server, backup, domain, endpoint and system logs.

	Network Team
	Maintains firewall, VPN, router, switch and network security logs.

	Application / Database Owners
	Ensure application/database logs are enabled where available and reviewed where required.

	Service Desk / IT Operations
	Escalates tickets that may be security events.

	Suppliers / Cloud Providers
	Provide logs, reports or alerts where systems are supplier managed.

	QRM
	Reviews evidence during audit or investigation. QRM does not operate IT logs.



8. Evidence to maintain
ITD must keep evidence such as:
	Evidence type
	Example

	Log screenshots
	Trend Micro, SIEM, Splunk, firewall, Microsoft 365, server logs.

	Log exports
	CSV/PDF exports from tools.

	Dashboard reports
	Security dashboard, backup dashboard, monitoring dashboard.

	Review records
	Daily/weekly/monthly review checklist or report.

	Tickets
	Alert ticket, investigation ticket, closure ticket.

	Incident records
	Incident Register, Incident Report, root cause and corrective action.

	Retention evidence
	Tool setting, retention rule screenshot, policy configuration.

	Access evidence
	List of users who can access logs.

	Supplier evidence
	Supplier log report, alert report, monthly service report.



9. Review
This standard shall be reviewed annually or after major changes to systems, logging tools, SIEM, monitoring process, incidents, audit findings or regulatory requirements.
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